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EtherNet/IP Network Devices User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which
may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal inH']ury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert peoEIe to potential
Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory
requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > P>

N
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Preface

About This Publication

Summary of Changes

This manual describes how to use EtherNet/IP™ network devices in control
systems.

Make sure that you are familiar with the following:
« Useof an EtherNet/IP network
«  Use of various software applications from Rockwell Automation

Inclusive Terminology

Rockwell Automation recognizes that some of the terms that are currently
used in our industry and in this publication are not in alignment with the
movement toward inclusive language in technology.

We are proactively collaborating with industry peers to find alternatives to
such terms and making changes to our products and content. Please excuse
the use of such terms in our content while we implement these changes.

This publication contains the following new or updated information. This list
includes substantive updates only and is not intended to reflect all changes.

Topic Page
EtherNet/IP Protocol 7
EtherNet/IP Network Specifications 22
Configuration Software Descriptions 25
Configure the Ethernet Communication Driver in FactoryTalk Linx Software 26
Set the IP Address with the EtherNet/IP Address Commissioning Tool 33
Set the IP Address with FactoryTalk Linx Software 39
Send Email Via a Controller-initiated Message Instruction 54
Diagnostic Webpages 65
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Additional Resources

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

EtherNet/IP Media Planning and Installation Manual

Describes how to use the required media components and how to plan for, install, verify,
troubleshoot, and certify your EtherNet/IP network.
This manual is available from ODVA at: http://www.odva.org.

Ethernet/IP QuickConnect Application Technique, publication ENET-ATO01

Describes EtherNet/IP QuickConnect technology and how to quickly power up and join an
EtherNet/IP network.

EtherNet/IP Socket Interface Application Technique, publication ENET-AT002

Describes the socket interface that you can use to program MSG instructions to communicate
between a Logix 5000™ controller and Ethernet devices. In this case, the interface is used
because the Ethernet devices that do not support the EtherNet/IP application pratocal. Such
devices include barcode scanners, RFID readers, or other standard Ethernet devices.

Troubleshoot EtherNet/IP Networks, publication ENET-ATO03

Describes troubleshooting techniques for Integrated Architecture® products on EtherNet/IP
networks.

EtherNet/IP Parallel Redundancy Protocol Application Technique,
publication ENET-AT006

Describes how you can configure a Parallel Redundancy Protocol (PRP) network with the 1756-
EN2TP EtherNet/IP communication module and a Stratix® 5400 or 5410 switch.

EtherNet/IP Device Level Ring, publication ENET-AT007

Describes DLR network operation, topologies, configuration considerations, and diagnostic
methods

System Security Design Guidelines Reference Manual, SECURE-RMO01

Provides guidance on how to conduct security assessments, implement Rockwell Automation
products in a secure system, harden the control system, manage user access, and dispose of
equipment.

Ethernet Reference Manual, ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

Industrial Components Preventive Maintenance, Enclosures, and Contact Ratings
Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley® industrial automation controls and
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of Solid-state
Control, publication_SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides general
guidelines for the application, installation, and maintenance of solid-state control in the form of
individual devices or packaged assemblies incorporating solid-state components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications.

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.
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Chapter 1

EtherNet/IP Protocol

EtherNet/IP™ protocol is a multi-discipline, control, and information platform
for industrial environments and time-critical applications. EtherNet/IP uses
standard Ethernet and TCP/IP technologies and an open, application-layer
protocol called the Common Industrial Protocol (CIP).

Application
cp EN50170
i I i |
Control and Information Contro :;Zrnatlona
Protocol IF C 61158 Standard
Session
ubp TCcP Request for Comments %
IETF s
IP-Multicast UDP/TCP/IP
|IEEE 802.3
- Ethernet
Physical Physical

The EtherNet/IP protocol follows these standards:

« IEEE 802.3—Standard Ethernet, Precision Time Protocol (IEEE-1588)

« IETF—Internet Engineering Task Force, standard Internet Protocol (IP)
. IEC—International Electrotechnical Commission

« CIP - Common Industrial Protocol (CIP)

Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022 17



Chapter 1 EtherNet/IP Protocol

Common Industrial Protocol
(cip)

Connections

CIP™is a messaging protocol for devices in industrial automation control
systems. CIP is the application layer for the EtherNet/IP network. This
protocol implements a relative path to send a message from the producing
modules in a system to the consuming modules.

CIP uses the Producer/Consumer networking model instead of a source/
destination (Primary/Secondary) model. The Producer/Consumer model
reduces network traffic and increases speed of transmission.

In traditional I/O systems, controllers poll input modules to obtain their input
status. In the CIP system, digital input modules are not polled by a controller.
Instead, they produce their data either upon a change of state (COS) or at a
requested packet interval (RPI). The frequency of update depends upon the
options that are chosen during configuration and where on the network the
input module resides. The input module, therefore, is a producer of input data
and the controller is a consumer of the data.

The controller can also produce data for other controllers to consume. The
produced and consumed data is accessible by multiple controllers over the
Logix backplane and over the EtherNet/IP network. This data exchange
conforms to the Producer/Consumer model.

EtherNet/IP communication modules must connect to Ethernet nodes to
communicate on the EtherNet/IP network.

A connection is a point-to-point communication mechanism that is used to
transfer data between a transmitter and a receiver. Connections can be logical
or physical.

Two connection types--TCP connections and CIP connections--are layered
over each other each time data is transferred. The TCP connection is the first
connection established. It is used for all EtherNet/IP communication and is
required for all CIP connection use. One TCP connection supports multiple
CIP connections and remains open.

Established over TCP connections, EtherNet/IP CIP connections transfer data
from an application running on one end-node (transmitter) to an application
running on another end-node (receiver). CIP connections are configured to
use explicit or implicit message types. The message types support connected
and unconnected connection types. Typically, connected CIP messages are
used to transfer data. Unconnected CIP messages are used, but they are only
temporary.

The following graphic shows how connections are layered on each other when
data is transferred over the EtherNet/IP network.

8 Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022



Chapter 1 EtherNet/IP Protocol

CIP Connection Types
Your decisions when configuring Connected Unconnected Connected
your application determine the
parameters of these connections. CIP Message Types
Explicit Implicit
CIP Connection
You do not execute any tasks to
establish these connections.
TCP Connection

Remember these points when configuring your EtherNet/IP network
application:

« All connections are used each time data is transferred on the EtherNet/IP
network.

« You specify CIP connection message types and CIP connection types
when configuring your application.

For example, when a Logix 5000™ controller sends an MSG instruction to
another Logix 5000 controller, the transmitter sends the instruction to
the receiver over a connection. That connection includes the following:

A TCP connection is established.
A CIP connection is layered on the TCP connection.

An explicit or implicit CIP connection message is delivered via the CIP
connection or via unconnected messaging.

If an explicit message type is used, it can be connected or
unconnected. If an implicit message type is used, it is connected.

« Each EtherNet/IP communication module has TCP and CIP connection
limits that you must account for when configuring your application.

These example applications describe how connections are used.

EXAMPLE 1/0 Connections

A Logix 5000 controller has five CIP I/0 connections to modules in a
remote chassis and all of these connections are through the same local
1756-EN2T module and the same remote 1756-EN2T module.

The following connections exist:

« One TCP connection
« Five CIP connections

EXAMPLE RSLinx® OPC Test Client

The following connections exist:

« One TCP connection
« Four CIP connections (four is the default)

Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022 9



Chapter 1 EtherNet/IP Protocol

Terminology

The terms in this table help you understand connections.

Table 1- EtherNet/IP Connection Terminology

Term Definition
Producer and Producer/Consumer refers to implicit connections. With implicit connections, messages are sent cyclically (every RPI).
consumer EXAMPLE: Assume that a ControlLogix® controller is controlling one rack of FLEX™ /0 with a rack connection. Both the ENBT module that is local to the

controller and the FLEX AENT module are consumers and producers of data. The AENT consumes outputs and produces inputs.

Client and server

Client/server refers to explicit connections. A client creates a connection and initiates messages. A server provides a service or data. Clients can send
messages continuously or intermittently.
EXAMPLE: A ControlLogix controller can use an MSG instruction to communicate to another controller.

Transports

Each connection has transports. A transport is a uni-directional entity with its own numeric identifier. An implicit connection has 2 transpaorts. An explicit
connection has 1transport. Transports are important because they help you calculate the number of packets per second for each Ethernet interface.
EXAMPLE: 1/0

For an I/0 connection to a rack of distributed I/0, a connection is configured in the Logix Designer application by adding the communication adapter and I/
0 modules in the 1/0 list. When the connection is created, output packets flow from the controller to the I/0 rack. In addition, input packets flow from the I/
0 to the controller. Each direction of flow is a transport. In this example, two transports exist. One transport is from the controller to the adapter. The
second transport is from the adapter to the controller.

EXAMPLE: Produced Tag

For a multicast produced tag connection with two consumers, there is a connection to each consumer. Data from the producer is produced to the wire on
one transport. Each of the consumers returns a heartbeat. A total of three transports exist in this example. One transport is from the tag producing
controller to the ‘wire’ media. The second transport is from one consumer to the tag producer. The third transport is from the second consumer.

UCMM

In the web servers, you can see references to Unconnected Message Manager (UCMM). This type of messaging is momentary and therefore can be ignored
unless you are troubleshooting. Examples of where UCMM messages are used are:

« Update of module firmware

« Some functions in RSLinx® software

« CIP Generic MSG instruction

- Opening any CIP connection (forward_open command)

10

TCP Connections

TCP connections are used for all EtherNet/IP communication and are
established before one device on the network transmits data to one or more
devices on the network. EtherNet/IP communication modules use one TCP
connection for each IP address to which the module is connected.

TCP connections are automatically established before CIP connections
because you can establish CIP connections only over a TCP connection. One
TCP connection supports multiple CIP connections.

IMPORTANT  EtherNet/IP communication modules also have web servers that use
TCP connections for non-CIP traffic, such as HTTP. However, TCP
connections that are used for non-CIP traffic do not count against the
limits that are mentioned in the preceding text.
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Chapter 1 EtherNet/IP Protocol

CIP Connections

CIP connections are automatically established over a TCP connection and
transfer data from one device on the EtherNet/IP network to another. The
following are examples of CIP connections:
« Logix 5000 controller message transfer to another Logix 5000 controller
« I/Oorproduced tag

« Program upload, download, or going online
« Data acquisition from FactoryTalk® Linx and RSLinx® Classic

« PanelView™ polling of a Logix 5000 controller

There are different CIP connections.

Table 2 - CIP Connections

CIP Connection Description

A bridged connection is a connection that passes through the EtherNet/IP communication module. The endpoint of the connection is
Bridged a module other than the EtherNet/IP communication module.

EXAMPLE: An explicit connection from a controller through a 1756-EN2T module to another controller.
End-node An end-node connection is a connection whose endpoint is the EtherNet/IP communication module itself.

EXAMPLE: An explicit connection from RSLinx software to the EtherNet/IP communication module to set the module's IP address.

A rack-optimized connection is an implicit message connection to a rack or Assembly Object in the EtherNet/IP communication
module. Data from selected 1/0 modules is collected and produced on ane connection (the rack-optimized connection) rather than
on a separate direct connection for each module.

This CIP connection is available with only digital 1/0 modules.

An implicit message connection from a controller to a specific I/0 module (as opposed to a rack-optimized connection).
This CIP connection is available with analog and digital I/0 modules.

Rack-optimized

Direct

CIP connections are further defined by these connection parameters:

« CIP Connection Message Types
« CIP Transport Types

CIP Connection Message Types

CIP connections use one of the following CIP connection message types:
« Implicit
« Explicit

Implicit connections are time critical in nature. These connections include I/O
and produced/consumed tags. Implicit refers to the data type and the meaning
of the data.

Explicit connections are non-time critical and are request/reply in nature.
Executing an MSG instruction or executing a program upload are examples of
explicit connections. Explicit refers to basic information (such as data type, or
meaning) that is included in every message.

Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022 n



Chapter 1

EtherNet/IP Protocol

CIP Transport Types

CIP transport types determine how CIP connections transfer data on the
network. The CIP transport types determine whether a connection is

established between devices.

There are two CIP transport types:

« Connected—Available with both implicit and explicit messages.

« Unconnected—Available with only explicit messages.

Table 3 describes how CIP connections are used with implicit and explicit

messages.

Table 3 - CIP Transport Types with Implicit and Explicit Messages

CIP Transport Type  |As Used with Implicit Messages As Used with Explicit Messages
The following events occur:
1. A connection is established between devices.
) 2. Data is transferred between devices.
The followmg events occur: ) 3. The connection between the devices can be closed.
1. A connection is established between devices. If data must be transferred again between these same two devices, the
2. Data is transferred between devices. connection must be reopened.
3. The connection remains open for future data transmission. The following are examples of connected explicit messaging:
The following are examples of connected implicit messaging: « MSG instruction
+ 1/0 data transfer ) « RSLinx® Classic software setting the IP address for an EtherNet/IP
Connected « Produced/consumed tags between Logix 5000 controllers communication module
Keep in mind the following points for connected implicit messaging: Keep in mind the following points for connected explicit messaging:
« Execution time is more efficient because the CIP connection between « Execution time is less efficient because the CIP connection between
devices does not need to be reopened for each data transfer. devices must be reopened for each data transfer.
+ EtherNet/IP communication modules support limited numbers of CIP « EtherNet/IP communication modules support limited numbers of CIP
connections. Because this connection is always open, there is one less connections. Because this CIP connection is closed immediately after
CIP connection available for other data transfer through the module. use, the CIP connection is immediately available for other data transfer
through the module.
NOTE: If you select a cached connection, the connection is not closed at the
end of the transaction.
In unconnected explicit messaging, no connection is established between
devices.
Unconnected h Data is sent in a packet that includes destination identifier information in
the data structure but does not have a dedicated CIP connection.
12 Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022



Chapter 1 EtherNet/IP Protocol

Packet Rate Capacity

Messaging

The packet size impacts the implicit packet rate capacity of the ControlLogix
EtherNet/IP communication modules.

Smaller connections are processed faster than larger connections. Larger
connections can affect the increased packet rate capacity that is obtained with
firmware revision 3 or later. These types of applications use

larger connections:

« Applications with rack-optimized connections
« Applications with Integrated Motion on the EtherNet/IP network
« Applications with large produce/consume tag arrays

Modules with firmware revision 3 or later always have greater packet rate
capacity than modules with firmware revision 2 or earlier in the same
application. Larger connections impact only how much greater the packet rate
capacity is with firmware revision 3 or later.

Some EtherNet/IP communication modules offer webpages that show module
and application information such as capacity being used, in packets per
second. To view your module’s information, type the module’s IP address into
your web browser. See Appendix A for more information.

The EtherNet/IP network supports both time-critical (implicit) and non time-
critical (explicit) message transfer services of CIP. Exchange of time-critical
messages is based on the Producer/Consumer model where a transmitting
device produces data on the network and many receiving devices can consume
this data simultaneously.

Implicit Messages

Implicit messages are time critical in nature. These messages include I/O and
produced/consumed tags. Implicit refers to information (source address, data
type, and destination address) that is implied in the message, but not
contained in the message. Examples of implicit applications include the
following:

« Real-time I/O data

« Functional safety data

« Motion control data

Implicit messages use the User Datagram Protocol (UDP) and can be unicast
or multicast.
« The data source/destination is an application object (Assembly Object).
« There is no protocol in the message data—it is all I/O data.

+ Datatransfer is more efficient because the meaning of the data is known
ahead of time.

« Transfer is initiated on a time basis (cyclic trigger) or requested packet
interval (RPI).

« There is a connection timing mechanism to alert the application if the
other side has stopped communicating.

(1) Excludes the 1756-EN4TR.

Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022 13



Chapter 1

EtherNet/IP Protocol

14

« Messaging is always connected.

An implicit message times out in controller_multiplier x RP1. The multiplier is
selected by the controller firmware so that the timeout is greater than or equal
to 100 ms. The minimum multiplier is 4.

These are examples:

« RPI =2 ms; controller multiplier = 64. The timeout is 128 ms.
« RPI=10 ms; controller multiplier = 16. The timeout is 160 ms.

Explicit Messages

Explicit messages are non-time critical and are request/reply in nature.
Executing an MSG instruction or executing a program upload are examples of
explicit connections. Explicit refers to basic information (such as source
address, data type, or destination address) that is included in every message.
Each request is typically directed at another data item. Examples of explicit
applications include the following:

- HMI

« RSLinx connections

« Message (MSG) instructions

« Program upload/download

Explicit messages use TCP. Explicit messages are used for point-to-point,
client-server transactions.

« The server side is bound to the Message Router object and has access to
all internal resources.

« The client side is bound to a client application object and must generate
requests to the server.

- Explicit messages use an explicit messaging protocol in the data portion
of the message packet.

« Explicit messages can be connected or unconnected.

Device #1 Device #2

Request
— ad Explicit >/ Explicit \neauest —
pgbl.catlon Response | Messaging ) (Messaging Response ppbl.catlon
ject Connection /€ Connection Object

An explicit message times out in 30 seconds by default. This setting is user-
changeable in the Message (MSG) instruction structure.
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Chapter 2

Ethernet Features in Network Devices

EtherNet/IP™ networks offer a comprehensive suite of messages and services
for many automation applications. This open network standard uses standard
Ethernet communication products to support real-time I/O messaging,
information exchange, and general messaging. All EtherNet/IP network
devices include the following features:

Support for messaging, produced/consumed tags, and distributed I/O
DNS addressing

Internet Group Management Protocol (IGMP) snooping (enabled by
default) and querier (disabled by default)

Port configuration and diagnostics
Email server

EtherNet/IP supports CIP Safety™, CIP Motion™, and CIP Security™ at the
application layer.

Rockwell Automation Publication ENET-UMOOGB-EN-P - May 2022 15



Chapter 2 Ethernet Features in Network Devices

EtherNet/IP DEViCE'SPECiﬁC EtherNet/IP network devices can provide the following functionality. See the

Features

Device Level Ring (DLR)

16

user manual for your device for details.

« Supports various communication rates depending on your device
« Linear network

« Device Level Ring protocol

« Paralle]l Redundancy Protocol

« Duplicate IP address detection

« Socketinterface

« Email client

Device Level Ring (DLR) is an EtherNet/IP protocol defined by the Open
DeviceNet® Vendors” Association (ODVA). DLR provides a means to detect, manage,
and recover from single faults in a ring-based network.

A DLR network includes the following types of ring nodes.

Node Description

Ring supervisor Arring supervisor provides these functions:
+ Manages traffic on the DLR network
« Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.
By default, the supervisor function is disabled on supervisor-capable devices.

Ring participants Ring participants provide these functions:

« Process data that is transmitted over the network.

+ Pass on the data to the next node on the network.

« Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure themselves and
relearn the network topology.

Redundant gateways Redundant gateways are multiple switches that connect to a single DLR network and
(optional) also connect together through the rest of the network.

Redundant gateways provide DLR network resiliency to the rest of the network.

Depending on their firmware capabilities, both devices and switches can operate as
supervisors or ring nodes on a DLR network. Only switches can operate as redundant
gateways.

For more information about DLR, see the EtherNet/IP Device Level Ring
Application Technique, publication ENET-AT007.
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Parallel Redundancy
Protocol (PRP)

Parallel Redundancy Protocol (PRP) is defined in international

standard IEC 62439-3 and provides high-availability in Ethernet networks. PRP
technology creates seamless redundancy by sending duplicate frames to two
independent network infrastructures, which are known as LAN A and LAN B.

A PRP network includes the following components.

Component

Description

LANAand LANB

Redundant, active Ethernet networks that operate in parallel.

Double attached node (DAN)

An end device with PRP technology that connects to both LAN A and LAN B.

Single attached node (SAN)

An end device without PRP technology that connects to either LAN A or LAN B.
A SAN does not have PRP redundancy.

Redundancy box (RedBox)

A switch with PRP technology that connects devices without PRP technology to
both LAN A and LAN B.

Virtual double attached node

An end device without PRP technology that connects to both LAN A and LAN B

(VDAN) through a RedBox.
AVDAN has PRP redundancy and appears to other nodes in the network as a DAN.
Infrastructure switch A switch that connects to either LAN A or LAN B and is not configured as a RedBox.

For more information about PRP, see the EtherNet/IP Parallel Redundancy Protocol
Application Technique, publication ENET-AT006.
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Duplicate IP Address
Detection

Duplicate IP address detection verifies that an IP address does not match any
other device IP address on the network when you perform either of these tasks:

« Connect the device to a EtherNet/IP network.
« Change the IP address on the device.

If the IP address matches that of another device on the network, the
EtherNet/IP port on the device transitions to conflict mode. In conflict mode,
these conditions exist:

« OK status indicator blinks red.
« Network (NET) status indicator is steady red.

« Ifthe device has a text display, the following message scrolls across the 4-
character display:

<IP_address_of_this_device> Duplicate IP -
<MAC_address_of_duplicate_node_detected>

For example: 10.88.60.196 Duplicate IP - 00:00:BC:02:34:B4

Duplicate IP Address Resolution

This table describes how to resolve duplicate IP addresses.

Duplicate IP Address Detection Conditions

Resulting Behavior

« Both devices support duplicate IP address detection
« Second device is added to the network after the first
device is operating on the network

1. The device that began operation first uses the IP address and continues to operate without interruption.
2. The device that begins operation second detects the duplication and enters Conflict mode.

« Both devices support duplicate IP address detection

« Both devices were powered up at approximately the same

time

Both EtherNet/IP devices enter Conflict mode.
To resolve this conflict, follow these steps:
a. Assign a new IP address to one of the devices.
b. Cycle power to the other device or disconnect and reconnect all Ethernet cables from the other device.

One device supports duplicate IP address detection and a

second device does not

1. Regardless of which device obtained the IP address first, the device that does not support IP address detection
uses the IP address and continues to operate without interruption.

2. The device that supports duplicate IP address detection detects the duplication and enters Conflict mode.
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DNS Addressing To qualify the device address further, use DNS addressing to specify a host
name for a device. When you specify a host name for the device, you also
specify a domain name and DNS servers. DNS addressing makes it possible to
create similar network structures and IP address sequences under different
domains.

DNS addressing is necessary only if you refer to the device by host name, such
as in path descriptions in MSG instructions.

To use DNS addressing, follow these steps.

1. Assign a host name to the device.

A network administrator can assign a host name. Valid host names
must be IEC-1131-3 compliant.

2. Configure the device IP address:

In the DNS server, the host name must match the IP address of
the device.

IMPORTANT  Make sure the DNS enable bit is set.

« If you use Logix Designer application, version 28 or later, to
configure your device, the enable bit is set and DNS addressing
is successful.

« If you use RSLinx® Classic software, version 2.41.00 or later, to
configure your device, the enable bit is cleared and DNS
addressing fails.

3. Inthe Logix Designer application, add the device to the I/O.

IMPORTANT  [f a child device resides in the same domain as its parent device,
type the host name. If the domain name of the child device differs
from its parent device, type the host name and the domain name
(host.domain)

IMPORTANT  You can also use DNS addressing in a device profile in the I/0
configuration tree or in a message path. If the domain name of
the destination device differs from the source device, use a fully
qualified DNS name (hostname.domainname). For example, to
send a message from AEN2TR1.locationl.companyA to
AEN2TR1.location2.company, the host names match, but the
domains differ. Without the entry of a fully qualified DNS name,
the device adds the default domain name to the specified host
name.

Socket Interface Some EtherNet/IP devices support the use of a CIP Generic MSG instruction to
request socket services. For more information, see EtherNet/IP Socket
Interface Application Technique, ENET-AT002.
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Linear Network

20

Alinear network is a collection of devices that are daisy chained together. The
EtherNet/IP embedded switch technology lets you implement this topology at
the device level. No additional switches are required.

Figure 1- Example Linear Network

|

B

The following are advantages of a linear network.
« Simple installation
« Reduced wiring and installation costs
« No special software configuration required
« Improved CIP Sync application performance on linear networks

The primary disadvantage of a linear network is that any break of the cable

disconnects all devices downstream from the break from the rest of the
network.
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Device Level Ring

Device Level Ring (DLR) is an EtherNet/IP protocol that is defined by ODVA.
DLR provides a means to detect, manage, and recover from single faults in a
ring-based network.

A DLR network includes the following types of ring nodes.

Description

Ring supervisor

A ring supervisor provides these functions:

« Manages traffic on the DLR network

« Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.

IMPORTANT: By default, the supervisor function is disabled on supervisor-capable devices,

so they are ready to participate on a linear or star network or as a ring node on a DLR network.

Ina DLR network, you must configure at least one of the supervisor-capable devices as the
ring supervisor before physically connecting the ring. If you do nat, the DLR network does
not work.

Ring participants provide these functions:
« Process data that is transmitted over the network.
« Pass on the data to the next node on the network.

Ring participants . L .
« Report fault locations to the active ring supervisor.
When a fault occurs on the DLR network, ring participants reconfigure themselves and relearn
the network topology.
Redundant gateways are multiple switches that are connected to one DLR network and also
E)epdt?onnizli)nt gateways connected together through the rest of the network.

Redundant gateways provide DLR network resiliency to the rest of the network.

Depending on their firmware capabilities, both devices and switches can
operate as supervisors or ring nodes on a DLR network. Only switches can
operate as redundant gateways.

For more information about DLR, see the EtherNet/IP Device Level Ring
Application Technique, publication ENET-AT007.
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EtherNet/IP Network
Specifications
Table 4 - EtherNet/IP Network Specifications
Cat. No. Connections CIP Unconnected |Ethernet Node |Packet Rate Capacity (packets/second)™ SNMP Support
TCP P Messages Count, Max 170 HMI and MSG (pas§word
(Backplane + required)
Ethernet)
1734-AENT, 1734-AENTR 32 20 32 - 5000 900 No
1738-AENT, 1738-AENTR 32 20 32 - 5000 900 No
1756-EN2F, 1756-EN2T, IMPORTANT: Packet rates for
1756-EN2TXT, 1756-EN2TR, 128 256@ 128 +128 - ControlLogix EtherNet/IP 2000 Yes
1756-EN2TRXT communication modules
depend ies and
T756-ENSTR 1”8 |os6® 128 +128 - it 2000 Yes
50,000 without CIP Security |* 5700 Without CIP
1000 1/0 « 25,000 with integrit Security
T756-EN4TR, 1756-ENATRXT ~ |512 256+256 - ' arry « 2700 with integrity Yes

528 @ + 15,000 with integrity and

confidentiality « 1700 with integrity and

confidentiality

1783-ETAP, 1783-ETAPTF, 1783-

ETAP2F 64 - - - - 900 No
TI9%-AENT 64 64 - - 9500 - Yes
5069-AENTR 32 aessaging) 16 - 100,000 500 Yes
5069-AEN2TR (zrfgssagmg) 2 - 100,000 2000 Yes
SOBLAENTTR SO0 AENTRT [ | messaging | - 100000 500 tes

(1) Total packet rate capacity = I/0 Produced Tag, max + HMI/MSG, max. Packet rates vary depending on packet size. For more detailed specifications, see the EDS file for a specific catalog number.
(2) There are 1000 CIP I/0 connections and 528 CIP messaging connections.

Reserve 10% of the bandwidth (packets/second) of the network device for
temporary Explicit Messaging.

For other devices with EtherNet/IP connectivity, see the specifications in the
technical data for the device.
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Time Synchronization

Simple Network
Management Protocol
(SNMP)

In certain situations, the I/O modules can synchronize with the adapter before
the adapter synchronizes with the system Grandmaster clock. This
synchronization occurrence leads to a time difference between the I/O and the
Grandmaster clock until the adapter synchronizes with the Grandmaster
clock.

In your logic, verify that the adapter is synchronized with the Grandmaster
clock before you initiate time stamp requests or scheduled outputs from your
I/0 modules. A system with intermediate devices, such as network bridges and
switches, can require that you insert a delay until the time stabilizes in the
system.

For information on how to verify that the adapter is synchronized to a
Grandmaster clock, see CIP Sync Diagnostics in the Integrated Architecture®
and CIP Sync Configuration Application Technique, publication IA-ATo03.
This publication also includes information on Time Sync Object Attributes.

SNMP enables an Ethernet switch to be remotely managed through other
network management software. SNMP defines the method of communication
among the devices and also denotes a manager for the monitoring and
supervision of the devices. Confidential information can be encrypted to help
prevent the contents from being exposed on the network. For more
information, see the SNMP Password and MIB Configuration Knowledgebase
article.
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Notes:
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Chapter 3

Configure a Workstation to Operate on an
EtherNet/IP Network

Before you can connect to the device via an Ethernet cable, you must install an
EtherNet/IP™ driver on your workstation.

A communication driver is required to complete these tasks:

« Upload and download controller projects over an EtherNet/IP network.

« Collect controller data for electronic operator interfaces, for example,
PanelView™ Plus terminals, and visualization software, for example,

FactoryTalk~ View software
« Update device firmware
« Setor change the IP address.
« Configure the device

When you are configuring your software, consider the details in Table s.
Table 5 - Configuration Software Descriptions

Configuration Software |Description

FactoryTalk® Linx™ is a FactoryTalk Live Data server and communications service designed
to deliver control system information from Allen-Bradley® control products to the Rockwell
Automation FactoryTalk® software portfolio and Studio 5000® design software.
FactoryTalk® Linx™ FactoryTalk Linx is specifically optimized to work with Logix 5000™ Programmable

y Automation Controllers (PAC) and the PlantPAx® process controller.
Prior to version 6.00 FactoryTalk Linx was called RSLinx® Enterprise. Because of this, some
portions of the software installation and documentation still contain references to the
previous RSLinx Enterprise name.

RSLinx Classic links Allen-Bradley networks and devices to Microsoft Windows applications.
RSLinx Classic® RSLinx Classic also incorporates advanced data optimization techniques and contains a set
of diagnostics. RSLinx Classic is an OPC DA (Data Access) Compliant Server and a DDE server.
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Configure the Ethernet
Communication Driver in
FactoryTalk Linx Software

26

FactoryTalk Linx software supports the following communication drivers:

Driver Description
Provides an option to broadcast device discover or option to specific device list / range
Ethernet Supports runtime communications

Supports communications over longer distances when compared to the USB driver.

Three drivers are automatically created using configurations from earlier versions of Linx software.
The USB is populated when a USB cable is connected to a device capable of supporting CIP

Lets you:

USB Driver « Connect to an unconfigured device and configure an Ethernet port.

« Update the device firmware

Not intended for runtime connections; it is a temporary-use only connection with a limited cabling
distance.

Before you add an Ethernet driver, confirm that these conditions exist:

« The workstation is properly connected to the EtherNet/IP network.

« The workstation IP address and other network parameters are
configured correctly.

O CIP™ Security is available through FacthryTaIk® Linx, version 6.11 or later.
Open FactoryTalk Linx network browser either from within your
programming application or from Start > Rockwell Software > FactoryTalk
Linx network browser.

o Factaryalk Lins Network rowser -eom@
ey wiaalr.
# DESKTOP-6COBIVD

by FactoryTalk Linx - Desktop, DESKTOP-6C08/VD
b B Backplane

b o Ethernet, AB_ETH-1

b s Ethernet, AB_ETHIP1

b s Ethernet, Ethemet

b e USE

Browsing - node A, Ethertet § found Zoom: 100%

-'.]Colnluquln Shnncul!
Lo
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FactoryTalk Linx creates two Ethernet drivers by default.
Table 6 - Ethernet Drivers

Driver Description

Enables the FactoryTalk Linx Network Browser to target a device that is configured to block
remote broadcast messages. The list can contain a maximum of 255 IP addresses specified
Ethernet, AB_ETH-1 individually or as a range. If you are using an IP address range, each IP address in the range
can be assigned to a device. Unattached IP addresses can delay broadcast messages and
can create additional network messages.

« Broadcast - enables the FactoryTalk Linx Network Browser to sends a UDP broadcast

message to all devices on a local or remote subnet.

Local - enables the FactoryTalk Linx Network Browser to send a UDP broadcast message

to all devices on the same subnet that is connected to the computer.

Remote - enables the FactoryTalk Linx Network Browser to target the UDP broadcast to

another subnet on the network determined the IP address and subnet mask you provide.

Ethernet, AB_ETHIP-1 « In some cases, the default Ethernet Switch configuration blocks a remote UDP broadcast
message from being propagated to a subnet, and no devices are detected. If this occurs,
use the Device List/Range discovery method.

When a local or remote UDP broadcast discovery message is transmitted, each device

responds with their individual identity information. Avoid using this driver configuration if

you have a subnet with a high number of devices or if the netwark is heavily loaded. When

adding new drivers, the FactoryTalk Linx Network Browser defaults to Local Broadcast

Configuration.

With FactoryTalk Linx, you can:

«  Specify a single IP address or a range of IP addresses for the AB-Ethernet
driver.

« Create a new driver.
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Specify a Single IP Address or a Range of IP Addresses

1. Select the Ethernet, AB_Ethi driver and select Driver Configuration.

Awailable Driver Types:

‘Ethemet V| | Add New ﬂ

Configured Drivers:

Name Edit |
AB_ETH-1

Ethernet

Cancel

2. The following image appears when you click Add New.

General Advanced

Name: Discovery Method:

|AB_ETH-2 | |Device List / Range

[] | ¥ No.| ¥ Device List / Range e Add New

Delete

Copy

Paste

|| Cancel || Apply |

4

IMPORTANT IP Addresses in a range that do not exist on the network result in extra
network traffic.
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Add a New Driver

1. Select the Backplane or an existing driver.

Select the plugicon ¥ and select Add New.

Available Driver Types:

Ethernet v| | Addnew |

Configured Drivers:

Name | Edit

AB_ETH-1

EmulateEthernet
Ethernet

Cancel

2. Enter the information for the new driver.

The new driver follows the same list and broadcast options as the
AB_ETHi1 driver.
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Configure the Ethernet
Communication Driver in
RSLinx Classic Software

30

RSLinx Classic software supports the following communication drivers:

Driver Description

EtherNet/IP Supports runtime communications
Supports communications over longer distances when compared to the USB driver

Ethernet Lets you manually configure the IP addresses for devices.

Lets you:

« Connect to an unconfigured device and configure an Ethernet port.

USB Driver « Update the device firmware

Not intended for runtime connections; it is a temporary-use only connection with a limited cabling
distance.

Before you add an Ethernet driver, confirm that these conditions exist:

« The workstation is properly connected to the EtherNet/IP network.

« The workstation IP address and other network parameters are
configured correctly.

@5 Ifyou need to use CIP™ Security, it is only available through FactoryTaIk® Linx,
N version 6.11or later.

Open RSLinx Classic software either from within your programming
application or from Start > Rockwell Software > RSLinx Classic.

To configure the EtherNet/IP driver, follow these steps.

1. From the Communications menu, choose Configure Drivers.

%25 RSLinx Classic Gateway

File Edit View [Communications] Station DDE/OPC  Security Window Help

EEEL P —
Configure Drivers... L\\) >
——Comfiguisshotoi S —— |

Configure Client Applications...

The Configure Drivers dialog box appears.

2. From the Available Driver Types pull-down menu, choose
EtherNet/IP Driver.

3. Click Add New.

Available Driver Types:
| Add Mew...
1764-IZDHF for DH devices HB'D
HS-232 D EVICE

EHn-rHr-r IP Diriver

SAEKTHD - 455 deris
1784-PCICIS] for ControlMet devices
M1 Clawim Divicamr

g

The Add New RSLinx® Driver dialog box appears.

Statuz

Funning Configure...

DF1 F'olllng Master Drrver
Funning
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4. Type a name for the new driver and click OK.
Add New RSLinx Classic Driver X _
Choose a name for the new driver.
[15 characters maximum] >

Arce
[5B_ETHIF-1

The Configure driver dialog box appears.
5. Click Browse Local Subnet.
To view devices on another subnet or VLAN from the workstation
@ running RSLinx Classic software, click Browse Remote Subnet.
6. Select the desired driver, and click OK.

"Configure driver: AB_ETHIP-1 (B S|

EtherMet/IP Settings

% Browse Local Subnet " Browse Remote Subnet

Description

|_IP Address |
| Windows Default |
| Intel{R} Dual Band Wireless-AC 7260 unknown
Intel{R) Ethemet Connection 1218-LM 192.168.1.4

—

( QK I &ncel | Apply Help
.

The new driver is available on the Configure Drivers dialog box.
7. Click Close.

Caonfigure Drivers ’ - —
—Awailable Driver Types: a >
ose
EtherNet/IP Diiver | Add New..

— Configured Drivers:

Mame and D escription

| Status |
AB_ETH-1 A-B Ethemnet RUMMING Rurning Configure...
AB_ETHIP-1 A-B Ethenet RUMMIMNG Furning
AB_WEBP-1 RUNMNING Running

Startup...
Start
Stop

Delete

kel ()
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Notes:
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Set the IP Address with the
EtherNet/IP Address
Commissioning Tool

Set an IP Address

There are multiple ways to set an IP address. Check the user documentation
for your device for the preferred method.

EtherNet/IP™ Address Commissioning Tool
FactoryTalk® Linx Network Browser software
Studio 5000 Logix Designer® Application
BOOTP/DHCP tool

RSLinx® Classic software

Hardware switches

You can use the EtherNet/IP Address Commissioning Tool to:

Assign the IP address, subnets, and other parameters to BOOTP and
DHCP enabled devices.

For EtherNet/IP or CIP™ connected devices, change the device operation

between dynamic mode where the device initiates BOOTP/DHCP
request to static mode where BOOTP/DHCP requests are disabled and
communications settings within the device are used.

Set and modify the IP addresses of EtherNet/IP devices with known MAC

addresses, but unknown IP addresses.

The BOOTP/DHCP IP address assignment process begins when a device
without an IP address powers up. The device initiates a BOOTP/DHCP request
that contains the device's Media Access Control (MAC) address onto the
network as a broadcast message. If the network switches are configured to
support broadcast and BOOTP/DHCP messages (many managed switches
disable this capability), a BOOTP/DHCP server receives the request,
determines the appropriate IP address for the device and responds with an IP
address assignment.

If the device does not receive a response in an appropriate amount of time, it
waits a random amount of time and retries the request. After each failed
attempt, the retries become less frequent. A device configured to use
BOOTP/DHCP typically resets or loses its IP address assignment when
powered down, unless its settings are modified to change it out of dynamic
BOOTP/DHCP mode to static mode.
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Set Up the Tool

1. Open the EtherNet/IP Address Commissioning Tool and select the
network interface card for your workstation.

2. Open Settings to define how the tool operates.

EtherNet/IP Address Commissioning Tool Default  * () Help

Settings

{a} Unassigned

= Assigned

= Local Sarver IP:

& cConfigueation Subnat Mask: 255 255 . 255 . 0

£ setings Gateway:

B o Primary DNS Sorver:

Secondary DNS Server:

Network Interface Card: (192.168.1.77) Intel(R) Wirsless-AC 8560 160MHz v

B8 Enable the background service [ waidate IP befors assignment (D

[ Do not show natwork interface card sedection on the starfup page

EtherNetIP Address Commissioning Tool Version 2.00, Copyright © 2022 Rockwell Automation Technologies, Inc. All Rights Reserved.

If a multiple network interfaces card (NICs) exists, the EtherNet/IP Address
Commissioning Tool can only interact with one of them.
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Assign IP Addresses Manually

There are many computer and network configuration scenarios that can affect
® this process. If an error is reported, review the troubleshooting section in tool
online help.

The Unassigned tab lists the devices that have not been assigned an IP address.
Use the Unassigned tab to configure the IP address or set up rules for
automatic IP assignment.

When a BOOTP/DHCP is requested and the MAC address is not found in the
configuration list, the device appears in the Unassigned list.
1. Select Add to Configuration to manually enter the information for a
device into the configuration list.

The IP address is offered the next time that the device makes a
BOOTP/DHCP request. This function is similar to how the
BOOTP/DHCP tool operates.

To choose an existing IP address, move to step 4.

2. Wait for the device to make a subsequent BOOTP/DHCP request.
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Set an IP Address

36

3. The device now appears on the Assigned Tab.

18 EtheettP Addren Commasisning Tesl - o -4
EtherNet/IP Address Commissioning Tool T Hep
Cenfiguration
ot Unassignes } i
| #oa £ Commission romist [+ impon. [+ Expon
o=
= Assgned
p g D D10 SCCH CLxs 192 158 909 Dynamic Uninawn
ﬂ et O DIDSCCE LS 152 158 105 Unkness Uriknzwn
O DB CE cLed 157 168 509 Usisicont Urdsrems
E Log 0 HIDECCE CLxg 197 168 109 Limknowm tinknzem
m} B CH cLxn 152 188 103 Uskngwn Uningen
[m] DTG CH Lt 152 168,509 Usimoswn Uringen
D DEIDSCCE cLa 192 188 905 Usbrvosan Uninaes
O DS CE e 157 158 105 Uiskneenns Urikems
B
EtharNet1P Address Commissioning Toc! Version 1.00 by Copynght © 2020 Rockwall Autcmartion. inc. All nghts resanved
8 8 o0k

4. Ifyouarelinking to an existing item, click “Link to existing item in
configuration list”.

Now you can select an item that does not have an exisiting MAC address.
You can also remove any checks from a selected check box and replace an
existing item.

Select Linked Items

B Only dsplay lems wihout MAC acdress

LR
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Once you click a list item, and select “Yes”, the details automatically
populate the previous dialog box.

Add Iltem

Link to existing_item in configuration list

Host name

CLX2

@ Device host name is CLX1.

IP
192 . 168 . 109 . 102

MAC
00:1D:9C:CB:88:11

Description

3 &3

Options to make assigning IP addresses more streamlined include:

« Importalist of IP addresses in the Configuration tab and merge them
with incoming requests.

8 Etheret 9 Scddvess Cormmistisrang Tech - o x
EtherNet/IP Address Commissioning Tool D tew
Configuration
} Unassigned - =
+nm ] @, Commissicn fiom st Fimar o
i ssgres
(i MAC it hae i pticn 1# Conbgurar Cif indsmaton
O M0 SC R CLKE TR NER10E Dynamic Uningwmn
D WADSCCE CLxs 152 968,108 Unknawn Undnewen
D oX1DSCCE CLxs 152 162 109 Uriseran Usiknizmens
0O s oL 142 165109 Urimewm Uriknzem
O twwoece e T 62109 Unkaawn Unkngwn
(] MDECCH (=5 1) 152 168108 Urknown Unimewn
D MDSCCE c1x3 152 168 109 Unisawn Unbnyoen
D W1DsCCE ooz 192 168 108 Utstérati Uity
EtharietIF Addre
3] L b v =~ v
- 8 8 s
4| A | B | € (il o Eg
1 |mac » Host Name  Description |
2 100:10:9C:CB:33:16 192.168.109.106 CLX6 1
3_ 00:10:9C:CA:88:15 192.168.109.105 CLXS
4 |00:10:9C:CB:38:14 192.168.109.104 CLX4 | ]
5 |00:1D:9C:CB:38:19 192.168.109.109 CLX9 . }
6 |ooiioiaccessas 192168109008 cLce — 1 [
7 |00:100SC:CB:88:17 192.168.109.107 CLXT | |
£ 00:1D:9C:CB:83:13  192.168.109.103 CLX3
S 00:10:9C:CB:38:12 192.168.109.102 CLX2 !
10 1
o . e — ———
“ Configration 202008 (& - |4 ] [+]
e
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38

« Useimported addresses with the Commission from List Feature to
indicate the order to bring devices online.

Commission From List
@ The next IP will be assignad fo below device
192168108700 teenpd I¥ Skip
() Re-assign  {[jj Detete Filter
Host Namie. T ® MAC Status Description
= temell 182.168.102.100 Wat
temp! 192.168.108.101 Wit
tempd 182186108102 Wit
temp3 152 168.102.103 Wait
tempd 182168108104 Wait
tempd 1H2168.109.105 Wait
tempé 182.168.102.106 Wait
tempT 182166108107 Wait
tempd 192.162.109.108 Wait -
’
B B3

+ Use the Commission from Range feature option to automatically assign
IP addresses to a preset range you provide.

Commission From Range
. The available IP addresses are- 192 168.109.1 to 192 168.109.255
Configure IP auto-assign list

192 168 109 1 - 192 168 109 200

200

192.168.109.1

3 &3
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Set the IP Address with
FactoryTalk Linx Software

To use FactoryTalk Linx software to set the IP address, follow these steps.

1. Open the FactoryTalk Linx Network Browser and browse to the device.

i
O F & & a2 « Qr Fil

ft DESKTOP-6COBIVD

Fl 0 FactoryTalk Linx - Desktop, DESKTOP-6COBIVD
P B9 Backplane
4 T Ethernet, AB_ETH-1

19, VIS10CGP, 1
4 f] 192.168.0.220, 1756-L85E, L8_Test Logic
4 B3 Backplane, 1756-A10/A or B3
f 00, 1736-L85E, L8 Test_Logic
f] 01, 1736-L72, L7_Test_Logic
f] 03, 1756-ENATR, 1736-ENATR/A
Bl 04, 1736-ENBT/A, 1756-ENBT/A
§ 05, 1756-L85EP, InstantFizz_V33_L85
B 07, 1756-1F8H, 1736-IF8H/A HART Analog In
1> f 08, 1756-DHRIO/E, 1736-DHRI/E
> B9 PCvialSB, 17-Node USB CIP Port 6
b fl 192.168.0.221, 1756-ENATR, 1756-EN4TR/A
Fl @1 192.168.0.222, 5069-L46ERMW, 5069-L46ERMW
A E5 A2, EtherNet 6
I f] 192.168.1.4, 1756-ENBT/A, 1756-ENET/A
B 192.168.1.10, 25B..., PowerFlex 525 1P 110V 50HP
[l 192.168.1.11, 193-ECM-ETR, E300 Overload Relay
b f] 192.168.1.12, 1756-EN2T, 1756-EN2T/C
b &5 B, EtherMet 5
> B3 Backplane, 1 Slot 5069 Backplane
> B Internal, 1789-A17/A Virtual Chassis
P B3 PCvialSB, 17-Node USB CIP Port 10

wvvww

Browsing - node 192,168.1,12, 1736-ENZT, 1756-EN2T/C found

x

-

Zoorn: 100%

ZaiConfigure Shortcut I

2. To set the IP address, click the wrench.

Internet Protocol Port Configuration

@® Manually configure IP settings
@]

(O Obtain IP settings automatically using DHCP

255 255 . 255 . 0

a

100%
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Set the IP Address with To use the Logix Designer application to set the IP address of the device, follow
Studio 5000 Logix Designer  thesesteps.
Application 1. In Logix Designer, Go Online.

2. Inthe Controller Organizer, right-click the device and choose Properties.

=-E3 1O Canfiguration
EHE 1756 Backplane, 1756-410
2§ [0] 1796-CNBR/D CHER_madule
gz CantrolMet

@5 Ethernet f  MNew Module...
§ [4] 1756-1B160 C

0 [5] 1756-Lea kb Ot Gt
Copy Ctrl+C
B Paste Crl+y

Delete Del

Cross Reference  Crl+E

Properties & Alt+Enter

Print 3

The Module Properties dialog box appears.
3. Click the Internet Protocol tab.

Module Properties: Local:1 (1756-EN2TR 2.1) _[ol x|

General | Connection | Module Info  Inteinet Pratocal | Port Configuration | Network | RSMet/on |

Internet Protocol (IP) Settings
IP setlings can be manuall configured or can be automaticall configured
i the network supports this capabilty.

15 Manualy configure IP seftings
" Dbtain IP settings automatically using BOOTP
" Obtain|P settings automatically using DHCP

1=1IP settings set by switches o the module

IP Settings Configurati
Physical Module IP Address: | 192 188 . 1 . 217 * Subnet Mask: 266 256 286 O

Gatewapdddress: | 0 . 0 . 0 . 0

Dormain Name: — Pimay DNS Sevver [ 5 0 . 0 . 0
Addiess

HostH o v o
ot fams Server Address o.0.0.0
Befiesh commrization Set -
Staus: Ruring 0K | Ceneel | e | Hee |

4. Select Manually configure IP Settings radio button, then type the IP
address in the IP address field.

5. Inthe other fields, type the other network parameters, if needed.

IMPORTANT  The fields that appear vary from one device to another.

Click Set.
Click OK.
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Set the IP Address with
RSLinx Classic Software

You can use RSLinx Classic software to configure the device, including to

change the IP address after it has been set.

If you want to use RSLinx Classic software to set the IP address for the first

time (after it powers up in the out-of-box state), follow these steps.

1. Setthe IP address switches on the device to anything other than

000...255)

Do not use 888: that address is reserved for a factory reset in some

devices.

Check with your device to verify that other addresses are not reserved by

your device for other features.

2. Connect to the device via the USB port.

If the device does not have a USB port, you cannot use RSLinx Classic
software to set the IP address for the first time the device powers up in

the out-of-box state.

WARNING: Do not use the USB port in hazardous locations.

purposes only and not intended for permanent connection. The USB

2 ATTENTION: The USB port is intended for temporary local programming

cable is not to exceed 3.0 m (9.84 ft) and must not contain hubs.

3. Start the RSLinx Classic software.

After several seconds, an RSWho dialog box appears.

4. Ifthe RSWho dialog box does not appear, from the Communications

pull-down menu, choose RSWho.

R5Llinx Classic Gateway -

Statid

Comrmunications

RSWho L\\S

||| [w Autobrowse L_DnTigurE [ =
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5. Right-click the device and choose Module Configuration.

. -
&% File Edit View Communications Station DDE/OPC  Security W

= 5| 218 2lie] ¥

W futobrawse  Fefesn | |Ba

=8 Q ‘Workstation, NAUSMAYCT45VYL % -
&5 Linx Gateways, Ethernet

&5 AB_ETHIP-1, Ethernet AEthernet  Backpl

=5 AB_ETHIP-2, Ethernet Slot 5

B3 AR VBP-1, 1789-A17/A Virtual Chassis

Not Browsing

Remove

Configure Driver

Upload EDS file from device

Security...

Device Properties

Module Statistics

M&iule Configuration

il

The Module Configuration dialog box appears.

Click the Port Configuration tab.

Click Manually configure IP settings and set the port configuration
parameters.

AB_ETHIP-11192.168.1.3 5069-AEN2TR/A_LnxMain_152 Configuration. ﬂ
General | Port Corfiguration | Advanced Port Gonfiguration | Network |
@ Manually corfigure IP settings
—(Qbtain IP settings aut Using BOOTP
() Obtain IP settings automatically using DHCP
IP Address 192 . 188 . 1 3
Network Mask: 256 . 2056 . 265 1)
(Gateway Address o . 0 .0 0
Primary Name 0 0 0 o
Server:
Secondary Name 0 0 ) o
Server:
Domain Name
Host Name:
Status: Metwork Interface Corfigured

Cancel Apply Help

8. Click OK.
9. Open the USB branch on the menu tree.
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The device shows the IP address.

RSLinx Classic Gateway - [RSWho - 1] 2 [ == ﬁ

=5 File Edit View Communications Station DDE/OPC  Security Window Help - | &
X

W Autobrowse P Browsing network,
B2 Workstation, NAUSMAYCT4SWYL ™

&5 Linx Gateways, Ethernet fred

-z AB_ETHIP-1, Ethernet 192168117 II

&5 AB_ETHIP-2, Ethernet 5069-AENZT

(-3 AB_VBP-1, 1783-A17/A Virtual Chassis R

=+ USB

=

. 16, 5069-AEN2TR, 50623-AEN2TR/A_LnxMz

2 Eil

E 192168117, 5069-AEM2TR

For Help, press FL NUM 09/ IJ

Configure Port Settings with RSLinx Classic Software

You can use RSLinx Classic software to configure a subset of the parameters
available on the device.

Complete the following steps.

1. Right-click the device and then click Module Configuration.
2. Click the Advanced Port Configuration tab.

IMPORTANT  Consider the following when you configure the port settings:

« When the device uses the 1Gbps network communication rate, it supports only full-duplex mode.

« When the device uses the 10 Mbps or 100 Mbps network communication rate, it supports full-duplex and half-duplex
mode.

« The speed and duplex settings for the devices on the same Ethernet network must be the same to avoid transmission
errors.

« Fixed speed and full-duplex settings offer better reliability than autonegotiate settings and are recommended for
some applications.

« If the device is connected to an unmanaged switch, leave Auto-negotiate checked or the device fails.

« If you force the port speed and duplex with a managed switch, the corresponding port of the managed switch must
be forced to the same settings or the device fails.

« If you connect a manually configured device to an autonegotiate device (duplex mismatch), a high rate of
transmission errors can occur.

« To disable a port, clear the Enable checkbox.

On some DLR devices you cannot disable both ports simultaneously in RSLinx Classic software. We recommend that

before you disable a port, you confirm that the port is not in use.

« Ifyou disable a port in RSLinx Classic software and the port is being used for network communication, the
communication is interrupted.

In this case, if the other Ethernet port is enabled, we recommend that you moved the Ethernet cable from the

disabled port and connect it to the enabled port.

After you re-enable the port that was unintentionally disabled, you can change the cable connection back to the first
port
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Set the IP Address with the
BOOTP/DHCP Tool

Lt

-
USE\16 5069-AENZTR/A_LnxMain_152 Configuration ==
Advanced Port Configuration | Network
Link. Auto Speed Diuplex
IR Enable | oo Negatiate[ Selected Current Selected Current
1 Aclive 1000 Mbps Full
2 Inactive

Task Action

Let the device automatically set the

port speed and duplex settings. Leave the Auto-negotiate enabled.

Follow these steps.

Manually configure the port speed  |1. Clear the Auto-negotiate port speed and duplex checkbox.

and duplex settings. 2. From the Current Port Speed pull-down menu, choose a port speed.
3. From the Current Duplex pull-down menu, choose full-duplex.

3. On the Module Configuration dialog box, click OK.

The BOOTP/DHCP tool is a standalone server that you can use to set an IP
address. The BOOTP/DHCP tool sets an IP address and other TCP parameters.

The EtherNet/IP Address Commissioning Tool provides additional
functionality than the BootP/DHCP tool. See page 33.

You can use the BOOTP/DHCP tool to set the IP address when the device
powers up in the out-of-box state. The out-of-box state would assume the
rotary switches, if present on the device, are not set to a valid IP address, and
the device is DHCP enabled.

Access the BOOTP/DHCP tool from one of these locations:

« Programs > Rockwell Software® > BOOTP-DHCP Tool > BOOTP-DHCP
Tool

« Tools directory on the Studio 5000® environment installation CD

IMPORTANT  Before you start the BOOTP/DHCP tool, remember the following:

« Make sure that you have the hardware (MAC) address of the device.

The hardware address is on a sticker on the side of the device and

has a format similar to the following:

00-00-BC-14-55-35

« Make sure that the workstation that you use to set the IP address has
only one connection to the EtherNet/IP™ network on which the device
resides.

The BOOTP/DHCP tool can fail to work if your workstation has multiple

connections to the EtherNet/IP network.
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To set the IP address with BOOTP/DHCP tool, complete the following steps.

1. Confirm that the device is connected to the network.
2. Start the BOOTP-DHCP tool.

. Rockwell Software

FactoryTalk Administration Console

g Restart View Designer Services i

&) studio 5000

.. BOOTP-DHCP Teal

@ BOOTP-DHCP Teol Help

i BOOTP-DHCP Tool |,
. FacteryTalk Activation by

m

The MAC ID of the device appears in the Request History window.

3. Select the appropriate device and click Add to Relation List.

-
e
i

- >
BootP DHCP EtherNet/IP Comm'?s'loning Tag
File Te

bt . .
< Add Relation [: | sy Clear History

5

| Ethernet Add,é(reate a new address relaticn based on the se\er&d BCOTP or DHCP I’EquEs‘tlme |
T T T — T

N F1:54:33:94:29:E4 DHCP 12:00:49 17
FS:LEAF:5B:13:C6 DHCP 11:59:30 1

Entered Relations

Ethernet Address [MAC]l Type | IP Address Hostname | Description

Errors and wamning Fielations
|7Unable to gervice DHCP request from F4:54:33:54:23:E4. | |VU of 256 —|

The New Entry dialog box appears.
4. Type an IP address, Hostname, and Description for the device.

Hostname and Description are optional.

New Entry — — ﬂ

Ethemnet Address [F4:54:33:94:23.E4
IP| 192 . 1688 . 1 3

Hostname:
i tion il

Ok I Cancel |

5. Click OK.

6. To assign this configuration on the device, wait for the device to appear

in the Relation List panel and select it.
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7. Click Disable BOOTP/DHCP.

File Tools Help

Add Relation Dswap L Clear History

Ethernet Address [MAC] | Type | [hrimin:sec] # | IP Address Hostname
FA:54:33:92:76:C8 DHCP 10:07:48 6 192.168.1.2
FA:54:33:94:29:E4 DHCP 10:07:25 5
FO:1F:AF:5B:13:C6 DHCP 10:06:45 1

Delete Relation

Ethernet Address [MAC] IP Address
F4:54:33:92:76:C8 192.168.1.2

Entered Reldtions  Erable BONTR/DQCF|  Disable BOQTR/DHCP |
~ L

Hostname | Descriptio

Relations
1 of 256

Erors and warnings
Sent 192.168.1.2 to Ethemet addiess F4:54:33:92:76:C8

The device now uses the assigned configuration and does not issue BOOTP or
DHCP requests after power is cycled on the controller.

IMPORTANT  Remember the following:

« If you do not click Disable BOOTP/DHCP. on future power cycles, the
current IP configuration is cleared and the controller sends DHCP
requests again.

« Ifyou click Disable BOOTP/DHCP and it does not disable BOOTP/DHCP,
you can use RSLinx® Classic software to disable BOOTP/DHCP.

For more information on how to use RSLinx Classic software to

disable BOOTP/DHCP, see page 46.

Disable BOOTP/DHCP with RSLinx Classic Software

To disable BOOTP/DHCP in RSLinx Classic software, complete the following
steps.

1. Start RSLinx Classic software.

After several seconds, an RSWho dialog box appears.

2. Ifno RSWho dialog box appears, from the Communications pull-down
menu, choose RSWho.

[Communications] Stahn

2| & £
v Autobrowse il

ontrgure Drivers...
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3. Navigate to the device.

You can access the device via the USB or an EtherNet/IP driver.
4. Right-click on the device and choose Module Configuration.
'%5 RSLinx Classic-Gati-i;ayT'[R‘S-WloE

|[ = File Edit View Communications Station DDE/OPC Security

=] % s|8| Bliz| ¥|

W Autohiowse Refresh I ™%

Browsing - node 192 168.1.27 Fi

E@ Workstation, NAUSMAYCT45SVY1 [E:TH
Bd =
= 19216812

2 L340ERM LOGLG40ERM, 50¢ | 5069-L340...
i) 192.168.1.27, Stratix 8000 6-Port managed swi

Remove

-2 AB_VEP-1, 1789- Driver Diagnostics
Configure Driver

Upload EDS file from device

Security...
Device Properties

odule Statistics
( Module Conflguﬁtlon

5. Click the Port Configuration tab.
6. Click Manually configure IP settings.

AB_ETHIP-11192.168.1.3 5069-AENZTR/A_LnxMain_152 Configuration ﬂ

General | Port Corfiguration |Mvan:;ed Part Corfiguration | Netwurkl

lanually corfigure P settings
ain IP settings aut; ' using BOOTP

() Obtain IP settings automatically using DHCP
IP Address 182 168 1 3
Metwork Mask: 255 . 255 . 255 0
Gateway Address 0 1] 1] 1]
Primary Mame 0 0 0 0
Server: . .
Secondary Name 0 0 0 0
Server: . .
Domain Name
Host Name:
Status: Network Interface Configured

e ][ v | [

7. Click OK.
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Set the IP Address with
Hardware Switches

Reset the IP Address to
Factory Default Value

48

DHCP Considerations

If the device is DHCP-enabled in the out-of-box condition, you can use a DHCP
server to set the IP address.

The DHCP server automatically assigns IP addresses to client stations logging
on to a TCP/IP network. DHCP is based on BOOTP and maintains some
backward compatibility.

assign the same IP address to specific devices when they appear on
the EtherNet/IP network and request an IP address.

If your system does not use a DHCP server that assigns the same IP
address for specific devices, we strongly recommend that you assign
the device a fixed IP address. Do not set the IP address dynamically.
That is, do not use the Obtain IP settings automatically by using DHCP.

When a device uses Obtain IP settings automatically by using DHCP, the
IP address for that device is cleared with each power cycle. If the same
IP address is not automatically assigned to the device when it requests
a new IP address, the device can be assigned another IP address than
what was used before cycling power.

The use of a new IP address can result in such issues as a Duplicate IP
address condition or configuration faults because the IP address
differs from what is stored in a controller project.

Failure to observe this precaution can result in unintended machine
motion or loss of process contraol.

2 ATTENTION: You can use a DHCP server that is always configured to

The devices ship set to 999. To change the IP address, do the following.

1. Tochange the number, use the rotary or thumbwheel switches on your
device.

2. Use a Dynamic Host Configuration Protocol (DHCP) server, such as
BootP/DHCP.

3. Retrieve the IP address from nonvolatile memory.

The device reads the rotary or thumbwheel switches first to determine if the
switches are set to a valid number. Valid settings range from 001...254.

When you assign an address and set it to 001, the gateway address is set to
0.0.0.0. and the subnet mask is 255.255.255.0. When you assign an address
between 002...254, the gateway address is set t0 192.168.1.1 and the subnet mask
is set to 255.255.255.0.

If DHCP is not enabled, the device uses the IP address, along with other TCP
configurable parameters, which are stored in nonvolatile memory.

You can reset the IP address of the device to its factory default value with the
following methods:

« Ifthe device has rotary switches, set the switches to 888 and cycle power.

« Some devices without rotary switches support use of a MSG instruction
to the reset the IP address.
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Add the Device to the
Controller Organizer
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Configure the Device

After installing a device and setting the IP address, add the device to the
Controller Organizer in a programming software project. This addition
establishes I/O control.

You must download that project to the host controller before operation can
begin. When the controller begins operation, it establishes a connection with
the device. The configuration of the device determines its behavior.

To build the I/O configuration for a typical I/O network, follow these steps.

1. Add the device.
2. Add the remote device for distributed I/O.
3. Add the I/O modules.

This graphic shows the I/O configuration of the consumer controller after
distributed I/O modules are added.

—1-£5] If Configuration
= 1756 Backplane, 1756-410
f0 [0] 1756-L65 My_Project
= ﬂ [1] 1756-ENZT A Local_Camm_Module
-l-25 Ethernst
B 1756-EMZTA Local_Comm_Module
=& 1794-AENTJB Remote_adapter
=& FlexBus
& [0] 1794-1B16DA I_O_Module
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Configure EtherNet/IP To configure the device, follow these steps.
Communication 1. Make sure that the device is installed, started, and connected to the
controller.

2. In the Controller Organizer, right-click the device and choose Properties.

=-E3 [JO Configuration
89 1756 Backplane, 1756-410
= § [0] 1756-CNBR/D CHER_modLle
£ Controlhet

& Ethemet A Hew Modus..
- [4] 175618160 T

fu 5] 175e ez etk % O Ctri+x

Copy CtrkeC
B Paste Ctrh
Delete Del

Cross Reference  CtivE

Properties \  Alt+Enter

Print »

The Module Properties dialog box appears.

M Module Properties: ENet_Scanner:0 (1756-ENBT/A 4.1)

General Conhection l Module Infol Fort Configulation] Part Diagnostics] Backplane

Bequested Packet Interval [RPI): 20.03: mz  [1.0-750.0 ms)
[~ Inhibit Module

I~ Maijor Fault On Contraller IF Connection Fails While in Run Mode

Module Fault

0k | Cancel | | Help

3. Make configuration selections on the individual tabs.
4. Click OK.
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Produced and Consumed

Data

Message Instructions

Logix controllers can produce (broadcast) and consume (receive) system-
shared tags that are sent and received via the device. Produced and consumed
tags each require connections.

Tag Type Required Connections

The local controller (producing) must have one connection for the produced tag
and the first consumer and one more connection for each additional consumer
(heartbeat). The produced tag requires two connections.

As you increase the number of controllers that can consume a produced tag, you
also reduce the number of connections the controller has available for other
operations. Example operations include communication and I/0.

Produced

Each consumed tag requires one connection for the controller that is consuming
the tag.

IMPORTANT: When you configure a consumed tag, you must add a remote device
Consumed to the programming software project for the producing controller to configure the
consuming controller. The default Comm Format when adding a remote device to
the project is rack-optimized.

Change the Comm Format to None when adding the remote device.

All EtherNet/IP™ devices support as many as 32 produced multicast
connections.

Each tag that passes through an EtherNet/IP device uses one connection. Due
to this feature, the number of available connections limits the total number of
tags that can be produced or consumed. If the device uses all of its connections
for I/O and other devices, no connections remain for produced and consumed
tags.

IMPORTANT  Depending on whether it is producing or consuming a tag, a Logix
5000™ controller uses its connections differently.

For more information, see Logix 5000 Controllers Produced and Consumed
Tags Programming Manual, publication 1756-PMo11.

Messages transfer data to other devices, such as other controllers or operator
interfaces. Each message uses one connection, regardless of how many devices
are in the message path. To conserve connections, you can configure one
message to read from or write to multiple devices.

For more information on programming MSG instruction, see the Logix 5000™
Controller General Instructions Reference Manual, publication 1756-RMo03.
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Notes:
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EtherNet/IP Communication
Module as an Email Client

Send Email

This chapter describes how to send an email through an EtherNet/IP™
communication module.

For email, the EtherNet/IP communication module can be remote or local to
the controller.

The EtherNet/IP communication module is an email client that uses a mail
relay server to send email.

IMPORTANT  The EtherNet/IP communication module can send an email to only
one recipient at a time. The module cannot mail to a distribution
list.

Table 7 - Ethernet Email

Desired Action Required Tasks

Send an email to specific personnel when a controller Program the controller to send an MSG instruction to the
application generates an alarm or reaches a certain EtherNet/IP communication module

condition The MSG instruction then instructs the

EtherNet/IP communication module to send the email text
(contained within the MSG instruction) to the mail relay
Send controller or application status information Sserver.

regularly to a project manager Multiple controllers can use the same EtherNet/IP
communication module to initiate email.

The EtherNet/IP communication module sends only the content of an MSG
instruction as an email to a mail relay server. Delivery of the email depends on
the mail relay server. The EtherNet/IP communication module does not
receive email.
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Figure 2 - Sample System

ControlLogix® 5580 Controller With 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-
EN2TR, 1756-EN2TXT, 1756-EN3TR, or 1756-ENATR Module

Firewall/Router — S ! =l ﬁ
—
=
==
—
Ethernet Switch Mail Relay
—| Server
Ethernet Switch

CompactLogix™ 5380 Controller

Table 8 - Sample System Capabilities

Device Capability

ControlLogix controller Send an MSG instruction to the 1756-ENBT module to initiate sending an
email to the mail relay server.

CompactLogix controller Use the path of the MSG instruction to identify the 1756-ENBT module as

the target of the MSG instruction.

Send an email to the mail relay server from the email interface on the

ControlLogix 5580 Controller Send an Email link.
This interface requires that you enter all email information.

Send email to specified recipients.

Mail relay server The mail relay server determines the delivery of any email that is sent
through an EtherNet/IP communication module, whether via an MSG

instruction or from its built-in interface.

Send Email Via a Controller- » Logix controller can send a generic CIP™ message instruction to the

initiated "essage EtherNet/IP communication module that instructs the module to send an
Instruction email message to an SMTP mail relay server that uses the standard SMTP
protocol. This process automatically communicates controller data and

application conditions to appropriate personnel.

IMPORTANT  Be careful to write the ladder logic to be sure the MSG instructions
are not continuously triggered to send email messages.

Some mail relay servers require a domain name be provided during the initial
handshake of the SMTP session. For these mail relay servers, specify a domain
name when configuring the network settings of the EtherNet/IP
communication module.
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Create String Tags

You need three controller-scoped string tags. Each tag performs one of
these functions:

« Identifies the mail server
« Contains the email text
. Contains the status of the email transmission

The default STRING data type supports up to 82 characters. In most cases, this
limit is sufficient to contain the address of the mail server. For example, to
create tag EmailConfigstring of type STRING, follow these steps.

1. Create a String Type “EmailString” and enter 478 as the maximum
number of characters.

IMPORTANT  An email message must not exceed 474 characters in length.
An additional 4-byte string-length value is added to the tag.
As a result, the maximum source length is 478 characters.

E‘Stn’ng: EmailString =

-_
MName: EmailString|
Description:
Maximum
Characters: —
Enter a value between 1 and 65535,

Mermbers:

MName Data Type Description

LEMN DINT

DATA SINT[478]

2. Open the tag editor and create the following tags.

Tag Name Value Data Type
EmailConfigString Enter the IP Address or Host Name of STRING
Server
EmailDstStr 1 EmailString
EWEB_EMAIL Enter Email Addresses, see step .. EmailString
&G’ Controller Tags - Email_test(controller) x
| Scope: | [BEmail_test ~ | Show: |N| Tags gpm B e - - - - _V] T~ i ‘g N
Name =2/~ Alias For Base Tag Data Type Description External Access  Constant Style i
» EmailConfigString STRING Read/Write |
» EWEEB_MAIL EmailString Read/Write I:I
¥ EmailDstStr EmailString Read/Write O
2 =
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3. Enter email addresses in the Value column of the Controller Tags dialog

box
Scope: [@EBhemet_Email  ~ Show: Al Tags - T
Name |28 « Value + Force Mask + Style Data Type
¥ EmailConfigString '192.1681.10' {--} STRING
b EmailDstStr 7' {...} EmailString
b EWEB_EMAIL = 'To: person@xyz... ot EmailString

4. Type your email.

Use the string browser to type the text of the email. To include To:,
From:, and Subject: fields in the email, use <CR><LF> symbols to
separate each of these fields. The To: and From fields are required; the
Subject: field is optional. For example:

To: Email address of recipient <CR><LF>
From: Email address of sender <CR><LF>
Subject: subject of message <CR><LF>
body of email message

The text of the email does not have to be static. You can program a
controller project to collect specific data to be sent in an email.

For more information on how to use ladder logic to manipulate string data, see
the Logix 5000™ Controllers Common Procedures Programming Manual,
publication 1756-PMoo1.

Enter the Ladder Logic

Ladder logic requires two MSG instructions. One MSG instruction configures
the mail server and must be executed only once. The second MSG instruction
triggers the email. Execute this email MSG instruction as often as needed.

N

SetServer MSG
Message Contral  SetupMailSamver

trigger MSG
Message Contral SendEmail [

The first rung configures the mail server. The second rung sends the email
text.
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Configure the MSG Instruction That Identifies the Mail Relay Server

To configure the MSG instruction that identifies the mail relay server, follow
these steps.

On the communications tab, enter the communication path from the
controller to the email server.

Message Configuration - SetupMailServer

Configuration Communication® Tag

% @ Path: |1-1| Browse..
1.1
Broadcast
Communication Method
ciP DH+ Ch A 0 =
CIP With s 0 - 0 5
Source D ke
[CJconnected Cache Connections . Large Connection
‘JEnable J Enable Waiting J Start U Done Done Length: 0
3 Error Code: Extended Emor Code: [:I Timed QOut *
Error Path:
Ermror Text

Cancel Apply Help

On the configuration tab, enter the MSG parameters for the email server.

Message Configuration - SetupMailServer X

Configuration Communication Tag

Message Type: CIP Generic w
The Source Length is the number of characters in the STRING tag that ~ Service [ser Aribute Single ~| Source EmailConfigString
Type:

identifies the mail relay server plus 4 characters.
In this example, the tag contains 13 characters.

P Source Length:
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10 (M=) Class: | 32F | (Mex)

Inlg;ance; 1 Attribute: |5 | (Hex) - New Tag

JEnable J Enable Waiting ' Start O Done Done Length: 0
J Emor Code: Extended Eror Code: [ITimedOut *
ErmerPath: 1,1
Ermor Text
oK Cancel Apply Help
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After the MSG instruction that configures the mail relay server
executes successfully, the controller stores the mail relay server
information in nonvolatile memory. The controller retains this
information, even through power cycles, until another MSG
instruction changes the information.

Configure the MSG Instruction That Contains the Email Text

To configure the MSG instruction that contains the email text, perform this
procedure.

1. On the configuration tab, enter the MSG parameters for the email.

Message Configuration - SendEmail *

Configuration Communication Tag

Message Type: CIP Generic ~
Service | cystom w| Source [ewesman o]
The Source Length is the number of characters in the STRING tag that ~ Type: / )
contain the email plus 4 characters. — Jou- SUTCELENGH: s (Byes)
. - . 1 '
In this example, the email contains 474 characters. Code: (o) Closs: [92F | (M) oy [Ermaststr w
: : o e . Element: _
Instance: | 1 Attributer |0 | (Hex) New Tag..
(JEnable ‘JEnable Waiting ) Start JDone Done Length: 0
I Error Code: Extended Emor Code: [[] Timed Out *
Emor Path: 1.1
Error Text
Cancel Hel
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2. On the Communication tab, configure the path to the EtherNet/IP
device.

éMessage Configuration - SendEmail X

Configuration Communication Tag

@ Paih: Browse...

1.1

Broadcast

Communication Method

clP DH+ “hanne A Deslination Link 0 &

CIP With 3 i 0 - ssiinaion Mode 0 &

Source ID hd

[Jconnected Cache Connections b Large Connection
JEnable “J Enable Waiting o Start J Done Done Length: 0
J Ermror Code: Extended Eror Code: [] Timed Qut *
ErrorPath: 1.1
Error Text
Cancel Apply Help

For more information on how to configure the path of an MSG instruction, see
the Logix 5000 Controllers General Instructions Reference Manual,
publication 1756-RMo003.

Configure the Email Object

Ladder logic requires two MSG instructions. One MSG instruction disables the
mail server and must be executed only once. The second MSG instruction
enables the email. Execute this email MSG instruction as often as needed.

MSG_Dizable.DN WMSG
[e— — Message EN——
Message Control MSG_Disable [ B DN==
ER3—
MSG_EmailObjectStatus.EN MSG
JE Message ENe=—
Meszage Control MSG_Email0bjectStatus (] H{DM3—
ER—
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Disable the Email Object

IMPORTANT  [f you disable the Email Object, it is permanently disabled and a
factory reset is required to enable it again.

You can disable the Email Object by setting the class attribute 0xo8 to o. After
that operation, all object-specific services and all instance attributes are
unavailable for writing and reading. Furthermore, the Object Enable attribute
is read-only. The Email Object is permanently disabled and a factory reset is
required to enable it again.

To disable the Email Object, perform this procedure.

IMPORTANT 1756 EtherNet/IP communication modules with firmware 10.010 or
higher support this feature.

1. Create a tag DisableEmailObject of type SINT.
2. Create a MSG instruction that uses tag MSG_Disable.
3. Onthe Communication tab, enter the path.

Message Configuration - M5G_Disable @
Communication | Tag
@ Path: 1.1 Browse...
1.1
Broadcast:

Communication Method

@ CIP DH= A
CIP With
Source ID
[ Connected Cache Connections + Large Connection
2 Enable ) Enable Waiting ) Start ® Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out «
Emor Path: 1,1
Emor Text:

OK ][ Cancel ] Apply Help
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4. On the Configuration tab, enter these parameters.

-
Message Cenfiguration - M5G_Disable M
Corfiguration | Communication I Tag
Message Type: ’CIF‘ Generic -
Service [Set Attribute Single .] Source Element: DisableEmailObject
Type:
Source Length: 1 = (Bytes)
Service .
Code! 10 (Hex) Class: | 32f | (HeX)  pogyination
- Element:
Instance: 0 Attribute: 3 (Hex)
3 Enable 3 Enable Watting O Start ® Done Done Length: 0
) Emor Code: Extended Emor Code: [T] Timed Out «
Emor Path: 1,1
Emor Text:
oK [ Cancel || esly Help

When this MSG instruction executes, the value is returned in the second
message. Since there is no destination element, you do not get a response.

However, you receive the DN bit set.

Get Email Object Status

To determine if the email object is disabled, perform this procedure.

1.

Create a tag EmailObjectStatus of type SINT.
2. Create a MSG instruction that uses tag MSG_EmailObjectStatus.

3. Onthe Communication tab, enter the path.
-
Message Configuration - MSG_EmailObjectStatus M
Communication™ | Tag
@ Path: 11 Browse. ..
1.1
Broadcast:
Communication Method
@cip DH+  Channel: A Destination Link: 0 s
CIP With Source Link: [0 Destination Mode: 0 . [Octal)
Source D
[[] Connected Cache Connections - Large Connection
{3 Enable ) Enable Watting ) Start 2 Done Done Length: 0
‘2 Ermor Code: Extended Emor Code: [ Timed Out «
Ermor Path:
Ermor Text:
[ ok || cancel || fpply |[ Hep
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4. On the Configuration tab, enter the following parameters.
[ Message Configuration - MSG_EmailObjectStatus w-\
| Configuration | Communication | Tag |
Message Type: [CIP Generic -
Service ’Get Attribute Single v] Source Element:
Type: -
1 Length: 0 : {Bytes)
|| jos A : : R
||| coge: 2 [(Hedd Classt32f (Mo peggnation EmaiChjectStatus v | ||
- ’ > Element:
Il Instance: 0 Attribute: 8 (Hex) -_NewTag... i
| i
[ 4|
‘ |
|| ® Enable O Enable Waiting 3 Start i Done Done Length: 0 I
‘| Emor Code: Extended Emor Code: [] Timed Qut [
I Eror Path: 1. 1 i
Emor Texd:
o) o ] [ o
When the MSG instruction executes:
« Ifthe MSG_EmailObjectStatus.DN bit is set and the value of the
EnableObjectStatus is o, then the Email Object is disabled.
« Ifthe value of the EnableObjectStatus is 1, then the Email Object is
enabled.
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Possible Email Status Codes Examine the destination element of the email MSG to see whether the email

was successfully delivered to the mail relay server. A successful delivery
indicates that the mail relay server placed the email message in a queue for
delivery. This notification does not mean that the intended recipient received
the email message. Table 9 lists the possible codes that a destination element
could contain.

Table 9 - Email Status Code Descriptions

Error Code |Extended-error Code -
(Hex) (Hex) Description
0x00 None Delivery successful to the mail relay server.
0x02 None Resource unavailable. The email object was unable to obtain memary resources to initiate the SMTP session.
0x08 None Unsupported Service Request. Make sure that the Service Code is 0x4B and the Class is 0x32F.
Oxl1 None Reply data too large. The Destination string must reserve space for the SMTP server reply message. The maximum reply can be 470
bytes.
0x13 None Configuration data size too short. The Source Length is less than the Source Element string size plus the 4-byte length. The Source Length
must equal the Source Element string size + 4.
0xT5 None Configuration data size too large. The Source Length is greater than the Source Element string size plus the 4-byte length. The Source
Length must equal the Source Element string size + 4.
0x19 None Data write failure. An error has occurred when attempting to write the SMTP server address (attribute 4) to nonvolatile memory.
0x0100 Error that an email server returns; check the Destination string for reason. The email message was not queued for delivery.
OXFF 0x0101 SMTP mail server not configured. Attribute 5 was not set with an SMTP server address.
0x0102 ‘To:” address not specified. Attribute 1was not set with a ‘To:” address AND there is not a To:’ field header in the email body.
0x0103 ‘From:” address not specified. Attribute 2 was not set with a ‘From:” address AND there is not a ‘From:” field header in the email body.
Unable to connect to SMTP mail server set in Attribute 5. If the mail server address is a host name, make sure that the device supports
DNS, and that a Name Server is configured. If the host name is not fully qualified, for example, ‘mail host’ and not ‘mailhost.xx.yy.com’
0x0104 then the domain must be configured as ‘xx.yy.com’. Try ‘ping <mail server address>’ to make sure that the mail server is reachable from
your network. Also try ‘telnet <mail server address> 25, which attempts to initiate an SMTP session with the mail server via telnet over
port 25. (If you connect then type ‘QUIT).
OxFF 0X0105 Communication error with SMTP mail server. An error occurred after the initial connection with the SMTP mail server.
See the ASCII text following the error code for more details as to the type of error.
SMTP mail server hast name DNS query did not complete. A previous send service request with a host name as the SMTP mail server
0x0106 address did not yet complete. A timeout for a DNS lookup with an invalid host name can take up to 3 minutes. Long timeouts can also

occur if a domain name or name server is not configured correctly.
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Notes:
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