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Purpose

This bulletin affects the following Xerox models:

e FREAK Vulnerability In OpenSSL (CVE-2015-0204). A vulnerability in the OpenSSL library for
SSL/TLS has been reported that can allow an attacker to execute a man-in-the-middle attack
against vulnerable systems that support older key exchange methods. Xerox has included a non-
vulnerable version of OpenSSL in the software version available below.

e The GHOST vulnerability is a serious weakness in the Linux glibc library. It allows attackers to
remotely take complete control of the victim system without having any prior knowledge of system
credentials. CVE-2015-0235 has been assigned to this issue.

This software release fixes these vulnerabilities.

Software Release Details
If your software is higher or equal to the versions listed below, no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Model 7 WorkCentre 77xx series

Device SW version 061.090.225.25000
Link to update Available here
Link to install instructions Available here

Save the file to a convenient location on your workstation. Unzip the file if necessary.
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http://www.support.xerox.com/support/workcentre-7755-7765-7775/file-download/enus.html?contentId=107866
https://www.xrxgsn.com/admin/public/3452/WC77xxUpgradeInstructions.pdf

