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1.1 Overview

DIALink is a data acquisition platform. The solution ensures better management with CNC processing machines and
PLCs of all major brands by gathering data from field devices and providing a unified interface to the upper management
systems, as well as achieving data visualization that efficiently reveals production parameters and operating status in
real-time. In addition, DIALink CNC together with DIAView SCADA offers analysis and manages the processing speed,
availability and yield rate to achieve optimal production scheduling, prevention of abnormal processing quality for
enhanced Overall Equipment Effectiveness (OEE), while the application of Edge Computing implements the concept of
loT in industrial automation.

1.2 Products Information

DIAL-C 03100010 E

Authorized Category
C:CNC
L:PLC

CPU Spec

00 :Software Only

33 : Intel Cerelon N3350
03 : Intel Core-i3

05 : Intel Core-i5

Authorized Tags
0500 : 500 Tags
1000 : 1000 Tags

OS Language Setting
T : Traditional Chinese
C : Simplified Chinese
E : English

0 : Sofewareonly

Q’ty of Equipment
DIAL-C :

01:1 05:5

10: 10

DIAL-L :

30:30 50:50
1H : 100

XXX 1 XXXX Tags
0000 : None

DIALink products feature software and hardware with embedded PCs. Refer to Section 1.3 for more details of software
installation and update procedure; hardware specification in Section 1.4 and 1.5.

The following table provides information regarding all models:

Authorized Quantity Hardware
Ver. Models
CNC PLC SECS/GEM CPU Operating System
DIAL-C00050005 5 10 - -
DIAL-C00100010 10 20 - -

Software DIAL-L00100030 - 30 - -
DIAL-L00200050 - 50 - -
DIAL-L0O050001H - 100 - -

DIAL-CO3050005C W|n19 Pro Slmpllfled
Chinese version
Hardware | DIAL-C03050005T 5 10 Intel Win10 Pro Traditional
Core-i3 Chinese version
DIAL-C03050005E Win10 Pro English
version

1-2
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Authorized Quantity Hardware
Ver. Models
CNC PLC SECS/GEM CPU Operating System
DIAL-C03100010C W|n1p Pro Slmpllﬂed
Chinese version
DIAL-C03100010T 10 20 W|n1Q Pro Tradl.tlonal
Intel Chinese version
Core-i3 ; ;
DIAL-C03100010E Win10 Pro English
version
DIAL-L03100030C W|n19 Pro Slmpllfled
Chinese version
DIAL-L03100030T - 30 W|n19 Pro Tradlltlonal
Chinese version
DIAL-L03100030E Win10 Pro English
Intel version
Core-i3 i PESTr
DIAL-L03200050C W|n19 Pro SImthIed
Chinese version
DIAL-L03200050T - 50 W|n1(? Pro Tradlltlonal
Chinese version
Hardware | DIAL-L03200050E S e Bl
version
DIAL-LO550001HC W|n19 Pro Slmpllfled
Chinese version
DIAL-LO550001HT _ 100 Intel- Wm1(? Pro Tradlltlonal
Core-i5 Chinese version
DIAL-L0550001HE Win10 Pro English
version
DIAL-C33010001E 1 2 Intel Win10 loT English
version
Celeron : :
DIAL-S33000001E - - 1 N3350 Win10 IoT English
version

OPCU : OPCUA
SECS : SECS/GEM

Enabled Module Category

DIAL — OPC 001

Enabled Module Category

Version Models
OPCUA SECS/GEM
DIAL-OPCU001 o -
Software
DIAL-SECS001 - o
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DIAL —05 00 1 UP

Upgrade Authorized Equipment Category
Q’ty Equipment 1 :CNC
01 : lunit — 2 : PLC
50 : 50 units 3 : SECS/GEM
XX : XX units
Upgrade Authorized
Version Models Quantity
CNC | PLC | SECS/GEM
DIAL-05001UP 5 10 -
DIAL-10001UP 10 20 -
DIAL-30002UP - 30 -
DIAL-50002UP - 50 -
Software
DIAL-01003UP - - 1
DIAL-02003UP - - 2
DIAL-03003UP - - 3
DIAL-04003UP - - 4

1-4
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1.3 Software

o Model Type: CNC

DIAL-C00050005, DIAL-C00100010

° Model Type: PLC

Applicable Models | DIAL-L00100030, DIAL-L00200050 , DIAL-L0050001H

] Authorized to upgrade from DIAL-P to DIAL-L (Model Type: PLC)
DIAL-U00100030, DIAL-U00200050 , DIAL-U0050001H

* DIAL-P represents DIALink Window AP version; DIAL-L is DIALink Web version

Download the installation file via the designated web address printed on the installation manual inside the software box.

[ Important

1. You must check if the software is compatible with computer and operating system before installation.

2. Software shall be used properly and not be decrypted or used for any other purposes.

3. System requirements as follows:

Windows 7 x86 /x64 SP1

OS (Operating System) Windows 10 x86 /x64

Memory Requirement 4GB

Hard Drive Space Requirement 256GB

4. Avoid installing third-party software and DIALink software on the same PC so as not to affect compatibility.

5. Before installing DIALink software, the following procedure must be done on the PC:

Run “Control panel” >“Programs” > “Turn Windows features on or off”, select the Window built-in “.Net

Framework 3.5” function. (Need internet connection.)

| Windows Features - 0

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

NET Framework 3.5 (includes .NET 2.0 and 3.0)| "
Windows Communication Foundation HTTP Activation
. Windows Communication Foundation Mon-HTTP Activa
MET Framework 4.5 Advanced Services
Active Directory Lightweight Directory Services
Hyper-V
Internet Explorer 11
Internet Information Services

I
L

=2]

Internet Information Services Hostable Web Core
Legacy Components
Media Features

Lo O m R0

®E

6. With the version of 10-days trial, there’ll be limitations of one device and 10 tags reading on DIALink. We

suggest you to purchase copyright software so as to utilize more devices and tags with longer usage period.
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1.3.1 Install DIALInk

Step 1. Double-click on the downloaded file and launch the DIALink installation file.

DIALinkSetup_1.
.exe

Step 2. Choose Full Install from the drop-down list box.

15 Setup - DIALIink version 1.1.3.7090

Select Components
w'hich components should be installed?

Select the components you want to install; clear the components you do not wank bo
inskall, Click Mewxt when vau are ready ba continue,

Full Install -

Mexk 2= ]I Cancel
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Step 3. HTTPS and Authorization configuration page.

ﬁl Setup - DlALink version 1.4.0.0 BETAS - X

Enable HTTPS and Authorization

Please choose whether to enable https and authorization for DIALINk web service.
Mote: the system default uses a self-signed certificate that is not signed by a
certificate authority (CA).

O Yes
@il

® Yes: (Enable)
DIALink Web service, including login and web API, default uses HTTP. The system default uses a self-signed
certificate that is not signed by a certificate authority (CA); thus, we suggest you to install a legal and trusted
certificate authority (CA). To perform manual update, please refer to Appendix H for more details. Token

authentication must be required for calling third-party APIs.

Note:

Both self-signed certificate and CA signed certificate can encrypt data. However a self-signed certificate is not
signed by Public Key Infrastructure (PKI), the webpage cannot be accessed and a warning message saying this
certificate is not trusted by the computer or web browser would be displayed in the browser using HTTPS before

the advanced settings have been configured.

® No: (Disable)
DIALink Web service, including login and web API, default uses HTTP. Except for GET method, token

authentication must be required for calling third-party APIs.

1-7
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Step 4. Select the additional task for DIALink installation with two default options. You must select “Install Keypro Driver”
for the first-time installation, which would store position data in SQL server. When a SQL Server has not been installed on

the PC, it would be necessary to select “Install SQL Server Express 2014”. Click <Next> to proceed.

i Setup - DLALink version 1.1.3.7030 o] B |25

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks vou would like Setup to perform while installing DLALINk,
then click Mext,

| Install Kevpro Driver
| Install SQL Server Express 2014

< Back Mext = ] | Cancel

Step 4. One more confirmation is required to install DIALink, then click <Install> to proceed.

15 Setup - DIALink version 1.1.3.7090

Ready to Install
Setup is now ready to begin installing DIALNk on wour computer,

Click Install ko continue with the installakion, or click Back if wiou wank bo review ar
change any settings.

Setup bype: *
Full Inskall

Selected components:
Kevypro Driver
S0L Server Express

Additional tasks:
Install Kevprao Driver
Install 0L Server Express 2014

| Cancel

< Back ” Install
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Step 5. When installing finish, it would automatically start the next step.

15 setup - DIALink version 1.1.3.7090

Installing
Please wait while Setup installs DIALINk on vour computer,

Extracting files. ..
CHDIALInkwin32iLinearRegressionDLL gl

Cancel

Step 6. If .Net Framework 4.5 has not been installed on the computer, the software would automatically run the setup

program. Read and agree the license term, then click the check box. Continue to click <Install> to proceed.

. Microsoft .NET Framework 4.5.2 =) = =
MET Framework 4.5.2 Setup N
Please accept the license terms to continue, Moot
NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS i

.NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. I you are licensed to use
Microsoft Windows operating system software (the "software”), you
may use this supplement. You may not use it if you do not have a  _

[¥]1 have read and accept the license terms. E

Download size estimate: 0 MB

Download time estimates: Dial-Up: 0 minutes
Broadband: 0 minutes

mstal ||| cancel
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Step 7. Await installation for .Net Framework 4.5 suite.

.
. Microsoft .NET Framework 4.5

Installation Progress
Please wait while the .NET Framework is being installed.

Download progress:

Downloading Windowss. 1-KB358488-v600 1-x64.msu

Installation progress:

-

Installing necessary companents for .NET Framewaork

Cancel

Step 8. Click <Finish> after the installation is completed.

# Microsoft NET Framework 4.5.2

Installation Is Complete

N JNET Framework 4.5, 2 has been installed,

Microsoft*

NET
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Step 9. If you do select to install SQL Server Express in step 3, the installation program will start automatically. The default

setting of the directory is recommended to remain unchanged. Click directly on <OK> to proceed to the next step. m

Choose Directory For Extracted Files @

Chiooze Directary For Extracted Filez

[ Cancel ] [Brnwse...]

=
o

Step 10. Await for extracting files.

Microsoft SQL Server 2014 Express @

Cancel

Step 11. Make sure you've read and agreed with all terms, then click the check box. Click <Next> to continue to the next

step.

1 S0QL Server 2014 Setup EI@
License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms.

License Terms -
MICROSOFT SOFTWARE LICENSE TERMS

Global Rules
Microsoft Update MICROSOFT SOL SERVER 2014 EXPRESS

Install £etup Files These license terms are an agreement between Microsoft Corporation (or based on where you
Tnstall Rules live, one of its affiliates) and you, Please read them. They apply to the software named above,
which includes the media on which you received it, if any, The terms also apply to any Microsoft

Feature Selection

Feature Rules *  updates, =
Instance Configuration EFY -
Server Configuration Copy  Print

accept the license terms.

Database Engine Configurat..

Feature Configuration Rules
Turn on Custemer Experience Improvement Program ( "CEIP* ) and Error Reporting to help

gt leitem Pregress improve the quality, reliability and performance of Microseft SQL Server 2014,

Complete

See the Microsoft SQI Server 2014 Privacy Statement far more infarmation.

™ Microsoft SQL Server 2014 also includes a Wisual Studio component that will have CEIP settings
turned off by default. If Visual Studio is installed, this compenent will use the CEIP settings for
Wisual Studie.

= Back Mext = Cancel
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Step 12. Await for SQL setup.

5 SQL Server 2014 Setup

Global Rules

License Terms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configurat..
Feature Configuration Rules
Installation Progress

Complete

Setup Glebal Rules identify problems that might cccur when you install QL Server Setup support files. Failures
must be corrected befare Setup can continue.

Rule check in progress...
Show details ==

= Back Mext = Cancel

Step 13. Click <Next> to proceed.

4 SOL Server 2014 Setup

Install Rules

Setup can continue.

License Terms

Global Rules

Micresoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configurat...
Feature Configuration Rules
Installation Progress

Complete

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before

Operation completed. Passed: 6. Failed 0. Warning 1. Skipped 0.

Hide details <<

Wiew detailed report

Rule Status
@ Fusion Active Template Library (ATL) Passed
@ Previous releases of $QL Server 2008 Business Intelligen.. |Passed
(@ | Consistency validation for SQL Server registry keys Passed
@ Computer domain contraller Passed
| Microsoft NET Application Security Warning
@ ‘Windows Firewall Passed
@ Block install when Microsoft SQL Server 2014 CTPL is pr... |Passed

= Back MNext = Cancel I [ Help
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Step 14. Choose the installation path and make sure you have sufficient disk space for installing SQL. Then click <Next>.

T QL Server 2014 Setup EI@
Feature Selection

Select the Express features to install.

License Terms Features: Feature description:

Global Rules

The configuration and operation of each  +

Microsoft Update Database Engine Services instance feature of a SQL Server instance
Install Setup Files SQL Server Replication is isolated from other QL Server
Shared Features
Install Rules os
[71 5QL Client Connectivity SDK Prerequisites for selected features:

Feature Selection

Redistributable Features Already installed: -
Feature Rules a
- Windows PowerShell 2.0
Instance Configuration Mdlcvncnfs BIET Convnnunel: 38 T
4 I 3

Server Configuration

Database Engine Configurat... bl S Reapliements

Feature Configuration Rules Drive C: 979 MB required, 37317 MB -
Installation Progress available 1
Complete
Select All | | Unselect All
Instance root directory: Ci\Pregram Files\Microsoft SOL Server, ‘ |
Shared feature directory: Ci\Program Files\Microsoft SOL Server, ‘ |
—
= Back I| Next = || Cancel ‘ ‘ Help |

Step 15. Click <Next> on this default page.

7 SQL Server 2014 Setup

Instance Configuration

Spedfy the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation
path.

License Terms @ Default instance
Global Rules MNarned instance:  MISQLEERWER
Microsoft Update

Install Setup Files

il Rl Instance ID: MSSQLSERVER

Feature Selection

Feature Rules

Instance Configuration SQL Server directory: CAProgram Files\Microseft SOL Server\MSSQL12.MSSOLSERVER

Server Configuration
X X Installed instances:
Database Engine Configurat...
Feature Configuration Rules Instance Name Instance [D Features Edition WVersion
Installstion Progress

Complete

= Back MNext = Cancel ‘ ‘ Help
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Step 16. Click <Next> on this default page.

% SOL Server 2014 Setup = E=m ==
Server Configuration

Specify the service accounts and collation configuration.

License Terms Service Accounts | Collation

Global Rules

§ Microsaft recommends that you use a separate account for each SQL Server service.
Microsoft Update

Install Setup Files Service Account Name Password Startup Type

NT Service{MSSQLSE... [avtomatic [+
SQL Server Browser MT AUTHORITWLOCA... [Autumatic

Install Rules

4

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configurata.
Feature Configuration Rules
Installation Progress

Complete

@k ” Next = ] H Help

Step 17. Click <Next> on this default page.

4 SOL Server 2014 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

License Terms Server Corfiguration | Data Directories | User Instances | FILESTREAM
Global Rules
X Spedfy the authentication mode and administrators for the Database Engine. -
Micresoft Update
Install Setup Files Authentication Mode
Install Rules T Windows authentication made

Feats Selecti . R " P
eature selection @ Mixed Mode (S0L Server authentication and Windows authentication)

Feature Rules

Instance Carfiguration Spedfy the password for the SQL Server system administrater (sa) account.

Server Configuration Enter password: [ 1] L]

m

CateiessiCioine contiosee Confirm password: essssssssssssssssse

Feature Configuration Rules

Installation Progress Spedfy SQL Server administrators

Complete SOL Server
administrators have
unrestricted access
to the Database

Engine.

= Back MNext = Cancel I \ Help
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Step 18. Await for SQL Server installation completed.

7 QL Server 2014 Setup EI@

Installation Progress

License Terms

Global Fules | S

Wiarossi: Upste Instal WC10Redist Cpu32_Adion : InstallFiles.

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configurat...
Feature Configuration Rules
Installation Progress

Complete

Next = Cancel ‘ \ Help

Step 19. A pop-up window may appear, asking you to restart the PC after the setup process is completed.

Computer restart required @

@B Oneor more affected files have operations pending. Vou musk reskart your computer after the setup
{ | process is completed.

8

BE
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Step 20. After the installation has completed successfully, click <Close> to turn off the window.

Step 21. Click <Finish> to restart the computer so as to complete the setup. Then a shortcut named DIALink would appear

on the Desktop

7 SOL Server 2014 Setup

Complete

[=lo ks

Your SQL Server 2014 installation completed successfully.

License Terms

Global Rules
Microsoft Update
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Instance Configuration

Server Configuration

Database Engine Configurata.

Feature Configuration Rules
Installation Progress

Complete

Information about the Setup eperation or possible next steps:

Feature Status
s Succeeded
(@ SQL Server Replication Succeeded
@ SQL Browser Succeeded
(@ sQL Writer Succeeded
(PG Cliant Cannactidhe Curraadad
Details:

m

Viewing Product Documentation for SOL Server

Cnly the components that you use to view and manage the documentation for SOL Server have
heen installed. By default, the Help iewer component uses the anline library. After installing
SCL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
(<http:/fgo. microsoft. cormfulink/?LinklD=28957 8=

Surmmary log file has been saved to the following location:

CAProgram Files\Microsoft SOL Servert1 20 Setup Bootstrapilogh20130712 164119
Surnrnary user-PC 20100712 164110.64

Close Help

15 Setup - DIALink version 1.1.3.7090

Completing the DIALInk Setup
Wizard

Tao complete the installation of DIALIRk, Setup mosk reskart
wour computer, Would you like to restart now?

@) Yes, restart the compuker now

Mo, I will restart the computer later

o @ | =
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1.3.2 Update DIALink

Step 1. Double-click on the downloaded file and launch the DIALink installation file.

Ld

DIALinkSetup_1.
exe

Step 2. Choose “DIALink Only” from the drop-down list box.

i5 setup - DIALink version 1.1.3.7090

Select Components
w'hich components should be installed?

Select the components wou want ko install; dear the components you do not want to
j i when you are ready ko continue,

DIaLink onty |

Mext = ][ Cancel
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Step 3. Click <Install> on this default page to proceed.

15 Setup - DIALInk version 1.1.3.7090

Ready to Install

change any settings.

Setup is now ready to begin installing DIALNk on wour computer,

Click Install ko continue with the installation, or click Back if wou wank to review ar

Setup bype:
DIALink only

< Back

Install

I Cancel

Step 4. Await for DIALink installation completed.

15 Setup - DIALink version 1.1.3.7090

Installing

Extracting files. ..
CADIALINK WInSCP exe

Please wait while Setup installs DIALnk on wour computer,

Cancel
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Step 5. Click <Finish> to exit the software update setup.

15! Setup - DIALInk version 1.1.3.7090 o] @ | =

Completing the DIALiInk Setup
Wizard

Setup has finished installing DIALINk on your computer, The
application may be launched by selecting the installed
shortcuts,

Click Finish ko exit Setup,

1-19
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1.4 Hardware- Intel Core-i Series

° Core-i3 Type (DIAVH-IPC00310xA)
DIAL-C03050005C, DIAL-C03050005T, DIAL-C03050005E,
DIAL-C03100010C, DIAL-C03100010T, DIAL-C03100010E,

Applicable
DIAL-L03100030C, DIAL-L03100030T, DIAL-L03100030E,
Models
DIAL-L03200050C, DIAL-L03200050T, DIAL-L03200050E
[ Core-i5 Type (DIAVH-IPC00510xA)
DIAL-L0O550001HC, DIAL-L0550001HT, DIAL-L0550001HE
Item Specification
CPU 6" Gen Intel ® Core i3-6100U / i5-6200U
Memory 4GB DDR4-2133/2400, supporting up to 16GB
Hard Drive 256GB mSata SSD
Ethernet 2x Intel ® 1211 Gigabit Ethernet Controller
Main Audio A set of standard audio input/output
Indicators . o o . .
. Support wireless (Wi-Fi) communication modules with mini PCIE
Expansion Slot .
expansion slot
® Serial Port: COM 1~2 & 5~6(RS-232), COM 3~4(RS-485)
® USB 2.0 x2, USB 3.0(blue) x4
External 1/0
® VGA output x1
® HDMI output x1
. . 211.5mm(L) x 200mm(W) x 67mm(H) (no brackets);
Dimensions (LxWxH)
251.9mm(L) x200mm(W) x 71.6mm(H) (brackets)
® Chassis: High resistance and anodizing aluminum alloy
® Chassis Color: Black
Composition ® Thermal Conduction: Aluminum alloy chassis with heat conductivity
design
® Material: Heat sinks made from high strength aluminum alloy
Net/Gross Weight 2.8Kg / 3.5Kg
Technical
Perf ! ® Operating Temperature: -20°C ~ 60°C (with airflow)
erformance | Temperature
Measures ® Storage Temperature: -40°C ~ 70°C
Humidity 95% @ 40°C (non-condensing)

® Limit of wireless interference meets GB9254-1998 standard

Electromagnetic Class A

Compatibility o )
® Limit of immunity meets GB/T 17618
o ® Mean Time Between Failures: MTBF=5000h
Reliability . .
® Mean Time To Repair: MTTR<0.5h
Safety Meets CE, FCC, BSMI basic requirement
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® Anti-Vibration: 5-19Hz/1.0mm amplitude ; 19-200Hz/1.0g
Adaptability of Mechanical .
! acceleration
Environment ] )
® Anti-Shock: 10G acceleration peak to peak (11ms)
AC Adapter:
Input Voltage/Frequency: 100~240VAC/50~60Hz
Power Input Output Voltage/Current: 12VDC5A
) Power Consumption: 7 W (standby mode)
[ Power Consumption: 16 W (Max Power 100%)

1.4.1 Dimensions

251.9
236.9

— H
g
67.0
71.6 200

Unit: MM
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1.4.2 Diagram of I/0 Interface

O~
&

=
QO

— | |;|
CoM3 COM4
PR, P

G e

-

B
]
B
n
2

No. Item No. Item
1 Power Switch 5 USB2.0 / USB3.0
2 Power Connector 6 RS-232 / RS-422 / RS-485
3 HDMI 7 MIC-In / Line-Out
4 VGA 8 Ethernet
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1.4.3 DB9 Serial Port Definition

The product has six serial ports including COM1, COM2, COM3, COM4, COMS5 for RS-232 serial communication protocol
and COM®6 for RS485/RS422 protocols. Definition regarding pins are shown as follows:

DB9 Communications Interface
Pin

COM1-COM6 RS-232 RS-485 RS-422
1 DCD DATA+ T+/R+
2 RXD DATA- T+/R-
3 TXD - RXD+
4 DTR - RXD-
5 GND GND GND

[ ] ®
VCC +5V VCC +5V
6 DSR
(Standby power input) (Standby power input)

7 RTS - -
8 CTS - -
9 RI - -
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g 1.5 Hardware- Intel Celeron N3350

Applicable | ® Embedded System ( IPC-E200-N31202E00 )
Models DIAL-C33010001E, DIAL-S33000001E

ltem Specifications
CPU Intel® Celeron N3350
Memory 2GB DDR3L 1600MHz, supporting up to 8GB
Hard Drive 64GB mSata SSD
Ethernet Intel® i211AT Gigabit Ethernet Controller x2
Expansion Slot 1xFull-size Mini PCle for wireless module

) RS-232 “RS-422 RS-485 x1, the default is RS-232.
Selected by BIOS, referring to Section 1.5.4 for more details.
) USB 2.0 x2

External 1/0
) VGA Output x1
) DI/O x1 (8-bit - DB9 Connector) Default is DO for Pin 1~4, DI for Pin 5~8.
Selected by BIOS, referring to Section 1.5.6 for more details.
Dimensions
(LxWxH) 100mm (L) x 31mm (W ) x 125mm (H)

Net/Gross Weight | Net Weight : 0.3Kg ; Gross Weight : 0.46Kg

) Operating Temperature : -20°C ~ 70°C ( with air flow )

Temperature
° Storing Temperature : -45°C ~85°C
Humidity 10% ~ 95% (non-condensing)
o ) Mean time between failures (MTBF): = 69,000h
Reliability )
) Mean time to recovery (MTTR): < 0.5h
Safety CE, FCC
Adaptability of
Mechanical [ ) Anti-vibration : 2.0G > 5~500Hz

Environment

Power Input ® Input voltage/ frequency: : 12~24VDC > 17W
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1.5.1 Dimensions

100

LM
o 0 o
— o
e
y" I
_\E‘J’ 10 1T
mil
@ o)

Unit: MM
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1.5.2 Diagram of I/0 Interface

No. Item No. Item
1 Power Connector 4 RS-232 / RS-422 / RS-485
2 VGA 5 Ethernet
3 USB 2.0 6 DIO
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1.5.3 Com Port Definition (D89)

Communications Interface
Serial Port Pins
RS-232 RS-485 RS-422

1 DCD Data- TX-
2 RXD Data+ TX+
3 TXD - RX+
4 DTR - RX-
5 GND GND GND
6 DSR - -

7 RTS - -

8 CTS - -

9 RI - R

1.5.4 COM Port Settings

The default setting would be RS-232. Refer to the following process to configure the port type.

Step 1. Hold the "DEL” button right after you power on the computer so as to enter BIOS.

Step 2. When entering BIOS configuration page, you can access other settings such as Advanced and Chipset.

Step 3. Use the LEFT/RIGHT arrow keys to enter Advanced page and select “F81804 Super 10 Configuration”.
Aptio Setup Utility - Copuright (C) 2017 American

» CPU Configuration
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Step 4. Select “Serial Port 1 Configuration” to configure COM port type.

Aptio Setup Utility - Copyright (C 17 American Mega

» Serial Port 1 Config

Step 5. Use the UP/DOWN arrow keys to choose “Select Mode” and set port type with options RS232, RS422, RS485.

Select Mode

Step 6. You must press F4 key to save the configuration before exiting BIOS.
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1.5.5 DIO Port Definition (D89)

Pins Signals
1 DIO 0
2 DIO 1
3 DIO 2
4 DIO 3
5 DIO 4
6 DIO 5
7 DIO 6
8 DIO 7
9 GND

1.5.6 DIO Port Settings

The default setting of DIO is enabled (Enable) with pin 1 to 4 as Out and pin 5 to 8 as In. To modify DIO parameters,

please refer to the following steps:

Step 1. Hold the"DEL”button right after you power on the computer so as to enter BIOS.
Step 2. When entering BIOS configuration page, you can access other settings such as Advanced and Chipset.

Step 3. Use the LEFT/RIGHT arrow keys to enter advanced page and select “Device Configuration”.

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

Configuration
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m Step 4. Continue to select Onboard Device Configuration, Onboard DIO Configuration.

» Onboard Device conflguration

¥ Onboard DIO0 Configuration

Step 5. When turning on the computer and DIO Modification is Disabled, this does NOT mean that the function is closed.

Aptio Setup Utility - Copyright (C) 2016 American Megatrends, Inc.

DI0 Modif ication [Disahled]
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Step 6. Use the UP/DOWN arrow keys to select from DIO port 1 to 8 and view each pin status, with default status below.

Aptio Setup Utility - Copyright (C) 2017 American Meg

Step 7. To modify DIO configuration, first select Enable for DIO Modification.

Aptio Setup Utility - Copyright |

DIO Modification [Enahled]
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Step8. Select “DIO port 1-8” for setting pin status.

Aptio Setup Utility - Copyright (C 7 American Me

Inputs0utput Setting [Output]

Step 9. You must press F4 key to save the configuration before exiting BIOS.
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2.1 Sign In

Make sure to insert the USB encryption lock to the USB port on your PC so as to activate the authorized connection
between DIALink and the corresponding devices.

The DIALink uses HTMLS for structuring the website and executes setup as well as preview functions via browsers
(including Chrome, Firefox, Internet Explorer 11.0 version or above). Default IP for network interface card (NIC) A is
192.168.10.1, while the IP for NIC B is 192.168.10.2. Users can modify the NIC IP by choosing Control Panel > Network
and Internet > Connections” in Windows or System Setting > Internet in DIALink.

Type the server IP address (http://localhost:5000) and the default user / password - root/admin in the appropriate fields
and click Sign In. When log on to the system, users can modify their user name and password via selecting Settings >

General > User Setting.

A DiALink x

& C 1t |®127.001:5000/10gin o al

DIALink
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2.2 UI Guide

After logging, users are directed to an overview of all connected devices via IP address or serial ports. When green light
(ON) is shown next to the device, the device is connected; if devices are disconnected, a red light (OFF) is shown. Users
can select a device dialog box to execute settings including tags, triggers and maintenance. When CNC device dialog box
is selected, the default Dashboard page is displayed; for Modbus device page, the default Tag page is displayed. To add
new DIALink tags, please see section 2.2.2 for more details.

Overview

DIALink-Test Line
DeltaNC300 e

DIALink

Overview ID:4 ID:5 ID:6

Main Pregram : TOP2.NC Protacol : TCP/IP Protocol : TCP/IP

Schedul
chedules * Tool Nnumber : 0 *ﬂﬂﬂ'bus IP Address : 127.0.0.1 PLC IP Address : 192.168.1.11

Part Count : 26 Port : 502 Port : 502
Events

Queries Func 0i Edge Computing

ID:7

Alarms
Main Program : 01234
Monitoring Tool Nnumber : 0
m Part Count : 100724
Settings

v1.20.7312
© 2017 Deita Electronics, Inc.
All Rights Reserved

The seven major functions listed on the left of the webpage are Overview, Schedules, Events, Inquiry Funtion, Alarms,
Monitoring and Settings, which are briefly described below.

® Overview: Add different device types including CNC, Computing, Modbus, OPCDA, PC, PLC as well as Plastics
and create tags as well as setup schedules for triggering events. When devices are connected, green light is
displayed in the device dialog box; if not, red light will be seen in the dialog box. (The overview page display may
be different for equipment using SECS standard.)

® Schedules: Setup fixed frequency or specific time and receive alerts via e-mail, SMS, LINE, WeChat, WriteTag or
Webhook by checking tag data and conditions.

® Events: Add/ edit the conditions to enable events

® Queries: Provides status information of the device over a specified time period.
® Alarms: Provide alarm information including device, system and tag

® Monitoring: Displays CPU, memory and disk usage of DIALINK CNC

® Settings: Include MQTT Broke IP, user setting, e-mail and SMS notification settings.

2-3



DIALink User Manual

The following is a structure diagram regarding DIALink CNC functions:

Schedule Trigger

The Quick Menu is on the upper right corner of the page and has three major functions described below:

® User Management: Select ﬁ to logout.

L= |

® Language: Select ":' to switch languages including English/ Traditional Chinese/ Simplified Chinese.

a @ 0O

English
=T
Bihex

® User Manual: Select a to view DIALink CNC User Manual.

e O 0

& User Manual
& AP| Document
© About DIALInk

® API Document: Select a for APl document query. To use this tool, please see Chapter 3 for more information.
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® DIALink Info: Select a and choose About DIALink to view information regarding software version, license type and
license number for device and tag. The graph below indicates the maximum number of devices or tags are authorized
to be 10 (devices) / 1000 (tags.)

About DIALInk

Software Version : 1.40.0 BETA10

License Type : CNC
License Number : Device. [CNC.10,PLC.20,SECS/GEM:2] / Tag: 1000
License Time Limit : Permanent

Release Note : & Download

2.2.1 CNC Dashboard

By clicking the CNC device dialog box(with CNC and tags added), the default page displays six major related data
including axes, CNC status, activation, alarm message, spindles and operation information.

Overview

DIALink-Test Line

DIALiInk X
DetachNe  (2) =a= Modbus1 =acia DeltaDVP =
Overview 9) ID:4 ID:5 ID:6
Main Program : TOP2.NC Protocol : TCP/IP Protocol : TCP/IP
St Tool Nnumber : 0 #Modbus  p agdress : 127.00.1 PLC 1P Address : 192.168.1.11
“ Part Count : 26 Port : 502 Port : 502
Gustiss Func 0i i Edge Computing — =

ID:7

Main Program : 01234
——2) b:11
Monitoring Tool Nnumber : 0 3e0cE

Part Count : 100849
Settings

v1207312
2017 Delta Electronics, Inc.
All Rights Reserved

a0 e
Device: Delta CNC
R Dashboard ~ Tags  Triggers  Tools Management  Maintanence  Programs  Parameters  Hisotry Alarm
DIALink
: Delta CNC ~
Overview
Schedules o e off  [[1]] RUNNING  ALARM
Events 0 s Parts 284%
Mach Non-work Rate
Y 0 W Work Rate
Queries Rel Part Count : 26
z 0 oa Part Total : 59

Alarms

I LT K

Spindle Speed : 0 RPM

Monitoring

oanae Cutting Time 103 : 02 : 52

No Alarm Data. Spindle Load : 0 % .
Cycle Time 00 :00: 00

Spindle Temp. : 30 °C
v1207312
Go Back

©2017 Delta Electronics, inc.
lights Reserved
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The axis information contains coordinates, currents and manufacturing information. For coordinates, the page displays
absolute, machine, relative coordinates, while remaining coordinates refers to the distance value between the current and
target coordinates. The unit used in coordinates and currents can be added when modifying the tags for a more intuitive

viewing.
Ciemaion P omanon
Axis  Process Axis  Process
X 0O ms MainProg TOP2.NC
Y 0 ™" cCurSeq 1

Rel

Z O Dist

Activation: Job shifts need to be scheduled first. The activation rate would start to be calculated after entering the time
interval set in the job shift, starting from 100%, which would remain as long as the equipment is still running. If not, the
activation rate would start decreasing, while the pie chart updating every few seconds. The calculation is shown as
follows:

Total Time = Accumulation of (busy + alarm + idle + of f) time

Accumulation of busy time

Total Time

WorkBusyRate =

Accumulation of alarm time

WorkAlarmBRate =
arian e Total Time

Accumulation of idle time
Total Time

Workldleate =

Accumulation of off time
Total Time

WorkOf fRate =

WorkBusyRate + WorkAlarmRate + WorkldleRate + WorkOf f Rate = 10004

Note: The above four types of WorkRate are accumulated within a day based on the current status code, which would be
auto-zeroed at 0:00 every day and start recalculating.
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2.2.2 Adding New Devices

If adding a device for the first time, choose “Overview” on the menu bar and then click “Add a new device” as the image
below shows. Or users can also click on the upper right corner to add new devices.

Overview

DIALInk-01

DIALink
Overview @

Schedules

Add a new device

Queries

Monitoring

Settings

v 1.1.11.7321 Dev
© 2017 Delta Electronics, Inc.
All Rights Reserved

Overview

DIALink-Test Line

DIALink
Deta oNG

: Overview g)

ID:4 ID:5 ID:6
Main Program : TOP2.NC Protocol : TCP/IP Protocol : TCP/IP
SEheduies Tool Nnumber : 0 #WModbus  p address - 127.00.1 PLC  ipaddress - 192 168.1.11
Events “ Part Count : 26 Port : 502 Port : 502
Queries 5 =
Func 0i Edge Computing 1
1D :7

Alarms

Main Program : 01234
— ID: 1
Tool Nnumber : 0 e

m Part Count : 101214

Monitoring

Settings

v1.207312
€ 2017 Delta Electronics, Inc.
All Rights Reserved
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The parameter setting dialog box for device types including CNC, Computing, Modbus, OPCDA, PC, PLC as well as
Plastics will appear on the right side of the page. For different device types, system presents suitable parameters for users
to choose or input related parameters. The supported leading brands are shown in the following table.

DeviceType Leading Brands/ Model Type

1. CNC Simulator 5. MITSUBISHI
- Modbus TCP Protocol -M70/M700 Series

2. DELTA -M80 Series
-NC300 6. SIEMENS

CNC 3. FANUC -840D

-0i/16i/18i/21i/30i/31i/32i 7. Syntec

4. HEIDENHAIN -Syntec
-iTNC530
-iTNC640

Computing | Edge Computing
Modbus Modbus
PC DELTA DELTA

1. DELTA 4. Omron
-Delta 15MC TCP (Ethernet) -C Series TCP (Ethernet)
-Delta AH Series (COM Port) -CJ2M TCP (Ethernet)
-Delta AH Series PLC (Modbus -CP1 Series (COM Port)
TCP)(Ethernet) -CP1 Series TCP (Ethernet)
-Delta AS Series (COM Port) -NJ Series FINS TCP (Ethernet)
-Delta AS Series PLC (Modbus TCP) 5. Panasonic

PLC -Delta DVP Series (COM Port) -FP Series TCP (Ethernet)

-Delta DVP TCP/IP (Ethernet) -FP7 Series TCP (Ethernet)
-Delta RTU-ENO1 (Ethernet) 6. SIEMENS

2. Keyence -S7 1200 (Ethernet)
-KV Series TCP (Ethernet) -S7 1500 (Ethernet)

3. Mitsubishi -S7 200 (Ethernet)
-FX3U Ethernet (Ethernet) -S7 200 Smart (Ethernet)
-Q Series Ethernet (Ethernet)
-Q Series Ethernet 3E (Ethernet)

Plastics

Plastics -OPC
-PLC

Note: Please make sure direct numerical control (DNC) information acquisition method has been authorized in CNC

control devices, or the data may not be obtained whether if the connection is failed.

2-8




Chapter 2 Getting Started

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the bottom of
the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as an error.

For device connection, users can choose either On or Off. When parameters are added or edited, click “Save changes”.

® .
® Edge Computing Device Setup Page CNC Device Setup Page

: Add Device %
Add Device x
Connect
Connect m
Name*
Name*
Type*
Type” CNC -
Computing v ——
Brand® CNC Simulator v

Edge Computing

Model*

Edge Computing

Model*

Modbus TCP Protocol

IP*

127.0.0.1
Interface ID
Port*
502
Comment
Station®
1
#
Interface ID
Comment

Cancel
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® Modbus Device Setup Page ® OPCDA Device Setup Page

Add Device Add Device %

Connect Connect
Name* Name’
. Type*
Type
[ ] OPCDA v
Modbus v
IP*
Brand®
127.0.0.1
Modbus v
Server Name™
Model*
Enter OPC server name
Modbus v
v| Scan
Communication Interface*
Interface ID
TCRIP v
IP*
Comment
127.0.01
Port* 4
Station®
1
Interface ID

Connection Timeout

ReadTimeout
Write Timeout
ModbusRetry

Comment

Cancel
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L] OPCUA Device Setup Page o PC Device Setup Page
Add Device Add Device
Connect Connect
Name* Name*
. Type*
Type
( PC
OPCUA
Brand®
1P
Delta
127.0.0.1
Model*
Port*
Delta
4840
P
URL* 127.0.0.1
opc.tcpf
Interface ID*

Server Name*
Enter OPC server name
Comment

v | Scar

Interface ID

Authentication

Browse Retry*

50

Browse Timeout*

200
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® PLC Device Setup Page

Add Device

Connect

&=

Name*

Type*
PLC

Brand*

Delta

Model*

Delta 15MC TCP

IP*

127.0.0.1

Port*

502

Station”
1

Interface ID

Comment

=

® Plastics Device Setup Page

Add Device

Connect
[ on I

Name*

Type*

Plastics

Brand®

Plastics

Model”

OPC

IP*

127.0.0.1
Server Name*
Kemro.opc.4.1F1.1.95

Interface ID

Comment

:
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To use OPC UA (OPC Unified Architecture) for connection and data exchange between clients and servers, the
connection settings of DIALink OPC UA Client are shown as follows: (Please refer to the appendix for more details of
OPCUA description.)

Item Description
IP OPC UA Server IP
Port Port used by OPC UA server
URL OPC UA Server URL

All the names of OPC UA server endpoints
Security policy:
None: No security
Basic128Rsa15: 128 bit encryption
Basic256: 256 bit encryption
Basic256Sha256: 256 bit encryption
Security mode:
None: No security
Sign: Signed
Sign & Encrypt: Signed and encrypted
Select the target security policy and mode for connection:
Using self-signed certificates by default
Automatically trusting OPC UA server certificates
Setting opc ua client certificate to be trusted

Server name

Anonymous: Connect as anonymous user
Authentication User: User name and password based authentication
Certificate: Use certificates to authenticate.

Browse Retry The number of times of retry to browse OPC UA nodes.

Browse Timeout The session timeout to browse OPC UA nodes. (Unit: msec.)

The supported data types for reading and writing node values are listed as below:

ltem Description

SByte, Byte, Int16, UInt16, Int32, UInt32, Int64, UInt64, Float,
Double, String, Boolean, Date Time

Supported data types for variables

Supported variable types for

Supported data types: As shown above.
one dimentional arrays upp ¥P W v

Data types such as Boolean, Date Time, Array:

Data type would be String type while performing external data
communication (Web API, MQTT, Modbus Slave, OPC UA
Server)

Examples of output strings of values in arrays:

Special data type- String type Integer array: {1,2,3,4}

Boolean array: {True,False, True,False}

Date Time array:
{2020-11-01T16:35:59.58487042,2020-11-02T 16:35:59.584
87042,2020-11-03T16:35:59.5848704Z7}

String array: {ABCD,EFGH, 123456}
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After adding the device, select

device according to the icon shown in the following picture:

Devices  Settings  Registration

on the upper right side of the device nodes to view connection status of each

+ |G|z Search Q
Status  Name Connection Brand Model Alarm Comment Update Time Action
@ Deta_CNC TCP 10.139.5.205 DELTA NC300 2020-10-21 16:10:23
. DeltaDVP TCP 192.168.1.11 502 Delta Delta DVP TCR/IP 2020-10-21 16:10:23 =
@  Edge computing Edge Computing Edge Computing 2020-10-21 16:10:23 260
@® Furcoi TCP 59.120.233.26 8193 FANUC 0i6i/1811211/30113111321 2020-10-21 16:10:11 [=]c]d]
@ Modbus 1 TCP 127.0.0.1 502 WModbus Modbus 2020-10-21 16:10:22 260
Go Back
Icon Definition

Normal (Connecting)

Error (Disconnection)

Closed Communication (Disabled)

Alert

Click D subpage icon to display the overview dashboard of the corresponding device. To modify the communication

parameters, click to edit and click “Save Changes” when finished. To delete the selected device, click .

Devices  Settings  Registration

+| @ |2
Status Name Connection Brand Model Alarm
@ Detacne TCP 10.139.6.205 DELTA NC300
. DeltaDVP TCP 192.168.1.11 502 Delta Delta DVP TCP/IP
@  Edge computing Edge Computing Edge Computing
. Func 0i TCP 59.120.233.26 8193 FANUC 0iM16i/18ir21ir301/31i/321
. Modbus 1 TCP127.0.0.1 502 Modbus Modbus

Comment Update Time

2020-10-21 16:10:23

2020-10-21 16:10:23

2020-10-21 16:10:23

2020-10-21 16:10:11

2020-10-21 16:10:22

Action

Go Back

To delete multiple devices, click (1] G edit button to @ select the boxes in the left column regarding devices to be

deleted and click to

Devices  Settings  Registration

complete the work.

©
g - U
— Status Name Connection Brand Model Alarm
@M @ DetacNe TCP 10.139.5.205 DELTA NC300
@  DetaDvP TCP 192.168.1.11 502 Delta Delta DVP TCP/IP
@  Edge computing Edge Computing Edge Computing
@ runco TCP 59.120.233.26 8193 FANUC 0/16i/181/2113011311321
@ Modbus1 TCP 127.0.0.1502 Modbus Modbus

Comment Update Time
2020-10-21 16:10:23
2020-10-21 16:10:23
2020-10-21 16:10:23
2020-10-21 16:10:11

2020-10-21 16:10:22

Action

Go Back
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2.2.3 Tags Setting

To enter the Tag setting page, choose O Overview from the left function list and @ select the target device. When users
select CNC device type, default tab pages including Dashboard, Tool Management, Maintenance, Programs, Parameters
and History Alarm would be presented, while other device types only contain Tags and Triggers tabs.

A NELTA Overview

DIALink-Test Line

Delta CNC @ L 1] Modbus1 @ mmme DeltaDVP L 1]

Overview (@) ID:4 ID:5 ID:6

DIALink

' Main Program : TOP2.NC Protocol : TCP/IP Protocol : TCP/IP
AT Tool Nnumber : 0 WModbus  |p address - 127.00.1 PLC i address : 192.168.1.11

Events m Part Count : 26 Port : 502 Port : 502

Queries Func Oi Edge Computing

Alarms D:7
Main Program : 01234
Monitoring Tool Nnumber : 0

Part Count : 101534
o ==

¥ 1.20.732
© 2017 Delta Electronies, Inc.
Al Rights Reserved

Go to the Tags pagee and O select the target device from the drop down list, then O ciick * tocreate new tags. The
“Add Tag” dialog box would be shown on the right for parameter setting. The default setting is for adding single tag, while
the other is for batch adding. Select a device type and the system will present the appropriate parameters based on the
selected type. Users can choose or input desired parameters.

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the bottom of
the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as an error.

For device connection, users can choose either On or Off. When parameters are added or edited, click “Save changes”.

Device: Delta CNC

Dashboard ;rags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm

DIALink ()
2 _ Device : | Delta CNC @ 6 o6 + 062
¥ 2 Overview @)
- TypeGro DeltaDVP ation
Schedules Status | E4g€ Computing Value Unit Type Comment
Func 0Oi
- . Modbus1 0 position

There are two ways to add tags, one is “Add Single” and the other is “Add Multiply”. Both options are available for all
device types except for Edge Computing and can be selected from the top corner of the setting page.

For CNC device type, users can add the default tags of the system’s built-in DIALink controllers from the setting page.
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® Modbus Device- Setup Single Tag ® Modbus Device- Setup Multiple Tags
Add Tag Add Tag
Custom Custom
Connect Add Multiply Connect Add Single
Name* Name*
Type Type
Modbus - Modbus v
Register Type* Register Type*
Output Register AD (4xxxx) v Output Register AQ (4xxxx) v

Logical Register* Batch name setting®

First Number 1 Numeric Places 3
Data Type* Batch address setting (0 - 65535)*
UINT w First Address 1 Increment 1

Decimal Places* Batch number of items (1 - 1000)*

0 10
scale* Data Type*
1 UINT v
Decimal Places*
Offset”
0
0
) Scale®
Writable
| oFF | 1
Record Offset
| oFF | 0
Cloud Transmission Writable
None v | OFF |
Unit Record
| oFF |
Cloud Transmission
Comment
None ~
i Unit
Comment
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® OPCDA / Plastics Device Single Tag

Add Tag

® OPCDA / Plastics Device Multiple Tag

Add Tag

Custom Default Tags Custom Default Tags
Connect Add Multiply Connect Add Sil
Name* Name*
Type Type

OPCDA ~ OPCDA

Logical Register”

Batch name setting®

First Number = 1 Mumeric Places | 3
Data Type* Batch address setting (0 - 85535)*
UINT v First Address 1 Increment 1

Decimal Places®

Batch number of items (1 - 1000)*

0 10

Scale* Data Type*
1 UINT

Offset® Decimal Places®
0 o]

Writable Scale

| oFF | 1

Record Offset®

| oFF | 0
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® PLC Device Single Tag

Add Tag

Custom

Connect Add Multiply

Name*

Type
PLC v

Register Type~

X_Data(X0 - X377) v

Register X(0 - 377)*

X 0

Logical Register*

X0

Data Type*

UINT v

Decimal Places*

0
Scale*

Offset”

Writable
| oFF |

PLC Device Multiple Tag

Add Tag

Custom

Connect Add Single

Name*

Type
PLC v

Register Type®

X_Data(X0 - X377) v

Batch name setting®

First Number 1 Numeric Places 3

Batch address setting (0 - 377)*

First Address 1 Increment 1

Batch number of items (1 - 377)*

10

Data Type*

UINT v

Decimal Places™

0

Scale®
Offset”

Writable

| oFF |

Record

| oFF |
Cloud Transmission
None hd

Unit

Comment
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® Setup OPCUA Device Tag

Add Tag

Custom Default Tags

= i Root
=8 Objects
5 - la Server
E} g DIALink Data Provider
B CNC300
B> v B DVP12SE
D001

Add Tag

Custom Default Tags |

o

- Root

Refresh

LK A K R K K B K B R B A B B AR B Y AR K
3

LS PP PSS PSSR S P S S S S S A B L

D012
D013
D014
- DO15
[+}- D016
D017
Do18
l:il} D019
D020
& ) Edge
- y Modbus
B  ModbusTest_Evan
= , OPCDA
& ) OPCUA Server
E- e S1500
&- s SEC001
& SEC002
B B Types
- ) Views
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® CNC Device- Setup Single Tag ® CNC Device- Setup Multiple Tags
Add Tag Add Tag
Custom Default Tags Custom Default Tags
Connect Add Multiply Connect Add Single
Name* Name*
Type Type
IMacro v Macro v
Logical Register* Batch name setting™®
First Number | 1 Numeric Places | 3
Data Type* Batch address setting (0 - 85535)™
UINT v First Address | 1 Increment | 1
Decimal Places” Batch number of items (1 - 1000)
0 10
Scale® Data Type*
1 UINT v
Offset” Decimal Places*
0 0
Writable Seale*
| oFF | .
Record
I Offset®
| oFF |
I 0
Cloud Transmission
Writable
MNone ~ S
| oFF |
Unit
Record
| oFF |
Comment Cloud Transmission
None A
4
Unit
Comment

Save changes Cancel
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® CNC Device- Setup Default Axis Tag ® CNC Device- Setup Default Information Tag
Add Tag x Add Tag
Custom Default Tags Custom Default Tags
information Tool + . : 0
Axis infarmation Tool
_Ifeed_spindle
( othercode
0 ActFeed
[ ActSpindle I part
» ONEEEd I status
[ ovspindle
itime
_ position
[ work_rate
_servo_load B
) WorkAlarmRate
[Jservo_speed -
2 workBusyRate
_Iservo_temperature ) WorkldleRate
Ispindle_load [ WorkOffRate
T spindle_speed 2 WorkRate

_spindle_temperature

(] Edge Computing Virtual Tag (Type: arithmetic, logic, counter, timer, move)

Add Tag »®

Connect

B Add Tag

Name*
Add Tag x Connect
Connect m:‘
> ) = ;
Name

| counter v|
Name*
Condition*
== Type®
Tag =||=||z||z||<||=||anD||OR
Typer B3 :
[ logic o
arithmetic v
ti i i Condition®
Condition* The Condition field is required.
3 (+[-][+] [7] [tegt0 ]| [<][*][sin]| [cos | [Tan Formula m =] 2) 2] [=] (2] [AND ]| OR
cot| [sec| [coc| [ B
Data Type* The Condition field is required.
Formula DOUELE ~ Formula
Decimal Places*
2 L]
Data Type’ S—
INT i First Number* BIT ¥
Record o
— — Record
7 1 t Number® e
— ncrement Numbe ‘ P ‘

Cloud Transmission 1
Cloud Transmission
None v
Record
None -

Comment | oFF |
o Comment
Cloud Transmission

2
None w

Comment
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Add Tag x | Add Tag %
Connect Connect
Name* Name*
Type” Type*
move v timer v
Condition* Condition®
[ a0 [ ] I K2 (== =] [=|[=][<|[=]|[anD] [OR
The Condition field is required The Condition field is required.
Formula Formula
Data Type* Data Type*
BIT v DOUBLE v
Record Record
OFF OFF
Cloud Transmission Cloud Transmission
None v None v
Comment Comment
4 4

To add or edit virtual tags, the Condition field is required, which users can add logical operators for statements from left to
right for actions that require additional device tags definition or specific conditions to be met with values.

Arithmetic type

This function refers to arithmetic calculations, which users can do calculations by choosing tags and using arithmetic
operators. Though there’s no quantity limits of tags for calculation, the maximum length of Ul texts should not be
exceeded. Calculation results will become tag data, which users should notice not to divide the formula with zero, or the
corresponding tag data would be disconnected and shown as NULL.

Logic type

This function is for comparing values, current supporting comparison between only two operators. The result might be
different from your understanding, if using three or more operators which should be avoided. The result would be
presented as values, 1= True and 0 = False.

Counter type
Virtual tags would count the frequency of TRUE outcomes determined by the formula. The situation would be count only
when TRUE changes to FALSE, then changes to TRUE again.

Timer type
Virtual tags records the time duration (Unit: Sec.) of TRUE situation returned by the formula.

Move type

Users can copy the existing tags to other tags by using this function, while values cannot be copied to virtual tags. In
addition, Move type should not be set for tags and devices not able to be written, such as CNC tags and some PLC tags. If
such wrong configuration is set, the system still can run the ongoing operatation. However, the performance, more or less,
may be affected by the continuous writing error.
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Description Order of Precedence
Device tag 0
Constant 0
Copy 1
Small brackets 1
Plus 3
Minus 3
Multiply 2
Devide 2
== Equal 3
I= Not equal 3
= Greater than 2
= Greater than or equal to 2
< Less than 2
= Less than or equal to 2
Log10 Log10
A Square root
A Power
Sin | Cos | Tan Cot Sec  Csc Trigonometric function
AND And
OR Or

To pick tags for additional conditions, click on option and select desired statements for one or more added devices
and then click OK to complete the setup.

After adding tags, choose the Tag tab and view the device connection status in the first column, the real-time value in the
second column and tag name in the third column. The following figure is an example of CNC device.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm

Device : | Delta CNC UK I IEE-AK: Search Q

TypeGroup : information

Status Name Value Unit Type Comment Update Time Action

@ Abs X 0 position 2020-01-21 08:09:56 [ i
@ ALY 0 position 2020-01-21 08:09:56 (]
@ Az ) position 2020-01-21 08:09:56 ﬁ
@  AcdFeed 0 feed_spindle 2020-01-21 08:09:56 ﬁ
@  Acspinde 0 feed_spindle 2020-01-21 08:09:56 [ ]

Showing 1 to 5 of 5 entries

Go Back
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To edit the tags again, enter Tags tab and choose to edit the parameters then click “Save Changes”. To delete a
single device tag, choose ﬂ to delete the corresponding item.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
Device : | Delta GNC v a o + G| 2 Q
TypeGroup : [VEM  information
Status Name Value Unit Type Comment Update Time Action
@ AbsX 0 position 2020-01-21 08:09:66 i
@ Ay 0 position 2020-01-21 08:09:56 [ ]
@® Az 0 position 2020-01-21 08:09:56 ﬁ
@ ActFeed 0 feed_spindle 2020-01-21 08:09:56 i |
@  ActSpindie 0 feed_spindle 2020-01-21 08:09:56 B8
Showing 1 to 5 of 5 entries n
Go Back

To delete multiple tags, O choose the target device first, then BAciick G to perform batch edting and © check the
boxes in the left column for items to delete. Finally Ociick to complete the task.

hboard Tags Triggers

Device : | Delta CNCQ)

TypeGroup : m nformation

e Status Name
@® AbsXx
@ @® Ay
@® Az
@  ActFeed

@  Actspindie

Showing 1 to 5 of 5 entries

Tools Management

v a o

2)
G

Maintanence Programs

‘o o CEEO

Unit Type
position
position
position
feed_spindle

feed_spindle

Parameters Hisotry Alarm

Comment

Update Time

2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56

2020-01-21 08:09:56

Action

ao
ao
@no
@o
ao

Go Back

To export all tag data of the device, O irst choose the target device, then A ciick EI to run Export task.

Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
2)
Device :  Delta cNC/ED) v ol al + @ 2 Q
TypeGroup : m information
Status Name Value Unit Type Comment Update Time Action
@ Absx 0 position 2020-01-21 08:09:56 ﬁ
@ Absy 0 pasition 2020-01-21 08:09:56 B0
@ Az 0 position 2020-01-21 08:09:56 B0
@  ActFesd 0 feed_spindle 2020-01-21 08:09:56 B0
@  AciSpindie 0 feed_spindle 2020-01-21 08:09:56 a0
Showing 1to 5 of 5 entries
Go Back
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[+
To import tag data, Ofirst choose the target device, then chick to select the Excel file you intend to import, which
should be the sample template provided by the system. Refer to Appendix C for the details of importing file format.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
(2))
Device :  Delta CNC/(g}) v a & + @& ¢ Q
TypeGroup : information
Status Name Value Unit Type Comment Update Time
@ AbsXx 0 position 2020-01-21 08:09:56
. Abs_Y 0 position 2020-01-21 08:09:56
. Abs_Z 0 position 2020-01-21 08:09:56
@ Actreed 0 feed_spindle 2020-01-21 08:09:56
. ActSpindle 0 feed_spindle 2020-01-21 08:09:56
Showing 1 to 5 of 5 entries
@ Open x
Iy v 1 ¥ > ThisPC > Downloads ~ O Search Downloads p
Organize ~ New folder in | o
v
~ vV
@ OneDrive Name Date modified Type Size
~ Today (9
 This PC foday (3)
Delta CNC-Tag List-20200121144410843.x. 1/21/2020 2:44 PM
_# 3D Objects g et SEs XX i21/
W Deskt || Edge Computing-Tag List-202001211410300..  1/21/2020 2:10 PM
eskto; -
P || Func 0i-Tag List-20200121141026158.xlsx 1/21/2020 2:10 PM
Documents ™ .
|| DeltaDVP-Tag List-2020012114102007 1.xIsx 1/21/2020 2:10 PM
¥ Downloads |] Modbusi-Tag List-20200121141016372.xIsx 1/21/2020 2:10 PM
' Music [] Delta CNC-Tag List-20200121141011734.xlsx 1/21/2020 2:10 PM
& Pictures [] Delta CNC-Tag List-20200121141009895.xlsx 1/21/2020 2:10 PM
i Videos [] Delta CNC-Tag List-20200121141008010.xlsx 1/21/2020 2:10 PM
5 Local Disk (C) [ Delta CNC-Tag List-20200121140949931xlsx ~ 1/21/2020 2:09 PM
~- Local Disk (D)
. i >
File name: | Delta CNC-Tag List-20200121144410843.xsx V‘ All Files (%) ~
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2.2.4 Triggers Setting

O Access “Triggers” tab and @ sclect the desired device from the drop-down list, then setup Triggers parameters via
eclicking + onthe setting page. Finally, an “Add Trigger” dialog box will appear on the right side of the screen. Select

an added device and the system will present the corresponding tag based on the selected type. Users can choose or input
desired parameters.

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes”. If the input value does

not follow the system rule, a red color frame will appear to indicate as an error.

A AELTA Device: Delta CNC

Dashboard Tags Triggers Tools Management Maintanence Parameters

©

Programs Hisotry Alarm

DIALiInk

Device : | Delta CNC @
‘ﬂ .
Overview

a Enablec LchaChe Device Tag Comment

DeltaDVP

Edge Computing No Results

Schedules

a Events

Func 0i
Modbus1

Users can define additional trigger conditions base on different device tag values. The DIALink CNC supports five trigger
conditions including Change, Max, Min, Rising and Falling with the following brief explanation:

Change: The value is not equivalent to the previous scan value. Normally, the trigger condition is met when the state
changes. For example, if the previous value shows 0 and the present value is 1, Change condition is fulfilled.

Value
4 Actual value

Second Trigger
Third Trigger

\
First Trigger \ /
[

Time

Max: The condition is triggered for the first time, when the value is greater than the settingt value. Thereafter, if the value
becomes less than the setting value, the condition will be reset. But if the value is greater than the setting value again, the
condition will be re-triggered. For example, if the max value is set as 100 and the current value shows 101, the condition is
fulfilled and would not be triggered again until the value becomes lower than 100 and exceeds the setting value.
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Value First Trigger
A

Setting Value
Reset Second Trigg97

/ Actual Value \

»
!

Time

Min: When the value is lower than the setting value, the condition is triggered for the first time. If the value is greater than
the setting value, the trigger condition needs to reset. But if the value is less than the setting value again, the trigger
condition is re-triggered.

Value Setting Value
4 Actual Value

) ) Reset
First Trigger \

/

~_ ‘*\

Second Trigger

>

Time
Rising: When the value is greater than 0, the condition is triggered.
Value
4 Actual Value m—
First Second Trigger
Trigger
Time
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Falling: When the value is less than 0, the condition is triggered.

Value

A Actual Value

N\ fim
\

First Trigger Second Trigger

® Add Trigger

Add Trigger x

Enabled
Tag*

Name*

Type*
Change v

Comment

Bind Events

+ From Existing ~ + Add Event

Each trigger tag must be binded to an event so the notifications can be sent to users via E-mail, SMS, LINE, WeChat,
WriteTag or Webhook. For Bind Events, users can select either “+ From Existing” or “+ Add Events” (Section 2.4). To edit

a trigger tag or delete multiple trigger tags, please view previous chapters introducing Overview and Tag Setting on the
device.

Tags  Triggers  Maintanence

Device : | Modbus v + | & |z Search Q

Enabled Name Device Tag Comment Update Time Action
v 4x01Max5000 Modbus_TCP_Device MTCP_4x01 401 Max > 5000 2018-03-01 10:27:01
v 4x02min1000 Modbus_TCP_Device MTCP_4x02 4x02 Min < 1000 2018-03-01 10-27:01
+  4x03Change4000 Modbus_TCP_Device MTCP_4x03 4x03 =! 4000 2018-03-01 10:27:01
Vv 4X04Max2500 Modbus TCP_Device MTCP_4x04 4x04 Max > 2500 2018-03-01 10:27:01
Go Back
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2.2.5 Tools Management

OAccess “Tools Management” tab and ®select “Delta CNC” as the desired device from the drop-down list, then ®click on
*+ {0 add tools. With the parameter setting shown “Add Tool”on the right of the page, users can choose or input desired

parameters.

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes”. If the input value does
not follow the system rule, a red color frame will appear to indicate as an error.

Device: Delta CNC

Parameters Hisofry Alarm

Dashboard Programs

Triggers Tools Management Maintanence

©

Device : De\taCNC@) v + @ z

Tags

DIALiInk

2 .
& Overview

1D Type Used Time (m)  Life Time (m) Used Count  Life Count Feed Rate  Spindle Speed

Schedules

No Results

® Add Tool

ID* 1

1

Type

Life Time (m)*

Life Count*

Feed Rate

Spindle Speed

Work Material

Material

Diameter

Length

Supplier

Contact

Phone

Comment

cancel
By clicking on , users can add tool alarm conditions, choosing desired alarm actions (send E-mails, SMS, Line or

WeChat) according to different conditions. The account information of recipients must be configured on Line Setting and
WeChat setting tab pages before you select the desired recipient from the drop-down list, while you are allowed to
configure sending notification emails to multiple recipients.
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For condition setting, you can choose whether the used time should be longer than the life time, or whether the used
count is greater than the life count. No matter how long the tool has been used, it would be counted once for such period
of used time. Also, you are allowed to configure sending notifications when a certain percentage of .the useful life is
reached so that maintenance and repair works can be undertaken in advance.

Tool Alarm Setting x

® Reset used time and count to zero

To make the used time or the used count back to zero, go to ® Tool Management tab page and click on a blank area in the

Used Time (m) > Life Time (m)

[ ( Used Time (m) / Life Time (m) ) = %
Used Count > Life Count

[ (Used Count / Life Count ) > %

E-mail EEnabled

E-mail = Select -

sms Eenablied

Phone Number

Line EEnanied

Name A

WeChat EEnabled

Name v

row of the desired tool @, then click ® Used Time (m) Reset or @Used Count Reset.

Tool Detail

Type A
Used Time (m)

Life Time (m) 2
Used Count

Life Count 3
Feed Rate

Spindle Speed
Work Material
Material

Diameter

Length

Supplier

Contact

Phone

Comment

Update Time 2021-10-12 15:25:24

Used Time (m) Reset Used Count Reset

© ©

&
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2.2.6 Maintanence

Users can specify the default frequency or a certain timing with which notification of equipment maintanence are sent to

associated persons by emails or SMS. Refer to Section 2.3 for more details on frequencies.

O Access “Maintanence” tab and @ switch devices from the drop-down list, then ©vciick * to add maintanence
information. With the parameter setting shown “Add Maintanence”on the right of the page, users can choose or input

desired parameters.

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes”. If the input value does
not follow the system rule, a red color frame will appear to indicate as an error.

A NELTA Device: Delta CNC

Maintanence Programs Parameters Hisotry Alarm

Dashboard

Tools Management

(3)

+ @

Tags Triggers

DIALiInk

Device : 'W‘
Delta CNC
DeltaDVP
Schedules Edge Computing

Func Oi

@ Events Modbus1

2 .
[ Overview

Supplier Contact Phone Specifications

Enabled

No Results
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® Add Maintanence

You can add information of new devices and decide whether to enable notification as well as configuring a
certain frequency (second/ hour/ day) or timing (Weekday/ time) to send a notification via E-mail (Multiple
email recipients can be set.), Line or WeChat.

Add Maintenance

Name*
Supplier
Contact
Phone

Specifications
Comment

Enable Notification

OFF

Type

Frequency*

Every 1 Second ~

BRecipient Mail

CET. Add Maintenance

Content Type
Frequency
Day of Week*

Sun Mon Tue | Wed Thu Fri Sat

Esms setting Time*
Phone Number®
12 : 00 PM
Content ERecipient Mail
BlIl-EMAIL Andy-EMAIL -
Content

EsMS Setting
Phone Number®

BLine Setting
Name”

Content Content

BLine Setting
Name*

BweChat Setting

Name*

Content

EwecChat Setting

Name*

Content

Content
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2.2.7 Programs

After DIALink successfully connects to CNC controller, users can upload E (from the controller to your PC), download
* (from your PC to the controller), edit and delete E programs in the file list shown on the “Programs” tab.

Device: Delta CNC

7 Dashboard ~ Tags  Triggers  ToolsManagement  Maintanence  Programs  Parameters  Hisolry Alarm
DIALink
a Device : | Delta CNC v & & Search Q
¥ Overview
L] Name Size(Byte) Comment Execution Time (m) Download Time Description Action
Schedules
O_MACRO & 2014107102 14:17:02 = S 5
i DEFAULTNC 3 2016/03/28 13:03:56 - - - [+] o] ®]
Queries R 16 2019/09/02 02:11:56 - - - (2] ] ]
Showing 1to 4 of 4 entries '
Go Back

Monitoring

Settings

v1.20.7312

© 2017 Delta Electronics, Inc.
All Rights Reserved

Click to edit programs on your PC, clicking “Save changes” to download programs from the PC to the controller. By
clicking “Save As”, program files would be uploaded to your PC.

Edit Program

Name: TT

G80

M03 S1000

GO01 X100. F20000.0
Y20. Z20.
X-100.

Y-20. Z-20.
X0Y0ZO
X10.Y10.Z10.

M30
M99

In case that there’s an additional storage device in CNC system, NC program in the device may be possibly not able to be
read. It is sure that the system could not read-write FANUC program, while DELTA CNC can be read-write successfully.
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2.2.8 Parameters
Parameters managed on “Tools Management” tab can be displayed on this page and configured in DIALink.

O Access “Parameters” tab and @ select “Delta CNC” as the desired device from the drop-down list. Compensation

parameters of cutter in the controller are displayed and able to be revised a single time after users finish editing and click
on the “Write” button.

Tags Triggers Tools Management Maintanence Programs Parameters— Hisolry Alarm
Device :  Delta CNG @) v | o tee | @

Id Length Life Radius WearLength WearRadius
d 3.4 3 22 1.1 5.5

2 12 2 32 42 5.2

3 1.3 -3 33 4.3 5.3

4 -1.4 -3 -3.4 -4.4 -5.4

5 5 0 0 0 0

2.2.9 History Alarm

O Access “History Alarm” tab and @ sclect “Delta CNC” as the desired device from the drop-down list. The alarm history
of the equipments would be presented in a list. Up to 20 event messages can be shown on one page.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
Device Delta CNC 0 v fsd Q
Alarm Time Message

2019-12-19 21:57:42 User defined Alarm

2019-12-19 21:57:26 EXECUTE HOME RETURN

2019-12-19 21:57:18 User defined Alarm

2019-12-19 21:57:00 EXECUTE HOME RETURN

2019-12-05 21:50:57 EXECUTE HOME RETURN
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2.2.10 Setting Device

To access the device setting page, O choose Overview function and @ click on the upper right of the page.

a Q@0

A AELTA Overview
)
- DIALink-Test Line
DIALink
Delta CNC = Modbus1 =o DeltaDVP
Overview @) ID: 4 ID:5 ID:6
Main Program : -— Protocol : TCP/IP Protecol : TCP/IP
B Tool Nnumber : — #WMocibus 1 adress : 127.00.1 PLC  ipaddress : 192.168.1.11
Part Count : -— Port : 502 Port : 502
Events
Queries
Func 0i L Edge Computing —
Alarms D7
Main Program : 01234
——o ID: 1
Monitoring Tool Nnumber : 0 JEnes
m Part Count : 110535
Settings

V1207312
© 2017 Delta Electronics, Inc.
All Rights Reserved

Access “Settings” tab and you can modify node name and scan time. The default scan time is 300ms which refers to the
time for collecting tag information via polling devices. The minimum setting value can be set to 100ms. However, some
desired scan interval may not be able to be reached since the performance for read-write access would be affected by
equipment efficiency, speed of the internet or the serial port.

A MELTA Node: DIALink-Test Line

Devices  Sefiings  Registration

DIALink

Node Narne DIALink-Test Line

Overview

Schedules [ ScanTime 300 [

Save changes
Events

Queries

Go Back

Alarms

Monitoring

Settings

v1.20.732
© 2017 Delta Electronics, Inc.
All Rights Reserved
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Click “Registration” tab and type in valid PLC Registration key to access data successfully.

A NELTA Node: DIALink-01

Devices Settings Registration

DIALink

i PLC Registration
Overview

Authentication Key FYI41464871TVTUU
Schedules

Registration Key Register to open the PLC function
Events

Alarms

Go Back

Monitoring

v 1.1.11.7321 Dev
‘© 2017 Delta Electronics, Inc.
All Rights Reserved

2.3 Schedules

Users can select @ “Schedule” from the function list and choose either fixed Fregency or specific Timing types to alert
users of scheduling setup via E-mail, SMS, LINE, WeChat, WriteTagor or Webhook.

To add schedules, @ciick * and an “Add Schedule” dialog box will appear on the right side of the screen. Users can
choose schedule types with fixed Fregency and specific Timing. For Bind Events, users can select either “+ From
Existing” or “+ Add Events” to choose the specific action. See section 2.4 for more detail. To edit a trigger tag or delete
multiple trigger tags, please refer to previous chapters introducing Overview and Tag Setting on the device.

Search
Enabled Comment Update Time Action

Overview No Results

: Schedulesg)

Events

Queries

Monitoring

Settings

v 1207312
©2017 Delta Electronies, Inc.
All Rights Ressrved

Frequency: Choose a time interval among the following units: seconds, minutes, hours and days.

Timing: Choose one or multiple days of the week to trigger the timing schedule.
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® Add Frequency Schedule ® Add Timing Schedule
Add Schedule 2 Add Schedule x
Enabled Enabled
Name* Name*
Type Type
Frequency*® Day of Week*
Every Second ~ Sun | Mon | Tue @ Wed Thu | Fri | Sat
Comment Time*
Comment
4
Bind Events
#
+ From Existing + Add Event Bind Events

+ From Existing  + Add Event

2.4 Events

Users can oselect “Events” from the function list and choose to alert users with certain conditions via E-mail, SMS, LINE,
WeChat, WriteTagor or Webhook. Before using E-mail, SMS, LINE and WeChat, please complete parameter inputs by
selecting Settings > Notification > E-mail Setting/ SMS Setting as well as activating LINE/ WeChat Setting by selecting
Settings > Notification > Line Setting/ WeChat Setting.

To add events, @ ciick * and an “Add Events’ dialog box will appear on the right side of the screen. All items marked
with an asterisk (*) need to be completed. When finished, click “Save changes” button at the bottom of the page. If the
input value does not follow to the system rule, a red color frame will appear to indicate as an error. To edit an event or
delete multiple events, please refer to previous chapters introducing Overview and Tag Setting on the device.

Events

+ G Search

Enabled Comment Trigger Schedule Update Time Action

DIALink

Overview No Results

Schedules

? Events 9)

Alarms
Monitoring

Settings

v 1.0.32.6626
@ 2017 Delta Electronics, Inc.
All Rights Reserved
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® Add Event and Action

Add Event t 4

Event

Enabled

Name*
Comment

Condition ¥

BIED - - [> 2] <|[s|[a0] or

Action List

+ Add Action

The settings for Condition is not crucial, but users can add operators and statements from left to right in the dialog box to
setup additional tags or constants in order to meet specific conditions.

Icon Description Order of Precedence
Device tag 0
m Constant 0
== Equal to 3
I= Not equal to 3
= Greater than 2
E Greater than or equal to 2
= Less than 2
= Less than or equal to 2
AND AND (logical operator) 4
OR OR (logical operator) 4
Small brackets 1

To pick tags for additional conditions, click the Condition checkbox and choose option and select desired
statements for one or more added devices and then click OK to complete the setup.
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® Event Tag Picker — Select Device

Event Tag Picker — Select Device Node

Tag Picker

Node:

)

DIALink-Test Line ‘

Cancel

® Event Tag Picker — Add Selected Tag

Tag Picker

Node: DIALink-Test Line

All device
Delta CNC
DeltaDVP

Edge Computing

Func 0Oi
Modbus1

Selected:

< Node

_ All device @J v | Search

Tag Picker

All device

ActSpindle
WorkRate
WorkBusyRate
WorkldleRate

Selected:

ActFeed x

€< Node

m Cancel

Node: DIALink-Test Line

WorkAlarmRate

¥ | Search

ADD

OERS

4

ADD

gm Cancel

Enter a constant by choosing |

) Enter Constant Value

| option and click OK when complete.

gm Cancel

The selected items in the Conditions dialog box cannot be typed or deleted via keyboard, but can be deleted via a single
click of mouse. Left-click the mouse to drag the selected item to the desired position as shown in the image below: An
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event is triggered when MRTU_4x01 tag value is greater than 1000 and MTCP_4x02 tag value is less than 500.
Furthermore, you are allowed to move or delete multiple condition items.

® Example of Add Conditions

Condition ¥
[ =||k||>||z||<||=||AND||OR

MRTU_4x01 > 1 AND MTCP_4x02 <

Click “+Add Action” and a dialog box will appear on the right side of the screen for users to choose actions including
E-mail, SMS, LINE, WeChat, WriteTagor or Webhook. Multiple actions can be selected in the Action List, while multiple

recipients can only be set for E-mail type action. After completed the settings on Event and Action, click “Save Changes”
accordingly.

The Device ID and Tag ID programming language {{devicelD|tagID}} can be used in the Action content, To find the Device
and Tag ID, users can choose the added Device/Tag box from the Overview page and view the selected device/tag
information, i.e. Device/Tag ID to appear on the right side of the screen.

Note:

Refer to 2.8.5 and Appendix B.1 for the setting of LINE and creating account for Notify.

Refer to 2.8.6 and Appendix B.2 for the setting of WeChat and WeChat official account application.

® Device Detail ® Tag Detail
Device Detail Tag Detail x

[io 657 |

Interface ID GG
Name Delta CNC
Type CNC

Name Abs_X
Type position
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® Add Action- E-mail ® Add Action- SMS

Action Action

Enabled Enabled

Ex (o

Name* Name*
EVT_MAIL —

Comment Comment
000 sent SMS

SMS | Webhook | LINE | WriteTag E-mail m Webhook ~ LINE  WriteTag
WeChat WeChat

E-mail*

Phone Number*

BIlI-EMAIL Andy-EMAIL - 0988000111

Content Content

Change Notify MTCP 4x01:{{1/141}}
MTCP 4x01:{{1/142}}

® Add Action- Webhook ® Add Action- WeChat
Action Action
Enabled Enabled
Name* Name*
sent Webhook wechat
Comment Comment

sent Webhook
Type

E-mail SMS | Webhook LINE  WriteTag
E-mail SMS QRWEWL GG LINE & \WriteTag

WeChat
WeChat

Type

Name*
URL*
wechat v
POST ~  https:/apl.github.com/repos/octocat/Hell
Content

Content wechat message

MTCP_4x01:{{1]141}}
MTCP_4x01:{{1]142}}
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® Add Action- Line

Action

Enabled

Name*

sent LINE

Comment

sent LINE

Type

E-mail SMS  Webhook QRELN=EE \WriteTag

WeChat

Name*

DIALink

Content

MTCP_4x01:{{1]141}}
MTCP_4x01:{{1]142}}

Cancel

[ J Add Events and Multiple Tasks

Add Event

Event

® Add Action- WriteTag

Action

Enabled

Name*

sent WriteTag

Comment

sent WriteTag

Type

E-mail | SMS | Webhook | LINE RRYHEIED]

WeChat

Device*

MODBUS TCP

Tag*

MTCP_4x01

Value*

‘ 999

Enabled
Name™

sent event

Comment

Condition ¥

Action List
[E-mail] sent mail
[SMS] sent SMS
Webhookl sent Webhaok

+ Add Action

Cancel
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2.5 Queries

Displays the records of devices’ status in different time periods according to the filter selection. With real-time updates, a

new record would be created when the status changes.

Queries
Filter :  DIALink Test Line v | Defta CNG v || an v| 2020-01-1500:00  -| 202001-2223:59 | GO
Overview
Status Start Time End Time
Schedules | DLE | 2020-01-20 08:18:38 2020-01-20 16:02:11
| iDLE | 2020-01-16 12:30:08 2020-01-20 08:18:38
Events
2020-01-16 12:30:06 2020-01-16 12:30:08
Susrion | iDLE | 2020-01-15 09:35:05 2020-01-16 12:30:06
2020-01-15 09:35:03 2020-01-15 09:35:05
Alarms | iDLE | 2020-01-15 03:67:20 2020-01-15 09:35:03
i 2020-01-15 03:57:18 2020-01-15 03:57:20
Monitoring
[ DLE | 2020-01-15 01:22:40 2020-01-15 03:57:18
Settings 2020-01-15 01:22:38 2020-01-15 01:22:40
Showing 1 to 9 of 9 entries

v1.20.7312
© 2017 Delta Electronics, Inc.
All Rights Reserved

2.6 Alarms

The Alarm page lists out all the events occurred in the DIALink system, which are categorized into four types including
Node, Device, Tag and System. Users can screen alarm messages via time and level while a page can display up to 10
alarm messages.

Alarms
Al Node Device Tag  System
Filter :  2020-01-1315:00 - 2020-01-14 23:59 AllLevel v| GO Q
Overview
Type  Level Message Node Device Tag  Alarm Time Confirm Time
Schedules System MQTT connection success broker:127.0.0.1 2020-01-14 09:08:42
System  [IIE) Connect to MQTT broker success 2020-01-14 08:08:42
Events
system  [CER setting:RecordSaveAll=0 2020-01-14 08:08:42
Queries system [ seiting:RecordRate=1000 2020-01-14 08:08:42
System MQTT connection success broker:127.0.0.1 2020-01-13 17:29:24
Alarms
System Connect to MQTT broker success 2020-01-13 17:29:24
Monitoring System selling:RecordSaveAll=0 2020-01-13 17:29:24
System [0 setting:RecordRate=1000 2020-01-13 17:29:24
Settings
Node  ([EEID Connection Lost! DIALInk-Test Line 2020-01-13 17:19:55
Node  ([EEETD Connection Lost! DIALink-Test Line 2020-01-13 17:18:56
Showing 1 1o 10 of 36 entries 2 3 4 |

v1.20.7312
© 2017 Delta Electronics, inc.

Al Rights Reserved
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2.7 Monitoring

The page displays the system’s CPU, memory and disk usage. Also, DIALink services status are provided for users to
identify any service error. Under normal operation, a green tick icon is displayed for the service with the service version
number underneath. For inactivated services, a red cross icon is displayed with status as “Not Started” shown below.
When the service is running, a gray cycle diagram appears with status as “Checking” shown below. If all services are
inactivated, please re-activate DIALink Service by following the route: Windows > Tool Manager> Service page.

Monitoring

[T

Disk Usage

DIALink

(C;) TiToBIfeeoioasca
q Overview y B ——

5.2% . 53.91% (D) 88708 freeof aT20E :

hei o 100 O —

Schedules

Events

MQTT Broker WebAPI Data Collector Data Aggregation
©) © @ @
V1414 ¥1.1.4.7251 V1.1.8.7200 V1.17.7251
Alarms
I Management Notification Modbus Slave Data Upload
Monitoring
c Settings @ @ @ @
V1.1.3.7251 V1.1.0.7065 V1.1.0.7052 V1.2.0.7300
Database

Running

V1207312
© 2017 Delta Electronics, Inc.
Al Rights Reserved

If service item, i.e. Data Collector status shows “Not Started” as above and is identified by the system to be illegaly
authorized, users can check if the usb dongle is properly attached to the host computer. As for Database, if “not started”,
check SQL Server to ensure the service is properly executed.
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2.8 Settings

The Settings contain seven tabs including General, Notification, Network settings, Job Shift Management, LINE Setting,
WeChat Setting, E-mail Setting and Modbus Slave for users to setup required parameters.

Settings

General Notification Network Job Shift Management Line Setting WeChat Setting E-mail Setting Modbus Slave

Collection Setting

Overview
MQTT Broker IP 127.0.0.1
Schedules
Store Historical Data Archive by Monthly v
Events
Keep Historical Data 8
(days)
Queries
Record Rate (ms) 5000
LTS Record Type Change v
Monitoring
) 3rd Party Data Interface
Settings
Type Webhook ~ MQTT = PC
Enable Data Upload OFF
Edge Computing Setting
Missing Value Null v
Move Frequency 3

v 1.4.0.0 BETAS
© 2017 Delta Electronics, Inc.
All Rights Reserved

Madhiie Slous Qottina

2.8.1 General Setting

On General Setting page, users can setup MQTT Broker IP, historical data storage, its record rate (ms) and record type,

then click “Save Changes” when completed.

Note:
By default, historical data save would be set as disabled. Users should make sure there is enough disc space before

enable archiving. You can choose between many options to archive historical data- “Archive by Daily”, “Archive by
Monthly”, “Archive all”. The previous two options are for users who need to develop software and want data to be archived

by days or months, while others can directly choose “Archive all” to store data.

Tag data can be stored based on customer’s need with different record types: choose “Change” to store data when tag
values change, while “interval” is used for storing data according to record rate. “Keep Historical Data (Days)” determines

data deletion period which would be enabled only if “Store Historical Data” is not set to No Save.
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General Motification MNetwork Job Shift Management Line Setting WeChat Setting E-mail Setting Modbus Slave

Collection Setting

MQTT Eroker IP 127.0.0.1

Store Historical Data Archive by Monthly

[*2]

Keep Historical Data (days)
Record Rate (ms) 5000

Record Type Change

With the additional module “Data Upload” which can be seen on the “Monitoring” Page, collected data from devices can
be shared with third-party system via posting Json data to Web API, as long as the data streaming function is enabled on
3 Party Data Interface setting page under General Setting. Cloud loT, Webhook, MQTT and PC types are currently
supported.

° [Cloud 10T])

Go to “Cloud loT” tab page and click the upload button to open the parameter settings. Currently, only Azure cloud service
is supported. Tags would be uploaded to Azure cloud after entering information from IoT Hub and collection interval (ms).
Also, if “Transmission Log” is checked, you can view the upload history via DIAL_iotHubLog file, which contains
information of all the tags uploaded in every minute. In case that the collection interval is set to 20000ms, three records
would be made in every miute and the time interval would be 20 seconds between records. The record data would be kept
only for five days. Any failure of data transmission to Azure would be recorded in the database as well. When transmission
is back to normal, the data transmission would be ongoing and continue the upload from where it stopped last time.

A guide to Microsoft Azure loT connection:

Enter Microsoft Azure and go to loT Hub from homepage and you can see the list of all available 1oT hubs. Then choose
the target loT Hub to use.

L Search resources, services, and docs (G+/) Q a @delta...
DELTA ELECTRONICS, INC_ (DELT...

Home

loTHub » - P
Delta Electronics, Inc. (Delta0365.0nmicrosoft.com)

- Create 43 Manage view () Refresh L Export to CSV 5 Open query & Feadback

Filter for any field... Subscription == all Resource group == all Location == all +7 Add filter
Showing 1to 1 of 1 records. No grouping ~ ‘ ‘ List view v
|:| MName T Type Ty Resource group Ty Location Ty Subscription Ty
|:| ;_3‘-.' sgmsaeciothub loT Hub RG-IT-TEST-EnergyCloud Southeast Asia Corp IT
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The hostname on the right side of the 1oT Hub screen is the URL to upload.

Home > loT Hub >

» I:3‘,".'5gmsaeciothub # o X

loT Hub

E h (Ch “« > Move v i Delete 'T_) Refresh Rj Feedback

N Overview / Essentials JSON View
B Activity log Resource group (Move) : RG-IT-TEST-EnergyCloud Hostname | I 7 \re-devices.net
Ay Access control (1AM) Status 1 Active Pricing and scale tier 51 - Standard
Current location : Southeast Asia Number of 10T Hub units : 1
¢ Tags
ﬂ Subscription (Move) s Corp T Device streams (preview) : https://sg-001.southeastasia-001.streams.azure-de...
Diagnose and solve preblems ” A :
Subscription ID . b4cff6a-38c4-1aec-9335-b4534d03339 Device streams documentation
Events
Tags (Edit) 1 Main_Owner_User : IVAN.LAI Service : IABG DIAEnergie Main_Owner_Department : 00200000 CostCenter : 00200000 ~ More (4)

@ Pricing and scale

Usage Get started
Device management

# Devices Show data for last: (1 Hour 6 Haurs 12 Hours 7Days 30 Days )

& 0T Edge

& configurations

»
I loT Hub Usage Number of messages used /@
@ Updates
100
B Queries a0
= Messages used today: 0 20
Hub settings

@ Built-in endnaints 2 Dailv messages gupta- 400000 0

Add devices to create a connection and receive data. The authentication type of the newly-added device should be set to
corresponding key so as to enable the device.

Home » loT Hub > sgmsaeciothub

» {if sgmsaeciothub | Devices » - b
1oT Hub

ch (Ct

« View, create, delete, and update devices in your loT Hub.

L Ovenview Device name

@ Activity log
e Access control (1AM) 7 Find using a query
€ Tags
2 Diagnose and solve problems
Events Device ID status Last Status Update Authentication Type Cloud to Devi...
€ Pricing and scale
test309 Enzbled - CertificateAuthority 0
Device management
devlink Enabled - Sas 0
& 10T Edge test3 Enabled - CertificateAuthority 0
Configurati :
& Configurstions test2 Enabled - CertificateAuthority 0
@ Updates
devo1 Enabled - Sas 0
B queries
Hub settings
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Home > IoT Hub > sgmsaeciothub >

A Create a device
19

o Find Certified for Azure loT devices in the Device Catalog

Device ID* @

‘ The ID of the new device

Authentication type @
‘:: BN UHET %500 Self-Signed X509 CA Signed :\

Auto-generate keys (@

Connect this device to an loT hub ©
\.m Disable :.\
Parent device @

No parent device
Set a parent device

Device ID and Primary Key here are same as the settings for data upload.

S search resources, services, and docs (G+/)

Home > sgmsaeciothub >

devLink = - X

sgmsaeciothub

~

save = Message to Device > Direct Method = add Module Identity

= Devicetwin S Managekeys ~ ( Refresh
| Device D @ | el I ‘ = :
| oy <o @ | | @ ‘ s
Secondary Key @ | = ‘ =
Primary Connection String @ | = ‘ ID
Secondary Cannection String () | = ‘ =

Enable connection to IoT Hub @) @ eneble () Diseble

Parent device @

Distributed Tracing (preview) @

Learn more

Module Identities Configurations

3rd Party Data Interface

ype  [RECTCICIM Webnook | MQTT | PC
Enable Data Upload (Rl |

Transmission Log [

Collection Interval(ms) 20000

Platform @ Azure loT Hub

Device ID devLink
Primary Key
loT Hub URL sgmsaeciothub.azure-devices.net
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Upload data format:

Parameter Data Type Description
nodeld String Node ID: the only ID number for each DIALink product.
deviceld Integer Device ID
deviceName String Device name
tagld Integer Tag ID
tagName String Tag name
result String Tag value
updateTime Datetime (UTC) When to obtain values
{
"nodeId": "cbbe7470100940d4877c9=37359d6036",
"deviceId": 360,
"deviceNams": "DVP",
"tagId": 55287,
I'tagNa_me" : " lDDS",I
"result": "S55",
["updateTime" : "2021-12-10T04:28:08 .]349208?‘2."
b
{
"nodeId": "cbbe7470100940d4877c9=37359d6036",
"deviceId": 360,
"deviceNames": "DVE",
"tagId": 552895,
I"tagNa_me" : " lDDS"
"result": "EEM,
["updateTime" : "2021-12-10T04:28:08 .F492DS?‘Z."
b
{
"nodeId": "cbbe7470100940d4877c9=37359d6036",
"deviceId": 360,
"deviceNames": "DVE",
"result": "7TV,
|"updateTime": "2021-12-10T04:28:08 §34520872"
1

JrekErk gops o1 SelectToplRows A ATIESIE  wwwwewy

=ISELECT TOF (1000) [id]

C[data]

,[status]

L [message]

 [updateTime]

FROM [DIALinkDataCenter].[dbe]. [DIAL ictHubLog]
00 % -
HHER e
il data status message  vupdateTime

20 20 [{"nodeld":"chbe747010094044577c0e37350d6036", ... 2021-12-10 12:05:01 327
0 30 [{"nodeld":"chbe74701009404487 703735046036, ... 2021-12-10 12:06:01 337
31 3 [{"nodeld":"cbbe?470100940d4877c 23725046030, 2021-12-10 12:07:01 347
32 32 [{"nodeld":"chbe747010094044577c0e37350d6036", ... 2021-12-10 12:08:01 360
33 33 [{"nodeld":"chbe747010094044577c0e37350d6036", ... 2021-12-10 12:09:01 363
34 3 [{"nodeld":"chbe7470100940d4577c0e37350d6036", ... 2021-12-1012:10:01 .280
35 35 [{"nodeld":"cbhe7470100940d4877:0e 3735046036, ... 2021-12-1012:11:01 383
3/ 36 [{"nodeld":"chbe7470100940d4877c0e 3735046036, ... 2021-12-10 12:12:01 383
37 3 [{"nodeld":"chbe747010094044577c0e37350d6036", ... 2021-12-1012:12:01 392
38 3 [{"nodeld":"chbe747010094044577c0e37350d6036", ... 2021-12-1012:14:01 407
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° [ Webhook]

Set the Webhook URL to auto-upload device data to the third-party program via POST method and click “Save Changes”.
Users can also manually upload all the device data at one time with the Manual Synchronization buttom after the third
party fully understand the corresponding device of each tag which can be identified with Interface ID and the numerical
meaning of tags can be understood via DIALink webpage as well. With the real-time updates for value changes, the third
party must have sufficient capacity to deal with Web API being called constantly to avoid delaying processing, along with

the illusion of delayed data update.

3rd Party Data Interface

Type Cloud loT ERYEMLLISE MQTT =~ PC

Enable Data Upload OFF

Webhook URL POST | hitpfexample. URL/webhook Manual Synchronization

No. Name Description
1 Interfaceld A kind of unique identifier to identify which devices does a specific Tag belongs to.
Tag's ID, not repeatable with a single DIALink while a repeated ID may exist with multiple
2 tagld .
DIALink platforms.
3 name Tag's name
4 value Tag's value
5 updateTime The required time for accessing a value.
Example:
[
{
"interfacceId": "cbbe74701009404877c9%37359d603641",
"tagId": 6812,
"name": "Axis X",
"value": "34",
"updateTime": "2020-01-08T09:06:31.3952689+08:00"
{
"interfacceId": "cbbe74701009404877c%e37359d603641",
"tagIid": 8813,
"name": "Axis ¥",
"value®": "134",
"updateTime": "2020-01-08T09:06:31.39821686+08:00"
|
) [(MQTT]

Set MQTT Broker IP (Third-party PC’s IP address), port, user name and password, then the updated data would be
uploaded automatically via MQTT in Publish method, clicking “Save Changes” when finish configuration.

Use MQTT packets to send data, same in JSON format. Each packet is divided into two parts and contains topic, which
the format would be v1/client/GUID/tags/Device ID.

Example: v1/client/cbbe7470100940d4877c9e37359d6036/tags/41
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No. Name Description
1 GUID A GUID for communication is used to identify resources of a specific DIALink.
Tag's ID, not repeatable with a single DIALink while a repeated ID may exist with
2 tagld . .
multiple DIALink platforms.
3 Device ID Device number

Subscribe to the following topic for tag subscription.

v1/client/GUID/tags/+
Example: v1/client/cbbe7470100940d4877c9e37359d6036/tags/+

The content in the packet would also be in JSON format.

No. Name Description

1 Interfaceld A kind of unique identifier to identify which devices does a specific Tag belongs to.

2 tagld Tag's ID, not repeatable with a single DIALink while a repeated ID may exist with multiple

DIALink platforms.

3 name Tag's name

4 value Tag's value

5 updateTime | The required time for accessing a value.

Example:
[

{
"interfacceId™: "cbbe74701009404877c%e37359d603641",
"tagId": 6812,
"name": "Axis_X",
"value™: "34",
"updateTime™: "2020-01-08T09:06:31.3952689+08:00"

{
"interfacceId": "cbbe74701009404877c%e37359d603641",
"tagId": &B13,
"name": "Axis ¥Y",
"value™: "134",
"updateTime": "2020-01-08T09:06:31.3982186+08:00"

1

Since only tags with changeable variavle values would be updated by DIALink, the following topic must be published to
MQTT broker, which is a one-off instruction, for external system to obtain all tag information. After the system received the
topic with correct content, all the tag information would be sent.

v1/client/ GUID/rpc/request
Example: v1/client/cbbe7470100940d4877c9e37359d6036/rpc/request

Packet Topic
No. Name Description
1 Interfaceld A kind of unique identifier to identify which devices does a specific Tag belongs to.

Packet content

{"type":16}
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The content in the packet would also be in JSON format.

No. Name Description

1 type The value must be written as 16 for system to recognize this special instruction.

3rd Party Data Interface

Type Cloud IoT | Webhook PC

Enable Data Upload OFF
Broker IP
Port 1883
Username root
Password sesee

) Edge Computing Setting:

Missing Value: Conditions for reading Tags failed can be set as“Null” and “Previous Value” (Refer to Appendix D for
more details.)

Move Frequency: Move would be performed only when value changes under the condition that the virtual tag is set to
Move type. The move frequency is set for ensuring that values would be correctly moved after performing a specified
number of times of Move action. If the setting is 3, values would no longer be moved after being moved for 3 times. Not
until values change will the move action be performed again.

Edge Computing Setting

Missing Mull ~
Value

Move 3
Frequency

[ Modbus Slave Setting:

Enable or disable Modbus Slave feature and the Port. Click “Save Changes” when finish updating.

Modbus Slave Setting

Enabled OFF

Port 505

L] User Setting:

Change a password (case-sensitive) on behalf of a user under the condition that it's the only user account, which can be
logged in by several admins at the same time. Click “Save Changes” when finish configuration.

User Setting
Username root
Change Password

Confirm Password
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2.8.2 Notification

On notification page, E-mail, text message (SMS), Line and WeChat settings are included. When the notification is
enabled, users will receive data regarding trigger points, schedules and events or action. For SMS, users can choose

either GSM or HiNet for network setup. When setting is completed, click“Save changes”.

E-mail Setting

Enabled

Host

Port

ssL

Username

Password

Sender Mail

SMS Setting

Enabled

Type

COM Port

SIM PIN

International

Try to Init

Line Setting

Enabled

WeChat Setting

Enabled

OFF
localhost

25

example@email.com

OFF

&3 -

COMS ¥

0000

OFF
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2.8.3 Network

Users can setup the IP address for LAN 1 & 2. Users can select the current network connected to the host, the network
name [MAC Address] is displayed with default IP as 192.168.1.1 and 192.168.2.1 for products with IPC devices. When
setting is completed, click “Save changes”.

LAN 1 Setting

Interface

Type

IP Address

Subnet Mask

Default Gateway

LAN 2 Setting
Ethemet [aRSSaRame| v Interface
Static IP v Type
10.139.5.80 IP Address
255.255.255.0 Subnet Mask
Default Gateway

2.8.4 Job Shift Management

Ethernet |

Static IP

10.139.5.80

255.255.255.0

O 0n Job Shift Management tab, you can add multiple shift schedules by eclicking the ¥ icon on the above of the

page. To edit information of a line, O ciick on the sidebar. Click on ﬁ to delete a particular line. Activation

information generated based on job shift schedules would be displayed on CNC dashboard with circle chart illustrating

present work rate/ non-work rate. Please refer to section 2.2.1 for more details.

Name

Shift1

Shiftz

Shift3

General Notification

Network Job Shift Management Line Setting WecChat Setting Modbus Slave

First Shift of day Start Time
false 08:00
false 14:00
true 20:00

Showing 1 to 3 of 3 entries

End Time

14:00

20:00

08:00

Q

Action
oE0

ao

Gl

° Add/ Edit Shift Schedules:

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the
bottom of the page. If the input value does not meet the requirement, a red color frame will appear to indicate as an
error. In addition, Night-shift setting is only allowed when there’s no overlap of time slot between each shift.

Edit Shift x

Job Shift Management

Name*

Shift1
Start Time*
08 5 00
End Time*

14 : 00
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2.8.5 LINE Setting

OonLine Setting tab, you can add multiple notification settings by eclicking the ¥ icon on the above of the page. To
edit information of a line, eclick on the sidebar. Click on ﬁ to delete a particular line. If the line token has already
been used in event settings , the deletion would not be allowed.

e e

General Notification Network Job Shift Management Line Setting WeChat Setting Modbus Slave

(2)
+ @ ¢ Searc Q
Name Event Name Token Update Time Action
line3 line3 line3 2020-01-22 16:42:53 @Bu
line2 line2 line2 2020-01-22 16:42:40 i | ]
line line bxMeUUXFWolwXeTeKaviX7 2020-01-22 16:42:37 E

Showing 1 to 3 of 3 entries

° Add/ Edit Line Setting:

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the
bottom of the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as
an error. “Name” must be same as “Event Name” for applying IFTTT. Token is the key of IFTTT Webhooks which
should be updated synchronously if the key being replaced. The application method for IFTTT is in Appendix B.1.

Edit Line Setting b

Line Setting (IFTTT)

Name*

line

Event Name*

line

Token*
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2.8.6 WeChat Setting

O 0on WeChat Setting tab, you can add multiple notification settings by 9c|icking the ¥ icon on the above of the page.
To edit information of a WeChat, ©ciick on the sidebar. To be added in the notification list, you can Oclick the QR

code icon to scan with mobile devices. Click on ﬁ to delete a particular WeChat. If the WeChat you intend to delete has
already been used in event settings, the deletion would not be allowed.

L)
General Notification Network Job Shift Management Line Setting WeChat Setting E-mail Setting Modbus Slave
o)
+ @G z SE3 Q
Name Update Time Action
wechat 2020-10-29 16:02:45 BEaa
9©
Showing 1 to 1 of 1 entries

Add/ Edit WeChat Information:

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the

bottom of the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as
an error. “ApplD”, “Secret”, “Template ID” must be same as the information generated when applying for an official
account. The system will verify the inputted information when saving changes. The application guide is in Appendix

B.2.
Edit WeChat Setting x

WeChat Setting

Name*

wechat

AppID*

Secret®

Template ID*

Save changes
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2.8.7 E-mail Setting

O 0n E-mail Setting tab, you can add multiple notification settings by eclicking the ¥ icon on the above of the page.
To edit information of an e-mail, O ciick on the sidebar. Click on ﬁ to delete a particular e-mail. If the E-mail
recipient you intend to delete has already been used in event settings, the deletion would not be allowed.

General Notification Network Job Shift Management Line Setting WeChat Setting %ma\l Setting Modbus Slave

L)
+ G o Search Q
Name Recipient Mail Update Time Action
Test1 test@gmail.com 2020-10-29 16:11:53 oE0
Test2 deletehMe@gmail.com 2020-10-21 10:54:37 [ ]

Showing 1 to 2 of 2 entries

° Add/ Edit Line Setting:

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the bottom of
the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as an error.

Edit E-mail Setting x

E-mail Setting

Name™

Test1

Recipient Mail™

test@gmail.com
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2.8.8 Modbus Slave Setting

Go to “General” page and enable the feature, then configure Modbus Slave IP address and port.

Notification Network Job Shift Management Line Setting WeChat Setting E-mail Setting Modbus Slave

Collection Setting

MQTT Broker IP 127.0.0.1
Store Historical Data No Save |
Record Rate (ms) 1000
Record Type Interval -

3rd Party Data Interface

Type WG LIS MQTT | PC

Enable Data Upload ‘ OFF !

Webhook URL POST  http:/fexample.URL/webhook Manual Synchronization

Edge Computing Setting

Missing Value Null v

Modbus Slave Setting

Enabled m]

Port 505

O 0On Modbus Slave page, users can add/ edit the register where the tags locate and the data length. M ou can add

information by clicking the * icon on the above of the page, eclicking on the sidebar to edit. Click on ﬁ to
delete a particular line.

‘

General Notification Network Job Shift Management Line Setting ‘WeChat Setting E-mail Setting

=

odbus Slave

e

+ G = Search Q
Devices Name Register Data Type Data Length Action
Delta_CNG Spindle_load 4x1 FLOAT 9 (5)] & | ]
Delta_CNC Spindle_temperature 4x3 FLOAT 2 i ]
Delta_CNG OvSpindle 4x5 FLOAT 2 [ ]

Showing 1 to 3 of 3 entries
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® Add/ Edit Modbus Slave Information:
@ Click to add one or more lines.

@ Input register address ( 1~65535) and data length. Then click next to Tag.

© Click “ADD” to create one or more lines. When finished, click “Save changes” button.

All items marked with an asterisk (*) need to be completed. When finished, click “Save changes” button at the bottom of
the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as an error. For
more details of higher-level systems (MES, SCADA...), please refer to appendix A.

General  Noification ~ Network  Job Shift Management ~ Line Setting ~ WeChat Setting ~ E-mail Setting  Modbus Slave (el [els[elTERSIE\] L Tag Picker

©) :
S Modbus Slave Setting
+ @ o Node: DESKTOP-006UEQQ
Register (1-65535)" T
Devices Name Register Datz Delta_CNC Searct
First Address | 1
Delta_CNC Spindle_load 4x1 FLO Seindictioad o
Register Type Spindle_speed =4 ADD
Delta_CNC Spindle_temperature 4x3 FLO
Output Register AQ (4xxxx) Spindle_temperature: ADD
Delta_CNC OvSpindie 4x5 FLO
. | [Oveed
Tag + @)
- OvsSpindie ADD
Showing 1 10 3 of 3 entries — [ |
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3.1 Overview

An API( Application Programming Interface )features certain definitions, communication protocols and ports for
building software and applications. To put it in simple terms, the API provides programmers access to specific

methods or functions.

The Web APl is created over the web by using different languages such as Java, .Net etc that can retrieve
information via HTTP protocol. Most commonly-used Web API for example, Google APIls, Facebook APIs
provide users the to achieve the same log in function as Google Map or Facebook for their own programs or

webpage.

DIALINK Web API follows the REST web API structure. The REST is a web method used to transfer data
between servers and computers. Unlike using complicated services like CORBA, SOAP and WPF, the method
adopts a simple transmission mechanism using HTTP that fulfills the structure and five RESTful Web API

characteristics.

® Uniform Interface: A function of REST APl is known as a resource. Every resource has a set of independent

URI that can execute data exchange and communication via standard HTTP interface.

@ Stateless: Client transaction and information are not stored in the server, meaning no sessions are recorded.

Therefore, each resource is independent and not mutually connected or influenced.

® Cacheable: The REST API defines whether a resource response content for clients are cacheable, or not, to

optimize overall performance.

® Client-Server: The uniform interface separates client from servers. Data storage remains to each server, so
clients are not concerned with data storage. In addition, servers are not concerned about the user interface

or screen images, so clients and servers can be more scalable and easy to maintain.

® Layered System: With different layers of control, a client cannot tell whether it is directly connected to the

end server, or to an intermediary server. But, it can identify whether or not an API resource is obtained.

The use of REST resources define the interface (verbs and content types) and identifiers (nouns).

Identifiers
(http://127.0.0.1/api/v1)

Verbs Content types
(POST, GET) (HTML, XML, JSON)
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The above triangle diagram shows that the REST resource contains these three major items. It is important to

know these items regarding the resource before implementing any data exchange.

DIALink Web API uses four verbs; the first one is “GET” which is to retrieve or read data, next is “PUT” which is
to update or replace data, the third one is “POST” which is to create new resource or records and the last one is

“DELETE” which is to delete records.

DIALink provides DIALink Web API. Users only need to follow the required parameters on API to obtain their
desired data, so that they can produce a report or data analysis to meet their own demands. Therefore, the

following chapters will introduce the use of DIALink Web API and provide important examples.
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3.2 API Document

After logging in DIALInk, click @) on the upper right corner and choose APl Document as shown below.

s ofo]
y

& User Manual

LAAETA  overview

© About DIALINk

Localhost

DIALiInk

After that you can see the Swagger page. Click any item on the page, for example Auth \ POST to have more

information shown.

+} swagger http:/#127 0.0 1/swaggersy 1/swagger json Authorize DI,

DIALIink WebAPI v1

Alarms ShowiHide | List Operations | Expand Operations
Auth ShowHide | List Operations | Expand Operations
Devices ShowsHide | List Operations | Expand Operations

More information appears as shown below.

Alarms ShowHide | List Operations | Expand Operations
Auth ShowHide  List Operations  Expand Operations
fapifv Trauthilogin “arify the idantity and issua a token
Parameters
Parameter Walue Description Parameter Type  Data Type
Username | | Usemarme farmData string
Password | | FPazsword farmData string

Response WMessages
HTTP Status Code Reaszon Response Maodel Headers

el Success

el /apifvi/auth/login shown on the left corner indicates the HTTP method used in the API. The POST

here is used as a verb and the noun follows the verb is the URI address. A complete URI requires an IP
address or Domain to save an API. The section contains two parameter settings, parameter types is formData

and data type is string.
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Parameters
Parameter Value Description Parameter Type Data Type
Username User Name formData string
Password Password formData string

The Response Message section displays HTTP status code and other information. The Username and

Password are setup to log in DIALink. Click “Try it out!” and more information is shown.

fapiffauthflogin Werify the identity and issue a token
Parameters
Pararneter alue Description Farameter Type  Data Type
Username root Username formData string
Password admin Passwaord formData string

Response Wessages

HTTP Status Code Reasan Response Model Headers
209 Success
Try it outl
Cur
curl - POST --header “Content-Type: application/x-wwu-form-urlencoded® --header ‘Accept: application/json’ -d “Username=roct&Passwol
3
Request URL

http://127.@.@.1/api /vl fauth/login

Request Headers
{1

Response Body

{

"access_token": “eylhbaciOilIUzIINIISINRSCCIEIkpMYCID, eyl zdUIi0ilyb29@IiwianRpI]oitmyvhy JHSY 2VaeN T Az NDAMZWI00Q ZHT Y4y Hw 2GE2MDe il
“expires_in™: 43202

i

Response Code

208

Response Headers

g

access-control-allow-origin™: "http://127.@.@.1",
“date": “"Fri, 22 Dec 2017 @6:37:54 GHT",

Origin®™,
“transfer-encoding™: "chunked™,
“content-type™: “application/json; charset=utf-8"
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When a resource of DIALink Web API is identified as 2xx in the Response Code, the execution is a success. In

addition, JSON data type is used to deliver the content shown in the Response Body.

Since RESTful API has a stateless characteristic, authentication/authorization is a problem. Among all the
current solutions, one simple and secure way is called the JWT. What is JWT? The JWT stands for JSON Web
Token. Information are digitally signed and verified via using the JSON objects, therefore JWT can be viewed
as signed tokens for verification and securely transmitting information between two clients. Below is a

successful sequence diagram for JWT verification:

Browser Server

Account Login :

Create JWT
Return JWT

Use JWT and execute resource of API

Check JWT whether
is correct

Execute request
Return result

i
|
a
<
i
|
|
|
a
<
|
|

First, log in by using the username and account. Then, the server will create a set of JWT object to send back
to the browser. After obtaining the JWT, use the JWT to execute resource of API and place it in the HTTP

Header for verification. However, if verification fails, the requested resource is restricted (Status Code: 401).

On the Swagger page, when there is an asterisk (*) mark next to an API description (see below) means
authentication is required. Please refer to section 3.3 example. After the token is obtained from the auth / login

resource, save it in the HTTP header " Authorization " column.

GE {apiivi/devices Get all the device list
18 /apiiv1/devices Add a new devi :

/apiivi/devices/{devicelDs} Delete one or multiple de‘uiceﬂ

HEH

ol /api/vi/devices/{devicelDs} Get one or multiple device data

fapiivi/devices/{devicel D} Update a device :;tﬂ
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3.3 Programming Models

The section introduces on how to use the DIALink Web API resource and use C# programming as
an example. The first example is a commonly used Get method.

Devices Show/Hide  List Operations = Expand Operations
/apilv1/devices Get all the device list

Response Class (Status 200)
Success

Example Value

"deviceld": @,

“guid”: “"string”,

“did": @,

“name”: "string”,

"ip": "string",

"port": @,

"station": "string",

“serverName": "string”,

e e a

Response Content Type | text/plain v
Parameters
Parameter Value Description Parameter Type Data Type
guid [Optional] Specific guid query string
Try it out!

The screen image above shows the Get method used in the API resource: the URI is “/api/vl/devices",
the success status code is 200 and the response content is in JSON format. For complete data
access, please install “Newtonsoft.Json” via NuGet to obtain the following programming codes
(.NET Framework 4.5 or above):

string sURL = "http://127.0.0.1/api/v1/devices";
using (var client = new HttpClient())
{
HttpResponseMessage response = client.GetAsync(sURL).Result; // use GET method
if (response.IsSuccessStatusCode) // determine success status code as 2xx
{
string strjson = response.Content.ReadAsStringAsync().Result; // read response content
dynamic items = JsonConvert.DeserializeObject(strjson); // convert JSON to object
foreach (var item in items)
{
string guid = item["guid"]; // get guid

// get other column
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HTTP methods including POST, PUT and DELETE in most of DIALink Web APIls need to be authorized before
use. Thus, it is crucial to obtain authorization first. However, if global authentication is enabled (See appendix

H), all the Web APIls would require authorization before any action. See the image of the Web API resource

login below.
Auth Show/Hide  List Operations = Expand Operations
/apifvifauth/login Verify the identity and issue a token
Parameters
Parameter Value Description Parameter Type Data Type
Username User Name formData string
Password Password formData string

Response Messages

HTTP Status Code Reason Response Model Headers
208 Success
Try it out!

The API resource image above shows the POST method, URI, two query strings and the success status code
is 200. By gathering these information, authorized codes can be achieved through the programming codes

shown below:

string authorizationToke = "";
string sURL = "http://127.0.0.1/api/v1/auth/login";

using (var client = new HttpClient())

var formContent = new FormUrlEncodedContent(new[] { new KeyValuePair<string, string>("Username", "root"),

new KeyValuePair<string, string>("Password", "admin") }); // username and password
HttpResponseMessage response = client.PostAsync(sURL, formContent).Result; // use POST method

if (response.lsSuccessStatusCode)

{
string strjson = response.Content.ReadAsStringAsync().Result;
dynamic item = JsonConvert.DeserializeObject(strjson);
authorizationToke = item["access_token"]; // get access_token
int expired = Convert.Tolnt32(item["expires_in"]); // expiration time
}
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The item in the programming code can obtain “access_token” and the token is regarded as a required
authorization code for Web API. When an access_token is obtained, an expiration time (expires_in, unit: sec) is
also obtained. However, if a token exceeds the expiration time, it become invalid automatically. Therefore,
please obtain a new access_token before the token expires if your programs need to continue saving DIALink

data. The next example explains how to place an access_token in the HTTP header.

Below is a screen image of an API resource that requires authorization. The URLis " /api/ v1 / devices” (an

asterisk mark * next to the description means the API needs verification.)

fapilv1/devices Add a new device *
Parameters
Parameter Value Description _Fr’fgzmeter Data Type
model Device data body

Example Value

"deviceId": 8,

"guid": "string”,

"did": a,
"name": “string”,
Parameter content type: "ip": “string”,
application/json v "port”: @,
"station™: "string",
"serverName”: "string",
“comPort "string”,

"baudRate”: 8,

Response Messages

HTTP Status Code Reason Response Model Headers
200 Success

201 The device has added successfully

408 Bad request

Try it outl
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Programming codes:

string sURL = "http://127.0.0.1/api/v1/devices";

var device = new // create and fill in the object according to the actual circumstance

{
deviceld =0, // when adding, the deviceld is automatically added, so enter O( or no setup) is allowed
guid = "968644f3a1294c2f9da03b4af1a473ac", // the only identifier added to a DIALink device
name = "Modbus_Test2",
ip ="127.0.0.1",
port = 502,
station = "1",
commType = 0, // TCP connection type
type = "Modbus",
brand = "Modbus",
model = "Modebus",
connectEnabled = true,

comment = "AP| test"

var strison = JsonConvert.SerializeObject(device); // convert object to JSON

using (var client = new HttpClient())

{
client.DefaultRequestHeaders.Add("Authorization", "Bearer " + authorizationToken);
var content = new StringContent(strjson, Encoding.UTF8, "application/json");
HttpResponseMessage response = client.PostAsync(sURL, content).Result; // use POST method
if (response.lsSuccessStatusCode)

{

Console.WriteLine("create success");

else

Console.WriteLine(response.ReasonPhrase);
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The guid represents as the only DIALink identifier that can gather additional devices. This is an example of
adding a new device. First, please take not the HTTP authorization header adopts bearer token to obtain
permission, while the authorization token value is obtained in the previous example. Users need to take note if
authorization is required for use of API resources, especially when for POST, PUT, DELETE resources. Next,
the content type need to follow the API requirements. Last, the system adopts JSON parameter format and the

JSON content is found in the parameters section of Web API.

Now, modify the added information and click “Try it out”. For instance, if the new device ID is 5, use PUT

method to update the device content.

ﬂ fapilv1/devices/{devicelD} Update a device data
Parameters
Parameter  Value Description %{ggmeter Data Type
deviceID (required) Device ID path integer
model Device data body Example Value

"deviceld”: 8,

string”,

A "di
"name": "string”,
Parameter content type: "ip": "string”,
application/json v "port”: o,
“station": "string"”,

“serverName”: "string”
"comPort™: “"string"”,
"baudRate": 8,

S

Response Messages
HTTP Status Code Reason Response Model Headers
200 Success
204 The device has updated
400 Bad request
404 The device not found
Try it outl

From the screen image above, this API resource contains a new device ID parameter that was not included in
the PUT method. If the device ID is 5 and the number is used to replace the big bracket {devicelD}, the model

content is sent by continuing the use of POST method for modification, the programming codes are as follows:
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string sURL = "http://127.0.0.1/api/v1/devices/{devicelD}";

sURL = sURL.Replace("{devicelD}", "5");

var device = new

{

guid = "968644f3a1294c2f9da03b4af1a473ac",
name = "Modbus_Test3", // modify the name
commType = 1, // modify communication type to Serial Port
comPort =4, // COM4

baudRate = 115200,

dataBits = 8,

parity = "N",

stopBits = 1,

mode = 0,

type = "Modbus",

brand = "Modbus",

model = "Modebus",

connectEnabled = true,

comment = "API modify test"

var strjson = JsonConvert.SerializeObject(device);

var content = new StringContent(strjson, Encoding.UTF8, "application/json");

using (var client = new HttpClient())

{

client.DefaultRequestHeaders.Add("Authorization", "Bearer " + authorizationToken);

HttpResponseMessage response = client.PutAsync(sURL, content).Result; // use PUT method

if (response.lsSuccessStatusCode)

{
Console.WriteLine("modify success");
}
else
{
Console.WriteLine(response.ReasonPhrase);
}
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Then, delete the added device by clicking “Try it out”. Please view the following DELETE method in Web API for

more detail.

S  /apilvi/devices/{devicelDs} Delete one or multiple devices *

Parameters
Parameter Value Description Parameter Type Data Type
deviceIDs (required) Device IDs (split by comma path string

W)
Response Messages

HTTP Status Code Reason Response Model

Headers
200 Delete successfully
4080 Bad request
4e4 There're some devices not found
580 An error occurred
Try it out!

In this API resource, the device ID is a required parameter. When the big bracket “{devicelD}” is replaced by a

number, click “Try it out” to delete the information. The programming codes are as follows:
string sURL = "http://127.0.0.1/api/v1/devices/{devicelD}";
sURL = sURL.Replace("{devicelD}", "5");

using (var client = new HttpClient())

{
client.DefaultRequestHeaders.Add("Authorization”, "Bearer " + authorizationToken);
HttpResponseMessage response = client.DeleteAsync(sURL).Result; // use Delete method
if (response.IsSuccessStatusCode)
{
Console.WriteLine("delete success");
}
else
{
Console.WriteLine(response.ReasonPhrase);
}
}
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Next, we look at the query parameter used in Get resource of DIALink Web API.

Alarms

lapi/v1/alarms

Response Class (Status 200)

Success

Example Value

"alarmId": @,

"type":

"guid

"string”,

"equipName": "string",

8,

Show/Hide  List Operations = Expand Operations

Get alarm list

ceMame™: "string",
: 0,

Pimmblmmet® s Pednlnan ’

Response Content Type | text/plain v
Parameters

Parameter Value Description Parameter Type Data Type
type Alarm type query string
level Alarm level query string
guid Equipment guid query string

Unlike the path component used in URI, the query refers to an URI followed by a question mark, parameter
name or value and is optional. The following example of programming codes uses the query parameters
including level, startTime, endTime parameters for specific time alarm setting.

string sURL = "http://127.0.0.1/api/v1/alarms?level=all&startTime=2017-12-22 00:00:00&endTime=2017-12-23 23:59:59";

using (var client = new HttpClient())

{
HttpResponseMessage response = client.GetAsync(sURL).Result; // use GET method
if (response.lsSuccessStatusCode)
{
string strjson = response.Content.ReadAsStringAsync().Result;
dynamic items = JsonConvert.DeserializeObject(strjson);
foreach (var item in items)
{
string message = item["message"]; // receive alarm message
}
}
}
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4.1 Overview

MQ Telemetry Transport (MQTT) is an IBM messaging protocol for solving low-bandwidth and high-latency or
unreliable network issues. The design principles are to minimize network bandwidth and device resource
requirements as well as offering reliability and some degree of assurance in delivery. This also led the MQTT to
become the ideal protocol for machine-to-machine (M2M) or Internet of Things applications and constrained
devices and low-bandwidth. Currently, there are many competing lloT technology and protocols in action, but
MQTT is extremely lightweight (2 byte header) and features publish, subscribe as well as bi-directional
functions. In addition, the protocol meets the unique requirements of industrial control system via supporting

constrained measuring or monitoring devices and for long distance or unstable environment data transfer.
In 2013, the IBM proposed the MQTT to be an open protocol and underwent standardization at OASIS. Since
then, all kinds of lloT devices can easily apply the MQTT and many application software uses extensions via

MQTT client to realize MQTT connectivity.
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4.2 Documentation

Before applying the protocol, users need to understand some commonly used MQTT terms.

QoS: Different levels of Quality of Service (QoS) specifies every MQTT message delivery. There are three
kinds of QoS in MQTT:

QoS 0 (At most once delivery) - The message is dependent on the network connectivity, so losing message

occasionally is acceptable.
QoS 1 (At least once delivery) - This quality of service ensure the message arrives, but may receive the same
message many times.

QoS 2 (Exactly once delivery) - The QoS2 delivers the message only once with no loss or duplication of

messages.

The QoS has a characteristic that while the quality of service may be the most reliable, it is also the slowest.
Every MQTT is associated with a reliable QoS based on the environment and functions to achieve excellent

efficiency and stability.

Broker: In simple terms, the Broker is the server-side of MQTT. It deals with the heart of any publish or
subscribe protocol. A broker can manage up to thousands of concurrently connected MQTT clients. The broker
is responsible for receiving and filtering messages, determining who subscribes to each message and sending
to the messages to all the subscribers. It also holds subscriptions and missed messages of all clients. Another

responsibility of the broker is the authentication and authorization of clients.

Client: The client is any computer or micro and resource-constrained device that has TCP/IP communication
capability and runs the MQTT protocol as well as connects to an MQTT Broker over a network. The
straightforward and simple implementation of the MQTT protocol is why it is ideally suited for small devices.
Currently, the MQTT client libraries contains all kinds of programming languages. For example, Android, C, C

++, C#,i08S, Java, JavaScript and .NET. Both publishers and subscribers can be MQTT clients.

Topics: The topic refers to the message content for clients to publish or subscribe to it. In MQTT protocol, topics
is a hierarchically structured string that can be used to filter messages to present clear topics. The naming of
topics contains characters and is not restricted to any format. But, topics that start with “/ 7 , “+” and “#”

symbols have different purpose and are reserved for special usage.

alive
client

EVICES

tngger

m<
eve nt
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Above is a hierarchical diagram with specific topic displayed in the box. If users want to subscribe the
topic-alive today, the complete topic is “v1 / alive”, the “ / ” is used to separate each topic level. As mentioned

“

earlier, the “ +” symbol represents a single-level wildcard in a topic, while the “ # symbol represents the
multi-level wildcard in the topic. For single-level wildcard, when subscribe to the topic “ v1 / +”, the following
results (“v1 / alive” and “v1 / client”) matches the topic, while if the topic “v1 / client” is followed by other topic
levels do not match the topic.

Mv1/alive

Mv1/client

Xlv1/client/equip1

Xlv1/client/equip2/device
For multi-level wildcard, when subscribe to the topic “v1 /#”, a client receives all messages of a topic that
begins with “v1”.

Mv1/alive

Mv1/client

Mv1/client/equip1

Mv1/client/equpi2/device

CA Certificate:

In case that you install DIALink with a certificate authority (CA) or need to perform manual update, please refer
to Appendix H for more details. Under the condition of using CA certificates, you must make sure there’s a file
path configured in mosquitto.conf file inside config file under the installation path (The default is C:\DIALink)

and check there’re associated files under the file path.

# wss: Web Socket with TLS

# wss listener port-number [ip address/host name]
# CA certificate

cafile C:/DIALink/Web/CA/mgtt/DIALink_CA.crt

# Path to the PEM encoded server certificate.
certfile C:/DIALink/Web/CA/mgtt/DIALink.crt

# Path to the PEM encoded keyfile.
keyfile C:/DIALink/Web/CA/mgtt/DIALink.key

The system provides user name and password (Enter: user / dialuser) for authentication and authorization
when using the MQTT for data transmission. Please refer to the following programming language and
examples in section 4.3 for more detail:

mqttClient.Connect("client_id", "user", "dialuser”, false, 60);
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Below are the MQTT topics for DIALink

Topic QoS Description
vi/alive 0 DIALink
heartbeat and
information
v1/client/{guid} 1 All device
devices status

v1/client/{guid}/tags/{de 1 All tag status

vicelD} and value by

device

Sample

"id™
"13a17c0cc2f4497fb5d6ff473865bf
df",

"equipmentType": "CNC",

"tagLicence": 1000,

"devicelLicence": 5,

"status": 1

{

"did": 1,

"status": 1,
"almcode": 0,
"almmsg": "",

"ts": "2017-07-04T09:22:15.785"
3

{

"did": 2,

"status": 0,
"almcode": 1,
"almmsg": "Alarm",

"ts": "2017-07-04T709:23:15.001"

}

[
{
"tid": 1,
"status": 1,

"result": "17046",

"ts": "2017-07-04T709:48:02.552",

"record": 1

Note

id: DIALink guid
deviceLicence: amount of
device licence

tagLicence: amount of tag

licence

status: 0:disconnect,

1:connected

did: device id
status: 0:disconnect,
1:connected

almcode: alarm code (if alarm

occurred)

almmsg: alarm message (if

alarm occurred)

tid: tag id

status: 0:disconnect,
1:connected

result: tag value

record: when 1, the tag valve

will save historical data
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v1/client/{guid}/lost 2 DIALink lost
(disconnect)
v1/notification/rpc/requ 2 Send an E-mail
est/email notification
v1/notification/rpc/requ 2 Send a SMS
est/sms notification
v1/notification/rpc/requ 2 Send a
est/webhook Webhook
notification

h

{

"tid": 2,

"status": 1,

"result": "9884",

"ts": "2017-07-04T09:48:02.552",

"record":0

}

{

"requestld":

"fb68281b-a95¢-458e-8788-d006

€32879cd",
"from": "KK",
"sendTo"
"KUAN.KW.LEE@DELTAWW.CO
M,
"subject": "Test",

"content": "TEST EMAIL"

{

"requestld":

"fb68281b-a95¢c-458e-8788-d007

e31873cd",
"from": "KK",
"sendTo": "0912345678",

"content": "TEST SMS"

"requestld":"fb68281b-a95c-458e

-8788-d000e31073cd",

"from":"kuan",

(Using "Last Will and

Testament")

requestld: Generate a unique 1D

for check the response result

requestld: Generate a unique 1D

for check the response result.

requestld: Generate a unique 1D

for check the response result.
uri: entry your API

method: post/get/etc.. depend
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"uri":"http://172.16.152.79:5000/api/ | on your API
v1/equipment",
"method":"get",

"content™:"TEST Webhook"

}
V1/notification/rpc/resp 1 Notification { requestld: Generated ID status:
onse response result "requestld":"as317c0cc2f4497fb5 | 1:successful, 2:fail
d6ff473865bfdf", msg: result message
"status":1,
"msg":"result message"
}

4.3 Programming Examples

The MQTT Client in the examples are objects of M2Mqtt.Net. Users can search M2Mqtt in NuGet and install

Newtonsoft.Json to view the following examples.

Connect to MQTT Broker:

MqttClient mqttClient = new MqttClient("127.0.0.1"); // MQTT Broker IP

string clientld = Guid.NewGuid().ToString(); // produce random id, prevent repeated id
byte retcode = mqttClient.Connect(clientld, "user", "dialuser", false, 60); // use the username and password for connection

if (retcode == MqttMsgConnack.CONN_ACCEPTED)

{
Console.WriteLine("Connect to MQTT broker success"); // connection successful
}
else
{
Console.WriteLine("Connect to MQTT broker fail"); // connection failed
}

Register Topic (Subscribe):

MagttClient mqttClient = new MqttClient("127.0.0.1");

mqttClient.MqttMsgPublishReceived += Client_MqttMsgPublishReceived; // method for receiving topic of a message

string clientld = Guid.NewGuid(). ToString();
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byte retcode = mqttClient.Connect(clientld, "user", "dialuser”, false, 60);

if (retcode == MqttMsgConnack.CONN_ACCEPTED)

{
/I connection successful, subscribe topic
mgqttClient.Subscribe(
new string[] { "v1/alive", "v1/client/+/devices" }, // topic list
new byte[] {0, 1} // QoS list
)
}
else
{
Console.WriteLine("Connect to MQTT broker fail"); / connection failed
}

Receive Message:

private void Client_MqttMsgPublishReceived(object sender, MqgttMsgPublishEventArgs e)
{
Console.WriteLine(e.Topic); // receives the topic of a message
string payload = Encoding.UTF8.GetString(e.Message); // receives message content
/I handles JSON data (requires Newtonsoft.Json)
dynamic data = JsonConvert.DeserializeObject(payload);

...

Publish Message (Publish):

Send E-mail notification (complete E-mail server settings first)

MagttClient mqttClient = new MqttClient("127.0.0.1");

string clientld = Guid.NewGuid().ToString();
byte retcode = mqttClient.Connect(clientld, "user", "dialuser", false, 60);
if (retcode == MqttMsgConnack.CONN_ACCEPTED)
{
string topic = "v1/natification/rpc/request/email”;
var dataObject = new
{
requestld = Guid.NewGuid(),
sendTo = "test@example.com"”,

subject = "TEST MQTT SEND EMAIL",
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content = "TEST 123 456 789"
b
string json = JsonConvert.SerializeObject(dataObject); // convert object to JSON

mgqttClient.Publish(topic, Encoding.UTF8.GetBytes(json), 2, false); // publish message

else

Console.WriteLine("Connect to MQTT broker fail"); // connection failed
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5.1 Software Troubleshooting
5.1.1 DIALink Web API Can’t Be Reached

B

This site can't be reached
127.0.0.1 refused to connect.

Try:

Checking the connection
Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

® Process: Check if the DIALink service is enabled in Windows Task Manager

@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

=7 Run =]
Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,
Open: taskrngr -

Qk l [ Cancel l ’ Browze..,

@® Choose “Service” tab and find “DIALink Service”.

1% Wiindows Task Manager \ EI@
File Options  Wiew Helpgj

Applications Processes| Services |Performance Networking IUsers |

Marmne = PID Description Skakus Eroup o
Dromlaunch 636 DCOMSer... Runn... Dcomlaunch
defragsvec Disk Defra...  Stop...  M/A =
Dhep S00 DHCP Client Runn... LocalServic... =
DIAEnergie'atchOon 2836 DIAEmergie... Runn... M/&
DiagTrack 1 1440 Diagnostics... Runn... MNfA

i DIALINk Service e 2232 DIAlink Se,..  Runn.,.  BiA
Dnscache 1180 DNS Client Runn...  MetworkSe.,,
dot3sve Wired Auto,..  Stop...  LocalSyste...
DPS 1316  Diagnostic ... Runn... LocalServic...
EapHost Extenshle ... Stop... netswes
EF3 Encrypting ... Stop...
ehRecwr Windows M...  Stop... M/
ehached WindowsM...  Stop...  M/A
eventlag S00 WindowsE... Runn... LocalServic...
EwentSystem 892 COM4Eve...  Runn... LocalService -

Processes: 59 CPU Usage: 134 Physical Memory: 27%
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© I the status shows “Stop”, click the “Service” button on the bottom right corner and select “DIALink
Service” to start (See above). Check the startup type to be “Automatic”, if not, right-click the mouse and

choose General > Startup type and select “Automatic” > OK to complete the setting (See below).

L Services EI@

File Action Wiew Help

e @Eck @ > 8w
“5 Services (Local) . Services (Local)
DIALink Service Mame : Description Status Startup Type Log On &s  #
e_/ o DIAEnergieatch,, DIAEnmergie .. Started Automatic (.. Local Syste..,
. Start the service “: b - . . - .
+; Diagnostic Policy .. The Diagno..,  Started Autornatic Local Service
% Diagnostic Service.. The Diagno..,  Started Manual Local Service
% Diagnostic Systern.., The Diagno.. Manual Local Syste.. |
o. i Diagnostics Tracki.. The Diagno.. Started  Sutomatic Local Syste... |
_/ o DIALink Service Autarmatic (0., Local Syste.,
% Disk Defragmenter  Provides Dis.. Manual Local Syste..,
DI&Link Service Properties (Local Computer) IEI

General | Lag On I Recoven | Dependenciesl

Service name: DlaLink Service

Dizplay name: DlALink Service

Description: -

Path to executable:
CADISLInkSDIALINKS ervice. exe

Startup type: Automnatic i

Help me confiqure service startup options.

Service statug: Stared

Start Fauze Fesume

Y'ou can zpecify the start parameters that apply when you start the zervice
from here.

Ok ][ Cancel ][ Apply
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O Return to Windows Task Manager, choose “Process” tab and select “Show process from all users”.

1= Wyindows Task Manager E@
T ——— M_OrHelp
applications | Processes |Services | Performance INetwu:urkjng | Users |

Image Mame ’ User Mame CPU  Memory (.., Description
C5F55,EXE aa 1,276 K

dwrn, exe user i} 1,232 K Desktop Window
explorer, exe user i} 25,164 K Windows Explorer
rdpclip.exe user nn 1,660 K  RDP Clip Monitar
taskhost, exe user i} 2,720 K Host Process For
taskmgr.exe user no 2,056 K Windows Task Mar
winlogon, exe oo 1,856 K

wiauclk, exe user i} 1,376 K Windows Update

_eI 1n I

[ '&'Shaw processes from all users End Process

Processes: 62 CPU Usage: 1% Physical Mermory: 2734

© Check for “DIALinkService.exe”, if the file does not exists, restart the server.

& indowes Task Manager EI@
File  Options  Wiew Help
Applications | Processes | Services | Performance | Metwaorking | Users |
=
Image Mame User Mame CPU Memory {... Description t
C5F55,BXE SYSTEM ] 1,408 K  Client Server R
DIAEnergieWatchDogService. exe SYSTEM i) 6,544 K DIAEnergieWat
DIALink.DataCenter exe SYSTEM i) 9,200 K DIALink.DataCe
DIALink.DataCollector.exe SYSTEM oo 9,300 K DIALink.DataCy E
DIALink,Mgmt. exe SYSTEM ] 19,355 K DIALink.Mgmt
DIALink.Motification, exe SYSTEM oo 14,888 K DIALink Motifics
DIALink. WebAPL exe SYSTEM 1] 16,476 K DIALINk WebAF
CIALinkService exe SYSTEM Juli] 6,624 K DIALinkService I
dwm.exe user i} 1,232 K Desktop Winda
explorer exe user i} 25,704 K Windows Expla
inekinfo.exe SYSTEM i} 6,724 K Inkernet Infaorn
IPR.CSetMonitor exe SYSTEM i) 1,124 K Inkel® PROSe:
LANDINGPAGE . EXE user i) 19,192 K
LogonUI,exe SYSTEM ] 6,956 K Windows Logor
' 1 3
Show processes from all users
Processes: 69 CPU Usage: 25% Physical Memory: 315
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5.1.2 MQTT Not Started

MQTT Broker

Mot started

o Process: Check if the MQTT is enabled in Windows Task Manager

€@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

=7 Run

=

Oper: taskmagr

Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,

£ |

Ok

|| concel || Browse.

@® Choose “Processes’ tab and select “Show process from all users”.

& indaws Task Manager

File Options \_0'!He|p

applications | Processes |Services | Performance | Metworking IUsers |

p
Image Mame

555, BXE
diwrn.exe
explorer.exe
rdpclip.exe
taskhost, exe
taskmar.exe
winlogaon, exe
wuauclk.exe

User Mame CPU  Memory (...

user
user
user
User
user

User

0o 1,276 K
ao 1,232 K
0o 25,164 K
0o 1,660 K
ao 2,720K
0o 2,056 K
ao 1,836 K
0o 1,376 K

Description

Desktop Window [
‘Windows Explorer
ROP Clip Monikor

Hosk Process For ',
Windows Task Mar

Windows Update

)

L

3

’ '&'Show processes from all users

Processes: 62 CPU Usage: 1%

Physical Mermory: 27%
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9 Check for “mosquitto.exe”, if the file does not exists, restart the DIALink Service.

1 Windows Task Manager

File Options Wiew Help

Applications | Processes |Sarvices IPerFormance Networking IUsars |

[E=5(ECE =

-

4 m

Image Mame User Mame CPU  Memary {... Description
inetinfo.exe SYSTEM on 6,724 K Internet Inforn
IPROSetMonitor exe S¥STEM a0 1,124k Intel® PROSeE
LAMDINGPAGE EXE user a0 19,100k
LogonUT, exe S¥STEM oo 6,956 K Windows Logor
|sass.exe SYSTEM a0 3,380 K Local Security £
|_lsm me SSTEN a0 1728k Local Sess
i SYSTEM i} 5,100k
user o 1,645K  RDP Clip Monitc

redis-server.exe SYSTEM on 10,164 K redis-server
SCEMARIOENGINE.EXE user a0 81,592 K
SCEMARTOENGINE.EXE user a0 23,248 K
SearchFilterHost. exe SYSTEM on 2,356 K  Micrasoft Wind:
Searchindexer.exe SYSTEM on 36,124 K Micrasoft Wind:
SearchProtocoHost. exe SYSTEM on 2,976 K Microsoft Wind «

2

Show processes from all users

Processes: 69

CPU Usage: 054

Physical Mernong 32%

@ Choose “Services” tab and find “DIALink Service’.

1% ifindows Task Manager

File Options

Wiew  Help§

Applications | Processes | Services | Performance NetworkingIUsers|

Mame ‘ PID Description Skatus Group o
DcomLaunch 636 DCOMSer..  Runn.., DcomLaunch
defragsve Disk Defra...  Stop... MJA =
Dhep 800 DHCP Client Runn... LocalServic... 3
DIAEnergietatchDoa 2836 DIAEmergie... Runn.. MN/&
DiagTrack. 1 1440 Diagnostics...  Runn...  N/&

EDIALink Service e 2232 DIALinkSe...  Runn...  M/&
Driscache 1180 DNS Clisnt Runm...  Metworkse..,
dot3sve wired Auto...  Stop...  LocalSyste...
DPs 1316  Diagnostic ... Runn...  LocalServic...
EapHost, Extensible ... Stop... netswis
EF= Encrypting ... Stop...
ehRecvr WindowsM...  Stop...  M/A
ehsched Windows M...  Stop...  M/A
eventlog 800 WindowsE... Runn... LocalServic...
EvventSystem g9z COM+Eve...  Runn... LocalService -

Processes: 59

CPU Usage: 134

Physical Memory: 27%
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© Choose “Service” from the right corner of the window and select “DIALink Service” to restart and check for

“mosquitto.exe”.

O ervices EIIEI

File Action View Help
= |EE = BE » e np

S Services (Local) . Services (Local)

DIALink Service Mame Description Status Startup Type LogOnds  *
Lo Dl8EnergieWatch,, DIAEnergie.. Started Automatic (0. Local Syste...
Stop the service . - - - - .
e'Restartthe cemvice 3\ D?agnnst?c Pnllc.y... The D?agno... Started Automatic Local Serv?ce
- % Diagnostic Service., The Diagno..  Started Manual Local Service
% Diagnostic Systern.., The Diagno.. Manual Local Syste..

o Diagnostics Tracki., The Diagnao.,  Started Automatic Local Syste..
23 DIALInk Service 3

Automatic (0., Locz

% Disk Defragrnenter  Provides Dis.., Manual Local Syste..
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5.1.3 Data Collector Not Started

Data Collector

Mot Started

° Process 1: Check if the Data Collector is enabled in Windows Task Manager

€@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

= Run

Open:

Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you,

taskrngr

%z |

0K

H Cancel ” Brome

@® Choose “Processes” tab and select “Show processes from all users”.

1= Mfindows Task Manager
File Options 1 (E1)

JHelp

Applications | Processes |Services | Performance INetwarking | Users |

Irnage Marne

CSF55,EXE
dwm,exe
explorer, exe
rdpclip.exe
taskhost, exe
taskmgr.exe
winlogon, exe
wuaucl, exe

-

User Mame CPU  Memory (...

user
user
User
user
user

user

[ul} 1,276 K
uln} 1,232 K
uln} 25,164 K
uln} 1,660 K
uln} 2,720K
uln} 2,056 K
uln} 1,856 K
uln} 1,376 K

Descripkion

Deskbop Window I
Windows Explorer
RDP Clip Monitar
Host Process For
Windows Task Mar,

Windows Update

(2)

1

4

[ '&'Show processes from all users

Processes: 62

CPU Usage: 1%%

Physical Memong 27%
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e Check for “DIALink.DataCollector.exe”, if the file does not exists, restart the DIALink Service.

158 Wifindowes Task Manager
File Options Miew Help
Applications | Processes |Services I Performance | Mebworking I Users |
=
Image Mame User Name CPU - Memory (... Description i
CSFS5,EXE SYSTEM Jul) 1,408 K Client Server R
DIAEnergieWatchDogService exe SYSTEM oo 7,500K  DIAEmergisihat
i SYSTENM L] 9,932 K

[ DIALink, DataColleckor, exe SYSTEM juln] 2,760 K
CIALink. Mgt exe SYSTEM Jul) 19,424 K
DIALink. Motification.exe SYSTEM oo 14,908 K DIALink.Mokific:
DIALink. WebAPLexe SYSTEM Jul) 16,476 K DIALInk WebaF
DIALinkService. exe SYSTEM oo 8,024 K DIALinkService
dwirn,exe user oo 1,360 K Desktop ‘Windo
explorer.exe user oo 25,340k Windows Explo
inetinfo.exe SYSTEM oo 6,724 K Internet Inform
IPROSetMonitor exe SYSTEM uin) 1,124 K Inteli® PROSEE
LANDINGPAGE, EXE user Jul) 24,076 K
LogonlI exe SYSTEM oo 6,956 K Windows Logar -
] [0 +

Show processes from all users
Processes: 69 CPU Usage: 134 Physical Memone: 33%

@ Choose “Services” tab and find “DIALink Service”.

1% indows Task Manager
File  Options Wiew Help§

Applications | Processes | Services | Performance NetworhngIUsers|

Mame = FID Description Skakus GHoup e
Dromlaunch 636 DCOMSer...  Runn... DcomLaunch
defragswec Disk Defra...  Stop...  Mja =
Dhep 800 DHCP Client Runn... LocalServic... S
DIAEnergievwatchDon 2836 DIAEnergie... Runn.. Mj&
DiagTrack 1 1440  Diagnostics... Runn... MNia

: DIALInk Service 2232 DIALnkSe... Runn.. M/
Dnscache 1180 DN3 Client Runn...  Metwork3e..,
dok3sve Wired Auta,..  Stop...  LocalSyste...
DPS 1316  Diagnostic ... Runn... LocalServic...
EapHost Extensible ...  Stop...  netsves
EFS Encrypting ... Stop...
ehRecvr Windows M., Stop...  Nia
ehsched windows M., Stop...  Mia
eventlag 800 Windows E...  Runn... LocalServic...
EwentSystem 892 COM+Eve...  Runn... LocalService -

Processes: 59 CPU Usage: 134 Physical Memory: 27%
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(5 ) Choose “Service” from the right bottom corner of the window and select “DIALink Service” to restart and
check for “DIALink.DataCollector.exe”. If Data Collector status still shows Not Started, execute Process

2.

. Seices o |o-s]

File Action ‘iew Help
e B Ec=z HE >80

. Services (Local) . Senvices (Local)

DIALink Service Marne . Description Status Startup Type logonds =+
) (. DL&Energiewfatch... DL&Energie .. Started Autornatic (0., Local Syste..
%;%at"t-l;'ls:swécwﬁce ’,.(, D?agnost?c Polic.y . The Diagho..  Started Autarnatic Local Serv?ce
‘) o Diagnostic Service., The Diagno..  Started anual Local Service

£ Diagnostic Systemn... The Diagno... anual Local Syste..,

[T

Diagnostics Tracki., The Diagno.,  Started Autarnatic Local Syste
DIALir ice Started Autormatic (0.,

o Disk Defragmenter  Provides Dis... anual Local Syste..,

® Process 2 : Check DIALink License

@ Look for [ DIALink Information] by log in DIALink and click a on the upper right side of the window and

choose “ About DIALInk” for license status and display of device/tag license number.

About DIALInk

Software Version : 1032 6626
License Type :

License Number : Device: / Tag:

@ If the device/tag license number is not displayed, please check that the encrypted USB is properly

connected to the server with red light ON.
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5.1.4 Data Aggregation Not Started

Data Aggregation

Not Started

o Process: Check if the Data Center is enabled in Windows Task Manager

@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

=7 Run

= |

m=  Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Opern: taskrmgr -

0] 4 l [ Cancel l ’ Browse...

©® Choose “Processes” tab and select “Show processes from all users”.

1% Windowes Task Mar]\ager EI@

File  Options \_o'HeIp

Spplications | Processes |Services | Performance | Metworking ILIsers |

-

Image Mame User Mame CPU Memory (... Description
C5IS5.BXE oo 1,276 K

dwrn.exe user 0o 1,232 K Deskbop Window
explorer.exe user 0o 25,164 K Windows Explorer
rdpclip.exe user o 1,660 K  RDP Clip Monitor
taskhost, exe user 0o 2,720k Host Process For W
kaskmagr.exe user 0o 2,056 K Windows Task Mar
winlogaon, exe 0o 1,856 K

wiaucl, exe user 0o 1,376 K Windows Update

) r
[ '&'Show processes from all users

Processes: 62 CPU Usage: 1% Physical Mermory: 27%
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6 Check for “DIALink.DataCenter.exe, if the file does not exists, restart the DIALink Service.

T \ifindows Task Manager EI @

File Options ‘iew Help

Applications | Processes |Services IPerformance Hetworking IUsers |

Image Name = User Mare  CPU Memory {... Description -
CSF55. 858 SYSTEM on 1,406 K Client Server R

(S TEM g Sie K

SYSTEM
DIALink,DataColleckor. exe SYSTEM DIALink, DataCe] =
DIALink.Mgmt.exe SYSTEM oa 19,424 K DIALink.Mgmt
DIALink. Motification. exe SYSTEM oo 14,903 K DIALink. Mokifice
DIALink. WebAPT exe SYSTEM oo 16,476 K DIALink WebaF
DIALinkService. exe SYSTEM on 8,808 K DIALinkService
dwirn.exe user oo 1,332 K  Deskiop Windo
explarer.exe user oo 25,156 K Windows Explo
inetinfo.exe SYSTEM oo 6,724 K Internet Infarm
IPROSetMonitar, exe SYSTEM oo 1,124 K Intel® PROSEL
LAMNDIMNGPAGE.EXE user oo 26,532 K
Logonldlexe SYSTEM an 6,956 K Windows Logor -
4 T +
Show pracesses From all users
Processes: 70 CPU Usage: 0% Pheysical Memony: 33%

@ Choose “Services” tab and find “DIALink Service”.

& iindows Task Manager

File Options Wiew Help§

Applications | Processes | Services | Performance NetwurkingIUsers|

Marmne = PID Description Skakus Group o
DcomLaunch 636 DCOMSer...  Runn... Deombaunch
defragsvc Disk Defra...  Stop... M/ =
Dhep a00 DHCP Client Runn...  LacalServic... 3
DIAEnergiewatchDon 2836  DIAEnergie... Runn... M/&
DiagTrack 1 1440 Diagnostics... Runn...  N/A&

i DIALInk Service 2232 DIalinkSe...  Runn... M8
Dnscache 1180 DN3 Client Runn...  Metworkse.,,
dot3sve “Wired Auto...  Stop...  LocalSyste...
DPs 1316  Diagnostic ... Runn... LocalServic...
EapHost, Extenshble ... Stop... netsvis
EF3 Encrypting ... Stop...
ehRecvr Windows M...  Stop...  M/A
ehsched Windows M...  Stop...  M/A
eventlog a00 WindowsE...  Runn...  LocalServic...
EventSystem 92  COM+Ewe.. Runn..  LocalService -

Processes: 59 CPU Usage: 1% Physical Memory: 27%
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© Choose “Service” from the right bottom corner of the window and select “DIALink Service” to restart and

check for “DIALink.DataCollector.exe”.

O Services EI@

File Action ‘iew Help
= |BEE e BE > 80w

O Services (Local) . Services (Local)

DIALink Service Marne : Description Status Startup Type Log Onds =+
o DIAEnergietifatch,,  DI&Energie .. Started Autornatic (D, Local Syste..
Stop the service P - ) . . ]
o'Restar‘tthesemce " Dfagnostfc Pollc.y w The D?agno..‘ Started Autarnatic Local Serv?ce
- % Diagnostic Service.. The Diagno.,  Started Manual Local Service
. Diagnostic Systern.., The Diagno.., Manual Local Syste..,

. Diagnostics Tracki.

The Diagno..,  Started Autarnatic Local Syste..,

L5 Disk Defragmenter  Provides Dis.. Manual Local Syste..,
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5.1.5 Management Not Started

Management

Mot Started

® Process: Check if the Data Center is enabled in Windows Task Manager

€@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

7 Run [=]
= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,
Open: taskrngr -

(014 l [ Cancel l ’ Browse,..

@® Choose “Processes” tab and select “Show processes from all users”.

& Wyindows Task Manager E@
File  Options "n_o'?HeIp
Applications | Processes |Services | Performance INetworkjng | Lsers |

e

Image Mame User Mame CPU  Memory (.., Descripkion
CSIS5.Bxe oo 1,276 K

dwrn. exe user nn 1,232 K Desktop Window
explorer, exe user i} 25,164 K Windows Explorer
rdpclip.exe user no 1,660 K  RDP Clip Monitor
taskhost, exe user oo 2,720 Host Process For
taskmar.exe user i} 2,056 K Windows Task Mar
winlogon, exe i} 1,856 K

wiaucl, exe user i} 1,376 K wWindows Update

2) ,
[ '&'Shuw processes from all users

Processes: 62 CPU Usage: 1% Physical Mermory: 273
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e Check for “DIALink.Mgmt.exe”, if the file does not exists, restart the DIALink Service.

1% indows Task Manager EI@

File Options  Wiew Help

Applications | Processes |Services I Performance | Networking I Users |

Image Mame = User Name CPU  Memory (... Description o~
CSFSS, EBHE SYSTEM oo 1,408 K Client Server R
DIAEnergietWatchDogService exe SYSTEM oo 7,512 K DIAEnergis'Mat
DIaLink.DataCenter exe SYSTEM oo 9,232 K DIALink.DataCe
| DIaLink,Datacollector eve YSTEM oo 2,196 K i E
SYETEM il 13,400 &
DIALink. Motification.exe SYSTEM oo 14,904 K DIALink.Mokifice
DIALink. WebAPL exe SYSTEM Jul) 16,476 K DIALink WebaF
DIALinkService.exe SYSTEM oa 6,628 K DIALinkService
dwirn.exe user oo 1,332 K Desktop Winda
explorer.exe user oo 25,156 K Windows Explo
inetinfo.exe SYSTEM oo 6,736 K Internet Inform
IPROSetMonitor exe SYSTEM Jul) 1,124k Intel® PROSEE
LANDINGPAGE.EXE user i) 26,560 K
LogonUL exe SYSTEM oo 6,956 K Windows Logor -
“ 1 r
Show processes from all users
Processes: 67 CPU Usage: 0% Physical Mermong: 33%

@ Choose “Services” tab and find “DIALink Service”.

1% Yindows Task Manager

File  Options  Wiew Help§

Applications | Processes | Services | performance NetworhngIUsers|

Mame: ’ PID Description Skatus Group o
DromLaunch 636 DCOMSer..  Runn,., DcomLaunch
defragswe Disk Defra...  Stop...  MiA =
Chcp 800 DHCP Client Runn... LocalServic... 3
DIAEnergiewatchDaoan 2836 DIAEnergie... Rounn.. K&
DiagTrack 1 1440 Diagnostics...  Runn...  Nf&

| DIALINk Service 2232 DIALink Se... Runn,.. Mi&
Driscache 1180 DNS Clisnt Runm...  MetworkSe.,,
dok3sve Wired Auto...  Stop...  LocalSyste...
DPs 1316 Diagnostic ... Runn...  LocalSerwic...
EapHost Extensible ...  Stop...  nekswcs
EF= Encrypting ...  Skop...
ehRecvr windows M., Stop...  Mia
ehSched Windows M., Stop...  MNiA
eventlog 800 Windows E...  Runn... LocalServic...
EvenkSystem 892 COM+ Eve...  Runn... LocalService -

Processes: 50 CPU Usage: 136 Physical Memory: 27%
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© Choose “Service” from the right bottom corner of the window and select “DIALink Service” to restart and

check for “DIALink.Mgmt.exe”.

O Services

File Action ‘iew Help

o |o-s]

5 Disk Defragmenter

e @ E o=z HE > 80w
£ Services (Local) . Services (Local)
DIALink Service Marne
. DIAEnergieWifatch,.,
Stop the service P - )
o’Restartthe service o Dfagnostfc pD|IC.).-'...
\ % Diagnostic Service..,

% Diagnostic Systern..,

Diagnostics Tracki..

Description

DlaEnergie ...
The Diagno..,
The Diagno..,
The Diagno..,
The Diagno..,

Provides Dis...

Status

Started
Started
Started

Started

Startup Type
Automatic (D..
Autarnatic
Manual
Manual

Autarnatic

Manual

logonds =+
Local Syste..,
Local Service
Local Service

Local Syste..,

Local Syst

Local Syste..,
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5.1.6 Notification Not Started

Notification

Mot Started

o Process: Check if the Notification is enabled in Windows Task Manager

€@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

= Run [=]
= Type the name of a prograrm, folder, document, or Internet
resource, and Windows will open it for you,
Oper: taskrmgr -

0] 4 l [ Cancel l ’ Browse...

@® Choose “Processes” tab and select “Show processes from all users”.

& indaws Task Manager EI@
File Options \_0'!He|p
applications | Processes |Services | Performance | Metworking IUsers |

-

Image Mame User Mame CPU  Memory (... Description
C5FS5,BXE i} 1,276 K

diwrn.exe user o 1,232 K Desktop Window ¥
explorer.exe user 0o 25,164 K Windows Explorer
rdpclip.exe user 0o 1,660K  RDP Clip Monitor
taskhost, exe user 0o 2,720 Hosk Process For W
taskmar.exe user 0o 2,056 K Windows Task Mar
winlogaon, exe 0o 1,856 K

wiaucl, exe user 0o 1,376 K Windows Update

2) ,
’ '&'Show processes from all users

Processes: 62 CPU Usage: 1% Physical Mermory: 27%
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9 Check for “DIALink.Notification.exe”, if the file does not exists, restart the DIALink Service.

1% Windows Task Manager EI@

File  Options  View Help

Applications | Processes |Servicas IPerformance Metworking IUsers |

Image Mame - User Nare CPU Memory (... Description e
C5PSs. BHE SYSTEM on 1,405 K Client Server R
DIAEnergieWatchDogService exe SYSTEM an 749 K DIAEnergietWat
DIALink.DataCenter . exe SYSTEM on 9,212 K DIALink.DataCe
DIALink.DataCallector . exe SYSTEM oo 9,316 K DIALink.Datacd =
| DAl ik, Marh xe SYSIEM on 19,412 K__DIALiok Mart

SVYSTEM DIALIRk WebaF
DIALINkService. exe SYSTEM oo 6,768 K DIALInkService
dwrn.exe user oo 1,332 K  Desktop Windo
explorer.exe user on 25,156 K Windows Explo
inetinfo.exe SYSTEM oo 6,724 K Internet Inform
IPROSetMonitor exe SYSTEM oo 1,124 £ Intel® PROSet
LAMNDIMGPAGE. EXE user oa 22,212 K
LogonUL exe SYSTEM oo 6,956 K Windows Logor +
] 11 r

Show processes from all users

Processes: 67 CPU Usage: 0% Physical Mernory: 33%

@ Choose “Services” tab and find “DIALink Service”.

1% ifindows Task Manager
File  Options  Wiew Help

Applications | Processes | Services | Performance NetworkingIUsers|

Mame ‘ PID Description Skatus Group o
DcomLaunch 636 DCOMSer..  Runn.., DcomLaunch
defragsve Disk Defra...  Stop... MJA =
Dhep 800 DHCP Client Runn... LocalServic... 3
DIAEnergietatchDoa 2836 DIAEmergie... Runn.. MN/&
DiagTrack. 1 1440 Diagnostics...  Runn...  N/&

EDIALink Service e 2232 DIALinkSe...  Runn...  M/&
Driscache 1180 DNS Clisnt Runm...  Metworkse..,
dot3sve wired Auto...  Stop...  LocalSyste...
DPs 1316  Diagnostic ... Runn...  LocalServic...
EapHost, Extensible ... Stop... netswis
EF= Encrypting ... Stop...
ehRecvr WindowsM...  Stop...  M/A
ehsched Windows M...  Stop...  M/A
eventlog 800 WindowsE... Runn... LocalServic...
EvventSystem g9z COM+Eve...  Runn... LocalService -

Processes: 59 CPU Usage: 134 Physical Memory: 27%
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© Choose “Service” from the right bottom corner of the window and select “DIALink Service” to restart and

check for “DIALink.Notification.exe”.

O Services EI@

File Action Wiew Help

e EDos Eml>enp
O Services (Local) . Services (Local)
DIALink Service Marne ‘ Description Status Startup Type LogOn s  *
% DIAEnergieWatch,,,  DIAEnergie.. Started Autarnatic (0n. Local Syste.,
Stop the service P - . . . .
e'Restar‘tthe semvice . Dfagnostfc PD|IC.)-'... The Dfagno... Started Autarnatic Local Ser\.-'?ce
- % Diagnostic Service... The Diagno..,  Started Manual Local Service
% Diagnostic System.. The Diagno.. Manual Local Syste... |
Diagnostics Tracki.. The Diagno.., Started Autarnatic Local Syste... |
: e 2 Automatic {D.. N
% Disk Defragmenter  Provides Dis... Manual Local Syste...
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5.1.7 Database Not Started

Database

Connection fail

® Process1: Check if SQL is enabled in Windows Task Manager

@ Type windows+R or Start \ Run and “taskmgr” to enter Windows Task Manager.

= Run [==]

e Tiype the name of a prograrn, folder, document, or Internet
resource, and Windows will open it for you,

Dpen: SEMICES ST -

0K l [ Cancel l ’ Browse..,

@ Search “SQL Server (MSSQLSERVERY’, if the status shows not “enabled”, click “Start” (See above) and
check the startup type to be “Automatic”. If not, right-click the mouse and choose General > Startup type

and select “Automatic” > OK to complete the setting (See below).

O Services EI@

File Action Wiew Help

¢ | B E o= HE »mnp

S Services (Local) . Services (Local)
eﬁQL Server (MS5QLSERVER) Marme : Description Status Startup Type Log On. =
L Srnart Card Manages ac.. Manual Local Se
Start the service £ Smart Card Rernoval Palicy Allows the 5., Manual Local Sy
S0 SNMP Trap Receives tra.. Manual Local Se
Description: i Software Protection Enables the .. Autornatic (0., Mebtwork
Pro\;idﬁs;torage_. p:codcissmg;nd . o‘{/_ SPP Maotification Service Praowvides Sa.. Manual Local Se
:roa:sr:ct?ona;::ci:;inga. 3 and rapic _/L Erver ER) . Automatic
50 S0L Server Agent (MSSQLSE.. Executes jo.. Disabled Metwark
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SQL Server (MSSQLSERVER) Properties (Local Computer) |

General | Log On I Fecoveny | Dependencies‘

Service name:

Display name: SOL Server [MSSOLSERYER)

Descriptian: Provides storage, processing and controlled access -
of data, and rapid tranzaction processing.

Path to executable:
"C:AProgram Files\Microsoft SOL ServertMSSOL12MSSOLSERVERWMSSI

| Startup type: Automatic ha ]I

Help e confiqure service starup options.

Service status: Stopped

Stop Pause Resume

‘Y'ou can specify the start parameters that apply when pou start the service
from here.

Start parameters:

o Process 2 : Check if the hard drive has enough memory for SQL data storage

Local Disk (C0 Local Disk (D)
T — ey
14.0 (5B free of 30.0 GB V 203 G5B free of 213 GB

5.1.8 Database Errors

The followings are common causes of database errors:

1. Insufficient disk space. At least 1G would be required for the hard disk space so as to ensure normal

operation of the database.

2. SA account password has been changed. Change the password back to its default created for the SA
account after DIALink being installed on a new IPC, then the database connection would be able to
operate normally. In case that the password cannot be reset due to exceptional circumstances, you
would need to input the password of 'sa’ user to the password field in DIALink parameter setting via
APPSetting. Taking such action is to notify that the connection parameter of DIALink database has been

changed which would not have a direct or indirect impact on the SA password.

i APPSettings Con.. — O *
Config

Server |lncalhust |
Database |DIALinkDateCenter |
User 1d ] |
Password |DIALink@De1taT w2018 |

HistoricalDE |DIALin.kHist3maJDa1a |

Web

LpilTd |hnp:mz?.n.n.1:5nnw |
Port 5000

Reload e
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3. A duplicate SQL database with the same name (DIALinkDataCenter) would be created if you uninstall

and reinstall SQL server. Enter the database to change its name or simply delete it.

4. In case that customers use their own SQL server, DIALink parameter setting needs to be configured via

APPSetting including the settings of server location, database account and password.

A APPSettings Con..  — O x
Config
Server |loca]]mst |
Database |DIALinkDataCenter |
Tzer Id |s=a1 |
Paspword |DIALink@Del1:aTWEDIB |

Historica DB |DIﬂLh1kHismriJ:aJDat& |

Web

Apilld |hﬂ1:u:."."12?.D.D.1 :5000¢ |
Poit 5000

Eeload Sane

5.1.9 Can’t Find Hardware Key (Only Trial Version Can Be Used)

1. This situation happens mostly because the USB port is not working. Please Try another USB devices
such as a mouse or keyboard to see whether it is the USB port issue. If yes, just use another USB port.

2. The hardware license key may be damaged during conveyance process. Therefore, data in the hardware
key can’t be read though the device named Senselock can still be seen in Device Manager. Please
contact our distributors and we will assist you with your exchange as soon as possible

% Device Manager
File Action View Help

= D HE B

v A DESKTOP-5VL36MB
[ Computer
s Dlisk drives
& Display adapters
=z |DE ATA/ATAP| controllers

@ Mice and other pointing devices
[ Monitors
Ij Metwork adapters
§ Ports (COM & LPT)
™ Print queues
I Processors
B Software devices
Iy Sound, video and game controllers
S Storage controllers
I3 System devices
~ @ Universal Serial Bus controllers
i Generic USB Hub
i Intel(R) & Series USE Enhanced Host Controller #1 - 9C26

Intel(R) USB 3.0 eXtensible Host Controller - 1.0 (Microsoft)
§ Senselock ElitelV v2.x

§ USE Root Hub
§ USB Root Hub (USB 3.0)
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5.1.10 CNC Machine Connection Error

1.

The most frequent problem is that customers do not activate direct numerical control of CNC machines
(DNC license). The way to activate DNC license may differ from CNC manufacturers. Take Heidenhain
for example, option 18 needs to be activated and you would need to set a password for the connection of
your Heidenhain 640. For FANUS, DNC license needs to be activated after purchasing and installing
FOCAS module.

Network setting error is also a common cause of failed connection. Please refer to this user manual and
the requirements of the IT department in your company. Then use PING and Telnet to get device IP and

Port accordingly. (Port may differ between different brands of CNC machines.)
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A.1 Overview

Modbus is a request-response protocol implemented using a master-slave relationship. In a master-slave

relationship, communication always occurs in pairs. One device must initiate a request and then wait for a

response, while the initiating device (the master) is responsible for initiating every interaction. Typically, the

master is a human machine interface (HMI) or Supervisory Control and Data Acquisition (SCADA) system and

the slave is a sensor, programmable logic controller (PLC), or programmable automation controller (PAC).

DIALink Modbus Slave is an application layer messaging protocol for communication between TCP/IP over

Ethernet and AO (Holding Register), providing device data from system to a third-party platforms. Function of

writing data into register is not available now.

Create Modbus Slave
Connection /

Y

[ Create Default Data Stroe ]‘

Modbus Slave Request

Received ]

Y
. A=
’L, Slave Listen ‘

l Yes

Modbus

Requesy

I
|

L Get Device Value j‘ | [ Read AO
) |

Y

[ Slave Dispose }

Update to Data Store

Date Store Written To AO

A

r

Response Data Store Data

Y

Slave.DataStore.HoldingRegisters]i]
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A.2 Specification

DIALink Modbus Slave can input valid sizes of device data between 1 and 65,536 with a holding register array.

The max number of registers that can be read in a single query is 127.

e.Data.BJ[i]
i= ‘ 0 ‘ 1 ‘ 2
e.StartAddressza“//
slave.DataStore.HoldingRegisters | 1 |2 |3 |4 |5 | 6 | . 65535

Data Type: Only support numeric values and ASCII strings.

Numeric Values: Always be stored with float data type, using Little-endian format. (Occupying two arrays of

register.)

Strings: Only support ASCII characters ranging from X20 to X7F, stored in little-endian format.

Take the floating point number-1234.567 for example, :

1. Convert to hexadecimal format. (Add a leading zero for numbers less than 8 digits) The string would be

shown as “C49A5225”.

2. Convert to Uint16 value type with Little-endian format to store in registers.

3. Floating point numbers accessed from registers may contain errors because decimal places cannot be

presented accurately.

| 0xC49A

0x0002
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Take the string “Hello” for example:

Convert to hexadecimal format. (add zero for numbers with digits less than multiples of 4) The string would

be shown as “48656C6C6F00”.

Convert to Uint16 type in Little-endian format for a single array according to the source type and store in

the register.

Little -endian Little-endian

0x0001 0x0001

0x0002 Ox0002

i DD

0x0003 Ox0003
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B.1 IFTTT Line Setup

IFTTT is a freeware web-based service, also known as “If This Then That”, which reflects that IFTTT gets all

your apps and devices talking to each other.

Follow the setup procedure to receive event notifications from LINE Notify with IFTTT:

Step 1: Click on the link (https://ifttt.com) to enter IFTTT official website. Select “Sign Up” to create a new

account and sign in. Search for “LINE”, then clicking “LINE” in “Services”.

IFTTT Home [Qiine [ Explore ]

Start connecting your world.

Get more

IFTTT Home [ Explore )

Explore

Q line

Connedion‘

®

Chicago Transit Authority
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Step 2: Click on the “Connect” button to connect your service with LINE Notify service.

IFTTT tHome Qsearch ®

Download

e

LINE

Connect your LINE to Google Assistant, MESH and more.

LINE is a global messaging app used in over 230 countries and regions. LINE
offers fun and free voice, video, and chat communication across multiple
platforms. Receive event notifications from LINE Notify official account.

Connect

Step 3: Click to display the login screen. By logging in your own LINE account and then clicking “Agree and
connect”, “LINE Notify” is added as your friend at the same time and will send you web service notifications

in the future.

LINE

Email address ?

Password

About LINE | ©LINE Corporation

LINE Noﬁfy foxy v

IFTTT

IFTTT

IFTTT, Inc.

Your profile name and chat list will be sent to the provider of IFTTT.
You can disconnect services from LINE Notifys "My page.”

By agreeing, LINE Notify's official account will be added as a friend.

m udkp
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Step 4: Once the connection completes, the screen will automatically return to IFTTT page. Click “Settings” on
the upper right of the screen to make sure the status shows “Active”, indicating the activation is

completed successfully. When in doubt, you can click “Remove LINE” to disconnect at any time.

IFTTT Home Q Search . @

e

LINE

LINE is a global messaging app used in over 230 countries and regions. LINE
offers fun and free voice, video, and chat communication across multiple

Download # Settings

platforms. Receive event notifications from LINE Notify official account.

IFTTT tome Qe

< Back

@

LINE Settings

Account Info 2

Connected as —

Status active

Remove LINE

Step 5: After connected to LINE Notify, click the profile photo on the upper right and select “My Applets” , then
“Get More”. Finally click on to create a new Applet.

IFTTT tome Qe

< Back

®

LINE Settings

Account Info 2

Connectedas G

Status active

Remove LINE
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IETTT tome  Q Search

Start connecting your world.

Get more

IFTTT tome [ expiore

Explore

[ Q fsearch ]

Make your own Applats from scratch

Spotlight on Smart Life

Step 6: A paragraph “If + This Then That” is displayed. Click “+ This" circled in red as below shows.

IETTT tHome  Q Search

Create your own

If[BThis|Then That

Build your own service on the IFTTT Platform 12

Step 7: Click to search for desired services. Enter “Webhook” into the search field, then click on the Webhook

icon and click “Connect”.

Choose a service

Connect Webhooks

Q  webhooks

&S
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Step 8: Continue to click “Receive a web request”’. An event name would be required to enter the field, then

click “Create trigger”. The screen would return to the previous page.

Choose trigger Complete trigger fields

Step20f6 Step 2 of 6

Event Name

receives a web request to
) The name of the event like "button_pressed” or

“front_door_opened"

notify it of an event. For
information on triggering

Create trigger

Don't see what you're looking for? (N LE TR L P

Step 9: Click “ + That” on the previous page.

1f Then[That

Step 10: Enter “LINE” into the search field. Then select the LINE icon to add the service.

Choose action service

Step3ofé

Q line

L

Linear PRO Access
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Step 11: Choose “Send message” action.

n Choose action

Step 4 of 6

Send message

This Action will posta
message to LINE.

Deon't see what you're looking for?

Step 11-1: Enter the setting page of sending messages.

Step 11-2: Choose Recipient from the drop-down list, which also includes groups in the list. Messages can be

sent to the designated LINE group as well. The default setting is “1-on-1 chat with Line Notification”.

Step 11-3: Leave Message field blank and click “Add ingredient”, then choose “Value 1”.

Complete action fields

Step 5 of 6

Recipient
1-on-1 chat with LINE Noi Vv

Message destination

Message

EventName

- EE—

Value2

Receiva a Value3
web raquest
OccurredAt
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Step 11-4: Click “Create action” to proceed.

n Complete action fields

Step 50f 6

Recipient

1-on-1 chat with LINE Not Vv

Message destination

Message

{{Value1}}

Add ingredient

Photo URL

Step 11-5: Enter “Review and finish” page and click “Finish” to complete the setting.

Review and finish

Step 6 of 6

S @
If Maker Event “line",
then Send message

By deltatestline

S P

I Maker Event "line”, then
Send message
40/140
by

Receive notifications c
when this Applet runs

Step 12: Click the Profile picture on the upper right of the screen and choose “My Services”. Then choose

Connected

“Webhook” on next page.

IFTTT tome  Qseocr

< Back

S o

If Maker Event "line",
then Send message

By deltatestiine
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My services

. LINE >

I& Webhooks >

Step 13: Entering Webhook, click “Setting” on the upper right. Unreadable characters behind the URL are the

key. (Please make sure the key is not leaked to others)

IFTTT |tHome Q Scarch

< Back

S

Webhooks

Integrate other service:
Applets that work with
request. If you'd like to

If Maker Event "line”,
then Send message

Note: A new key would be generated by clicking “Edit connection”, which would need resynchronization with
the system.

Webhooks Settings

Account Info EOIE

Connected as S
e ]
NS

Status active

Remove Webhooks

Step 14: Open DIALink webpage, then choose “Line Setting” from “Settings” on the left-side menu bar. Click on

+ icononthe upper left of the Line Setting page.

= e

General Notification Network Job Shift Management Line Setting ‘WeChat Setting Modbus Slave
+ (G ¢ Search Q
Name Event Name Token Update Time Action
line3 line3 line3 2020-01-22 16:42:53 @)@ﬂ
line2 line2 line2 2020-01-22 16:42:40 (o[ ]
line line bxMeUUXFWoOwXeTeKaviX? 2020-01-22 16:42:37 B0
Showing 1 to 3 of 3 entries
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Step 15: By following the above procedure and entering the event name and Webhooks Token, Line setting can
be completed.

Event name : Must be same as the one applied for IFTTT.

Token : Key for IFTTT Webhooks, which would need to update once the key has been replaced.

Edit Line Setting x

Line Setting (IFTTT)

Name*

line

Event Name*

line

Token*

—

B.2 WeChat Official Account Setup

Step 1: Access the user registration page and click the login button to process QR codes.

R wis | A0TFa

EEER

EARTFEEOMNS HiE

FTEAHKE, tREREEONHE
BEARMIARTEHfEESEN

MESE—RER
R, FERE

BIFEENFINRS, BRUER

Step 2: After logging in, the screen is displayed as below. With limited page lengths, information below the

menu of experience interface is removed, while the main focus is on the fields with red borders.
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W iz an¥a

mRsEE WS gh beelzBatsada

appil o S 1 1

sppsecres 61fa2anbect ) SR ivec5h

WO

AREROENES AOREENECOESEEN . WErHURLREE S R Tokenihil . MR

SIS R

uE

me L Lo 1 L
- otvCq i< - A
Wil ooy o

- - ot e—— e DR S AR

| memstins [ EILSETES LB LT

AT WSEDETEOEm wERE NESE g

Lol el

Step 3: As shown above, the first red border includes information of testing signals, which applD and appsecret

are generated automatically and required to the input columns of WeChat information on DIALink webpage.

Step 4: The second red border circles templates information. A new module is required by clicking on

and input the following information. The content needs to be same as below shown, or
WeChat messages may not able to be sent successfully.

Module Name : DIALink-3&%0
Content :
BAEREL: {{type.DATA}Y}

HEAR: {message.DATA}}
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SRR x

W

1, ESEENERIDMETNE, A rRSE=RETER

2, AGGRE, MENETTIEEEAE, B FEIRSHNEES, R iuEnrig
3. BAERESENETAERDEE, SEAEASERLATE, KiEd=E

4, BEASTEESRRERESY), SROEMER, #MRLUTS, LLDATAEER

RS

| DIALink-##0

HRifAE

SR ({type.DATA))
FBEAE: {{message.DATAN

= -

Step 5: After created, a record is shown on the table. The template ID circled by a red box is required to be

added in the WeChat setting column on DIALink webpage.

Lol ctia]
EET B304, peamyemEsmms

s WRDATEOEA) TS HiRAE BE |

DIALink-iE %] ISR ({ type.DATA)) HUBME: {{ message.DATA)) Haps
Zcr9swsdl

Step 6: Open DIALink webpage > Choose “Settings” from the menu > @ “WeChat Setting”: Display the setting

records. ® Click the cross icon ¥ on the upper-left of the screen.

A hELTﬂ Settings

General Notification Network Job Shift Management Line Setting "dlechat Setting Modbus Slave

DIALink )

=]
Name Update Time

Schedules wechat 2020-02-04 13:16:17
Events Showing 1o 1 of 1 entries

Queries

Alarms

Monitoring

Settings

v1.20.7312
© 2017 Delta Electronics, Inc.
All Rights Reserved
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Step 7: Fill in the required information with Appid/ Secret in step 3 and Template ID in step 5. Click “Save

Changes” after finished editing.

Edit WeChat Setting x

WeChat Setting

Name*

wechat

ApplD*

Secret®

Template ID*

Save changes
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C.1 Overview

This feature is to allow users to export all device tags data in the recognized Excel format for the purpose of

modifying or adding tags data of target devices, then import the revised file back to the system.
Exporting Tags: Export data of all device tags as an Excel file and the template is approved by the system.

Importing Tags: The file revision must be the approved template. Or the system would prompts error message

for validation failed to notify users to upload it again after corrected.

C.2 Exporting Tags

To export data: @Choose the target device from the drop-down list. @Click El to proceed on exporting.
Up to ten thousands of records can be exported for one single device.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm

Device : DELTA-300 oj v o 9 + G < Q

TypeGroup : information

Status Name Value Unit Type Comment Update Time Action

@ Absx 0 position 2020-02-04 15:07:53 EE
@ Aosy 0 position 2020-02-04 15:07:53 (e | ]
@ sz 0 position 2020-02-04 15:07:53 (@]
@  ActFeed 0 feed_spindle 2020-02-04 16:10:10 (]|
@  Actspinde 0 feed_spindle 2020-02-04 16:10:10 (e | |
@  AdsTemp_x 32 °C servo_temperature 2020-02-04 16:20'58 (&

Four worksheets included in the exported Excel file:

OTag List : Data of tags.

®Type : Reference of types. Types of tags differ from devices(CNC - PLC - Modbus...) and models.

©Register Type : Reference of logical registers. Register types differ from devices(CNC, PLC, Modbus...)

and models.

OData Type : Reference of data types. Data types would be shown as STRING or others like INT and FLOAT.
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A F G H 1 ] K L M N o P Q R 35 T U v W X Y -
1" Validation Device Type Device Brand Device Modsl  Tag Name Tag Type Register Type Nams  Logical RegisteaData Type Decimal PlacesScale  Offset  Witable Record s Real Time Cloud TransmissiorFi Unit  Comment Outpy
Delta Delta DVP TCP/IP 1001 PLC D Register@0-D11999) D:l UINT 0 1 0 TRUE FALSE  TRUE [None I
3 PLC Delta Delta DVP TCP/IP 1002 PLC  D_Register@0 - D11999) D2 UINT 0 1 0 TRUE FALSE  TRUE  None
4 PLC Delta Delta DVP TCP/IP 1003 PLC  D_Register0 - D11999) D33 UINT 0 1 0 TRUE FALSE  TRUE  None
5 PLC Delta Delta DVP TCP/IP 1004 PLC  D_Register@0 - D11999) Di UINT 0 1 0 TRUE FALSE  TRUE  None
6 PLC Delta Delta DVP TCP/IP 1005 PLC  D_Register@0 - D11999) D:5 UINT 0 1 0 TRUE FALSE  TRUE  None
7 PLC Delta Delta DVP TCP/IP 1006 PLC  D_Register@0 -D11999) D UINT i 1 0 TRUE FALSE  TRUE  None
8 PLC Delta Delta DVP TCP/IP 1007 PLC  D_Register@0 - D11999) D7 UINT 0 1 0 TRUE FALSE  TRUE  None
9 PLC Delta Delta DVP TCP/IP 1008 PLC D Register®0 - D11999) D33 UINT 0 1 0 TRUE FALSE  TRUE  None
10 PLC Delta Delta DVP TCP/IP 1009 PLC D Register0 - D11999) D2 UINT 0 1 0 TRUE FALSE  TRUE  None
1 PLC Delta Delta DVP TCP/IP 1010 PLC  D_RegisterD0 - D11999) D:l0 UINT 0 1 0 TRUE FALSE  TRUE  None

@ o & o

Taglist | TagType | RegisterType | DataType

C.3 Importing Tags

To import data: @Choose the target device from the drop-down list. @Click El to proceed on importing.

Up to ten thousands of records can be exported for one single device.

Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
Device : | DELTA-300 =4 - n"'/a + G ¢ 1 Q

TypeGroup : NG  information

Status Name Value Unit Type Comment Update Time Action
@ Absx 0 position 2020-02-04 15:07:53
@ Absy 0 position 2020-02-04 15:07:53
@ sz 0 position 2020-02-04 15:07:53
@ Actreed 0 feed_spindle 2020-02-04 16:10:10
. ActSpindle 0 feed_spindle 2020-02-04 16:10:10
@  AxsTemp_x 32 °C servo_temperature 2020-02-04 16:20:58

Instruction for template filling and the content:

o Worksheet titles cannot be modified: “Tag List”, “Type Type”, “Register Type”, “Data Type”

) Heading color:

“Red”: Required fields; “Green”: Non-required fields;

“Yellow”: Validating results for all required fields.
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Descriptions of columns :

>

Validation : Validating results. Display “Fail” if validation fails. Fields would be left blank if result is

success.

Category : With a drop-down combo box: Tag Type (CNC, PLC, Modbus...)/ Device Brand/

Device Model. Category of the imported data should be the same. You cannot import tags
with different device brands and models. Your choice from the drop-down list would affect the
content shown in “Register Type Name” column. Please refer to worksheet “Register Type” for

more details.

Tag Name : Names cannot be duplicated. A record can be recognized as modified or newly

added according to the tag name.

Type: Differ from device types (CNC, PLC, Modbus...) and models. Please refer to worksheet

“Type” for more details.

Register Type Name : Differ from device types (CNC, PLC, Modbus...) and models. Please refer

to worksheet “Register Type” for more details.

Register : Tag address.

Data Type : Types of tag data, such as STRING, FLOAT, INT....

Decimal Place : Decimal places in a tag value.

Scale : Magnified tag values.

Offset . Displacement of tag bits.

Record : See if the tag data is in the database. TRUE: Recorded; FALSE: Record not found °

Read Only: See if the tag is readable and writable. TRUE : Read Only; FALSE : Read and Write
Only
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) If the uploaded file contains incorrect data or has formatting issues, an import error message would be
prompted or the file would be passed back to users, reminding users to upload the file again after

corrected.

Tags Import Fail
TagService - Import Exception: The excel file is not

Device: DELTA-300 illegal template
0)

Dashboard Tags  Triggers  Tools Management  Maintanence  Programs  Parameters  Hisotry Alarm

DIALink

a Device : | DELTA-300 - a & + G o Search Q
a Overview
h TypeGroup © [V information
Schedules
Status Name Value Unit Type Comment Update Time Action
a Evonts @ Absx 0 position 2020-02-04 15:07°53
@® Absy 0 position 2020-02-04 15:07:53
a ElUEIES @® Absz 0 position 2020-02-04 15:07:53
e ActFeed 0 feed_spindie 2020-02-04 16:38:52 3
f,r' Alarms L - . .
—
@  Actspinde 0 feed_spindie 2020-02-04 16:38°52
|| itori
(— ey @  AxsTemp X 32 °C servo_temperature 2020-02-04 164139
# Settings @ AusTemp_y a4 C servo_temperature 2020-02-04 16:41:39
@ AxsTemp z 34 °C servo_temperature 2020-02-04 16:41:39
v1.1.11.7300
©2017 Delta Electronics, Inc. @ Distx 0 position 2020-02-04 15:07:53

All Rights Reserved
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D.1 Overview
@ AQ@ ©) @

20
30
40
25

Time intervals of data collection also called “interval scanning” can be defined with nodes by users. Response
time of collecting data differs from device to device. Considering of the situation that time for data acquisition
takes longer than interval scanning, users need to save the result as null or recalculate with data collected in

the previous time period.

In the above picture, each color box represents a single device. The number on it shows the quantity of tags
needs to be collected. Instead of performing data acquisition after the program being operated, devices must
receive messages from MQTT first. As a result, the start time of data acquisition would not be the same but
similar between devices. In addition, the time gap between the devices would be greater if some tags being

changed or newly added during the process of data acquisition.

Each Device would send all data read from tags to MQTT at one time to enable modules to access required
data via MQTT. Actions would be repeated after the time interval, which means all the tags in one device would

be read at the same time to avoid time difference of accessing completion between each tag.

While data collection is triggered passively, time for data acquisition is different between devices which is hard
to know the exact timing for DataCollector to access the data of each device. As illustrated in the figure above,
assuming there’s a formula designed to total the value of the first tag in each color box (device), the red box
(device) will contain a missing value from the time point @ till 3. Therefore, if data collection goes too slow on
a device, it may lead to the result of NULL for all the value of tags on it. If the operational efficiency of this

device cannot be improved, users will need to lengthen the time of interval scanning manually through
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configuration.

Two modes are provided for users to choose on DIALink webpage, which are “Use previous value” and “Appear
offline”. Whether the result of the formula is determined to be NULL or not, users’ need can always be fulfilled. A
new setting is added on the interface of the present DIALink version to allow users to choose between these
two modes. “Appear offline” would be set as “NULL”, while “Use previous value” would be saved as “Previous

Value”.

Notification Network Job Shift Management Line Setting WeChat Setting E-mail Setting Modbus Slave

Collection Setting

- MQTT Broker IP Tl
DIALink
Store Historical Data Archive by Daily
Record Rate (ms) 60000
Schedules
Record Type Interval
a Events
_ 3rd Party Data Interface

a Queries

Type Webhook mMaTT

Enable Data Upload | OFF |

g Monitoring

Webhook URL POST http://example. URL/iwebhook

Edge Computing Setting

Missing Value
Previous Value

Modbus Slave Setting

v 1.3.0.0 BETA4
ey oy Enabled | OFF
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E.1 Requirement and Environment

DIALink supports OPC UA for communication, while OPC UA Provider as the intermediate layer is mainly
responsible for the following behaviors (as shown in the chart):
° Handles providing access to data requested by different OPC UA services like read and write to devices

in under layer.

o Provides third-party application in upper layer with access to read and write data indirectly to devices via
OPC UA.

The updated records of data would also be provided in DIALink.

Note: Allows Third-party application to read and write only device data.

Third-party Application
OPC UA Client

OPC UA Server

DIALink

E-2
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E.2 OPC UA Server Services and Settings
E.2.1 OPC UA Server Status

OPCUA Server shown on Monitoring page is a module providing the third-party software (e.g., MES, SCADA...)
with OPC UA services such as reading and writing data from devices as it requested. All functions would show
the green check mark with version number displayed under the mark when the system operates normally. If not

activated, the red cross mark would be shown with NOT STARTED displayed under the mark.

=) & 00
Monitoring
:
DIALink
= 12.8GB free of 49.5GB
Y _ (C)
Overview
3 34.3% (D) (8GBIreeoro4268
o 100 o —
Schedules o Elath 100 (E:) 91168 ireeof94.2GB
2 Events
2 Queries MQTT Broker WebAPI Data Collector Data Aggregation
V1414 V1.1.5.7381 Vi1 V1.1.7.7251
Monitoring
Management Notification Modbus Slave Data Upload
V1.1.3.7251 V1.1.0.7065 V1.1.0.7052 V1.3.0.7522
OPCUA Server Database
V2.0.0.121 Running

E.2.2 System Setting

Go to “Settings” then “General”’ to configure related parameters according to user needs, which allows you to
change the username, password and port. The default username, password and port are respectively root,

admin and 4840.

OPGCUA Server Setting
Username root

Password

OPC UA Server limits:

Once nodes are added or removed, or properties are updated, you would need to click “Restart” to restart OPC
UA Server before connecting third-party application and OPC UA Client to OPC UA Server. So the updated

data can be viewed by the client. A restart would not be required for changes on tag values.
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Security settings for OPC UA Server:

| Userverified | support I

None None v
Anonymous x :
Sign
+ Basic128Rsal5 o
Account/PW v Sign & Encrypt
Sign
Certification x Basic256 v

Sign & Encrypt
Sign
Sign & Encrypt

Basic256Sha256

(] Communication Protocol: Only supports UA TCP (opc.tcp://), while UA HTTP/HTTPS is not allowed to
use.

(] User Authentication: Check the permissions before the client is allowed to login and access data
information.

Safety strategy: Encrypts data with specified algorithm.
Only supports the read and write functions.

The maximum number of clients that can connect simultaneously to the OPC UA server is 5.

At one subscription with 1000 tags/ nodes, the CPU usage is about 15~20%.

E.2.3 Add New Devices and Tags

) Add a new device

After logging in DIALink, @ go to the “Overview” page and @click “Add a new device’. If the device has been
created, click the add button at the upper right of the page.

A NELTA Overview

DIALInk-01

DIALink

Overview \0) @

Add a new device

Schedules

Queries

Alarms

Monitoring

v 1.1.11.7321 Dev
© 2017 Delta Electronics, Inc.
Al Rights Reserved
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) Add tags

@ Go to the “Overview” page and @ click on the target device that has been added to the device nodes so as

to enter the tag configuration page.

A NELTA Overview

. DIALInk-Test Line
DIALink
Modbus1 (@ =ma DeltaDVP
Overview @) ID : 4 ID:5 ID:6
Main Program : TOP2.NC Protocol : TCP/IP Protocol : TCPAP
Schedules Tool Nnumber : 0 *ﬂudbus |P Address : 127.0.0.1 1P Address : 192.168.1.11

Part Count : 26 Port : 502 Port : 502
Events

Queries n — Edge Computing -

Alarms D:7
Main Program : 01234
Monitoring Tool Nnumber : 0

Part Count : 101534
Settings

v1.207312
© 2017 Delta Electronics, Inc.
All Rights Reserved

@ Enter the “Tag” tab and € select the target device from the drop-down list, then @ click + to add tags.
Relevant parameter setting is shown on the right side of the page. The default would be adding single tag, while
you can also choose to add multiple tags at a time. Based on the device type of the target device, the relevant

parameters would be displayed for you to choose or enter related device parameters according to user needs.

All items marked with an asterisk (*) need to be completed. When finished, click “Save Changes” at the bottom
of the page. If the input value does not follow to the system rule, a red color frame will appear to indicate as an

error.

@Tags Triggers Maintenance

Device : | 16_OPCUA v & o + | G |2 Search Q
TypeGrou 000 ) @
Status Value Unit Type Comment Update Time Action

15_CNC
No Results

15_computing Go Back

15_modbus
15_PC
15_PLC

16_OPCUA (@)
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Add Tag x
Add Tag x Custom Default Tags

S

Ci t i
Custom  Default Tags onnec: Add Single
o [
Connect Add Multiply
Name™
Type
OPCUA ~
Type
Batch name setting”
OPCUA ~

First Number 1 Numeric Places 3

Logical Register* .
Batch address setting (0 - 65535)*

FirstAddress | 1 Increment 1
Data:Type Batch number of items (1 - 1000)*
UINT ™ 10
Decimal Places™ Data Type*
0 UINT ~
Scale* Decimal Places™
1 0
Offset* Sceler
0 1
Writable omset
| oFF | 0
Record Writable
| oFF | | orF |
Unit Record
| orF |
Unit
Comment
7 Comment

)

Add Tag x

Custom Default Tags
E| Root
; Objects
Types
Views

Refresh

After successfully adding tags, enter the Tag tab and you can view the device connection status at the first
column, while the second is the name of the tag and the third shows real-time data. The example of Delta CNC

is shown in the follows.
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Dashboard Tags Triggers Tools Management Maintanence Programs Parameters Hisotry Alarm
Device : | Delta CNC a a G|z e Q
TypeGroup : information
Status Name Value Unit Type Comment Update Time Action
@ AbsX 0 position 2020-01-21 08:09:56 (]
@ AbsY 0 position 2020-01-21 08:09:56 [ ]
@ Absz 0 position 2020-01-21 08:09:56 (i |
@ ActFeed 0 feed_spindle 2020-01-21 08:09:56 ﬁ
@  ActSpindie 0 feed_spindle 2020-01-21 08:09:56 [ ]
Showing 1 to 5 of 5 entries n
Go Back

In case that you want to reedit the tag parameters, click the edit button in the action column on the tag tab,

then click “Save” at the bottom of the page after finishing editing. To delete a tag, you can click the delete button

ﬁ in the action column.

Dashboard Tags Triggers
Device : | Delta CNC v
TypeGroup : VS  information

Status Name

@ AbsX

@ AbsY

@ AbsZ

@ ActFeed

@ ActSpinde
Showing 1 to 5 of 5 entries

Tools Management

Maintanence

Unit Type
position
position
position
feed_spindie

feed_spindle

Programs

Parameters Hisotry Alarm

Comment

Update Time

2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56

2020-01-21 08:09:56

Action

ao
aa
@o
@o
o] @]

Go Back

To delete multiple tags, @first to choose the target device and ®click [# to perform

check the checkbox of the tags to delete before click

to delete tags in batches.

batch editing, then ©

Tags Triggers
Device : | Delta CNC@ T
TypeGroup : m ———
e Status Name
® Abs_X
O @ sy
@ Absz
@ ActFeed

@  ActSpindie

Showing 1 to 5 of 5 entries

Tools Management

o

o

+

Maintanence

@
I

. - EEEo

Unit Type
position

position

position

feed_spindle

feed_spindle

Programs

Parameters Hisotry Alarm

Comment

Update Time

2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56
2020-01-21 08:09:56

2020-01-21 08:09:56

Action

a0
@a
ao
i}
Gao

Go Back
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E.3 Install UAExpert

UAExpert is a 3™ party OPC UA Client software.

) The current version is 1.5.1.
) The software can be installed on Windows 10 with Intel Core i3 dual core 1.90GHz, 4GB RAM.

[ ) Download the software at: https://www.unified-automation.com/downloads/opc-ua-clients.html

L] Configure the Server connection information after login with the username and password, which the
default setting is root/ admin.

The operation for UAExpert is shown in the following demonstration:

OProject > Servers > choose @ Add..
B unified Automation UaExpert - The OPC Unified Architecture Client - NewProject — O x
File View Server Document Settings Help
D DB # =0° x40 =8 0
Froject & x  Data Access View @ Attribotes 8 x

v [ Project #  Server Nodd & o ©
[3 Servers

Attribute Value
v [3 Documents @ Add..

[ Data Access View

Address Space 8 X

References & X
2 o & & Forward ~
Reference  Target DisplayName

< >
@ Double Click to add Server
. Add Server ? x
Configuration Name |
Discovery Advanced
Endpoint Filter: |No Filter 4
v 2 Local A

& Delta OPC UA Server (opc.tcp)
v 9 Local Network

& Microsoft Terminal Services

&9 Microsoft Windows Network

¥ Web Client Network
v b Reverse Discovery

% < Double click to Add Reverse Discovery... >
~ #% Custom Discovery

& < Double click to Add Server... >
opc.tep//localhost:55000 | < Double click to Add Server.. > !
|, opc.tep//127.0.0.1:6668
opc.tepi//localhost:4840
opc.tep://localhost:6668
|, opc.tep://localhost:55000
L, opc.tcp://localhost:8888

W FEIE T NV EPFL, ¥ al

o

#

Pl

)

F,

P A0
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9Enter URL: opc.tcp://DIALInk.IP:Port

B enter URL ? X

Enter the URL of a computer with discovery service running:
| ope.tep://DIALInk.IP: Port v

0K Cancel

Ochoose a login method: Please choose None as default and log in with username and password.

' Add Server ? >

Configuration Name |Delta OPC UA Server ‘

Discovery Advanced
Endpoint Filter: |No Filter -
v O opc.tepy//localhost:4840 ~
w (opc.tcp)

None - None (uatcp-uasc-uabinary)

.4 Basic128Rsa15 - Sign & Encrypt (uatcp-uasc-uabinary)
#7 Basic256 - Sign (uatcp-uasc-uabinary)
Ly Basic256 - Sign & Encrypt (uatcp-uasc-uabinary)
£ Basic2565ha256 - Sign (uatcp-uasc-uabinary)
2} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
2, opc.tep://localhost:6668
2, opc.tepi//localhost:55000
2, opc.tep://localhost:8888
2, opc.tep//10.139.5.41:4840
2, opc.tep://TWTY3NB1287 delta.corp:49320
2, opc.tep://127.0.0.1:4840
v () Recently Used

VWYY Y VY

v
ST
Authentication Settings
Username root ‘ Store
Password |..... ‘
Certificate
Private Key
I:I Connect Automatically
OK Cancel
© OPC UA server and nodes would be displayed after connected successfully.
. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* - [m] X
File View Server Document Settings Help
Dw BB =0 XKE BN
Project & x| Data Access View © | Attributes & x
v [3 Project #  Server NodeId isplay Nan  Value Datatype rce Timest: rer Timest: Sta %« & © ©
Attribute Value A
- v Nodeld ns=1;5=/DIALink Data
. Namespacelndex 1
[ Data Access View IdentifierType String
Identifier /DIALink Data Provide
NodeClass Object
BrowseName 1, "DeltaDVP1"
DisplayName
dress S.pac.e G Description
% | No Highlight 5 WriteMask
5 Root A UserWriteMask 0 Y
v © Objects < >
v @ DIALink Data Provider References 8 x
> @ AS332T P
~ & DeltaDVP1 G Rl @) Forard < 9
@ D001 Reference Target DisplayName [l
@ D002 HasType... FolderType
@ D003 HasCom... D001
@ D004 HasCom... D002
@ D005 HasCom... D003
@ D006 HasCom... D004
@ D007 HasCom... D005
@ D008 HasCom... D006
@ D009 HasCom... D007
@ D010 HasCom... D008
> © Delta_CNC HasCom... D009
& Fdge comouting < 2| |pner, nin Y,
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@Drag nodes to Data Access View area in the center of the page so as to monitor on node value changes.

U S\E = O X
D @ XxH 2 e oK
Project & x __Data Access View O Attributes 8 x
v 3 Project #  Server Node Id isplay Narr  Value Datatype rce Timesti rer Timeste Staf &« B ® ©
~ [3 Servers 1 Delta OP.. D001 13900 Ulnt16 PM 02:57... PM 02:57... Go| i A
% Delta OPC UA Server 2 Doo2 2 Ulntle  PMQ287.. PM 02:37.. Go | AUt Value
3 . D003 3 Ulnt16 PM 02:57... PM 02:57... Go|jv Nodeld ns=1;5=/DIALink Data
v [ Documents 4 . D004 4 Ulnt16 PM 02:57... PM 02:57... Go Namespacelndex 1
[ Data Access View 5 . D005 0 Uint16 PM 02:59... PM 02:59... Go
6 . D006 0 Uint16  PM0257.. PM 02:57... Go IdentifierType  String
g = ngg g B}HE%S EM 85;; gm 85% . 80 Identifier /DIALink Data Provide
J n 2 :57... GOl
9 ; Do0g 0 Untle  PM 0257, PM 0257, Go| NodeClass Object
10_Delta OP.._NS1|Strin... D010 0 Uint16 PM02:57.. PM02:57... GoJfj BrowseName 1, "DeltaDVP1"
DisplayName DeltaDVP1"
Address Space 8 x / - -
Description :
% |No Highlight P WriteMask 0
© Root ~ UserWriteMask 0 ne
v @ Objects < >
v O DIALink Data Provider e 05z
> @ AS3307 = Forward
<[ DeltaDVPT % Bl RE) Forvord T 2
@ D001 Reference Target DisplayName o
@ D002 HasType... FolderType
@ D003 HasCom... D001
@ D004 HasCom... D002
@ D005 HasCom... D003
@ D006 HasCom... D004
@ D007 HasCom... D005
@ D008 HasCom... D006
@ D009 HasCom... D007
@ D010 HasCom... D008
S Delta_CNC ( 5 | |HasCom... D009
> 3 Fdae comnutina v HacCam — DN1N ad
@ Node values are changeable if the tag property is set to Read/ Write.
(Modify the value of D005 to 5 in the example below.)
' Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject* —= O X
File View Server Document Settings Help
> : oL ™ o
D BBE + X% 8 e = Ch
Project & x| Data Access View ©  Attributes & x
v [3 Project #  Server Node Id isplay Nawr  Value Datatype rce Timesti rer Timest: Sta < « B © [+]
v [ Servers 1 DeltaOP.. NS1|Strin... D001 13900 Ulnt16 . GO| | Attribute Value ~
2 Delta OR.. NS1|Stri 2 Uint16 Go
% Delta OPC UA Server S Delta 0P Netjstri 3 o v Nodeld ns=1;s=/DIALink Data
v [3 Documents N ik 0
Data Access View izt IO
2 Da IdentifierType String
De‘ta o Ng”gtﬂ‘ = bM 05 Identifier /DIALink Data Provide
elta OP.. rin... 57
Delta OF. NS1[Strin.. PM 0257 57 ModeClass Object
0 Delta OP.. NS1|Strin... D010 UInt16 PM 02:57... PM 02:57... Go| BrowseName 1, "DeltaDVP1"
DisplayName DeltaDVP1"
Address Space = Description "
> |No Highlight - WriteMask 0
= Root ~ UserWriteMask 0 hd
v @ Objects < >
v & DIALink Data Provider it 52
> B AS332T = Forward
v 3 DeltaDVP1 % BRG] Forved - &
@ D01 Reference Target DisplayName o
@ D002 HasType... FolderType
@ D003 HasCom... D001
@ D004 HasCom... D002
@ D005 HasCom... D003
@ D006 HasCom... D004
@ D007 HasCom... D005
@ D008 HasCom... D006
@ D009 HasCom... D007
@ D010 HasCom... D008
> © Delta_CNC @ N HasCom... D009
@ Fdae comnutina i HacCarm  DAIN ¥
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@Check if the node value has also been updated on DIALink webpage.

= & 00
Device: DeltaDVP1
Tags  Trggers  Maintenance
DIALink
Device : | DeltaDVP1 > a o + G ¢ Search Q
Overview
TypeGroup n X
i Status  Name Value Unit Type Comment Update Time Action
@ Doot 13900 PLC 2020-10-30 14:42:43 [i]
@ o2 2 PLC 2020-10-30 14:42:37
Queries @ Doo3 3 PLC 2020-10-30 14:42:47
@ o4 4 PLC 2020-10-30 14:42:52
. D005 5 PLC 2020-10-30 14:42:57
Monitoring @ Doos 0 PLC 2020-10-30 14:42:28
@ o7 0 PLC 2020-10-30 14:42:28
Settings
[ 0 PLC 2020-10-30 14:42:28
@ Do 0 PLC 2020-10-30 14:42:28
@ Do 0 PLC 2020-10-30 14:42:28
Showing 1 to 10 of 10 entries
Go Back
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F.1 Requirement

A dongle key (primary key) would be provided to customers, who purchase DIALink, to enable functions in a
certain number of physical devices (E.g, CNC, PLC...). A corresponding upgrade key would be required when
the number or function of devices needs to be expanded.

With the utility program (DIALinkCombinDongleKeysForm.exe), customers can merge the primary key with the
upgrade key, so the upgraded device number or functions would be contained in the primary key after being

combined, as well as changing the upgrade key to the used key which cannot be used again.

F.2 Combining Tool (DIALinkCombinDongleKeysForm)
F.2.1 Scan Dongle Keys

Step 1: Run the utility program for scanning.

After running the utility, click “Scan DongleKeys” and the existing Dongle would be categorized into the

following three key groups: Primary keys /Upgrade keys /Used keys.

a5 DIALink Dongle Combiner - O X

Primarcy keys Upgrade keys Used keys

Kev Information

i
SN: Modules
[] OPC U4 Server Scan DongleKeys
0 SECS/GEM
Machine# Combine Keys
Exit

Step 2: Insert the Dongle key attached to the purchase of DIALink as primary key.

OClick “Scan DongleKeys” and the Dongle key would be displayed in the area of ®”Primary Keys”, then the
corresponding device quantities as well as the module information would also be shown in the area of ®”Key

Information”.
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o' DIALink Dongle Combiner — O x

Upgrade keys Used keys

—Key Information \9)

SN: L03200050C W20070001 @ Modules -
[] OFC UA Server Scan DongleKeys

L03200050CW20070001 0 SECS/GEM
Machine# [I:[rj [, % Combine Keys
SECS/GEM O
Exit

|

Step 3: Insert the upgrade key.

OClick “Scan DongleKeys” and the upgrade key would be displayed in the area of ® “Upgrade Keys”, then the

corresponding device quantities as well as the module information would also be shown in the area of ®”Key

Information”.
o' DIALink Dongle Combiner — O x

Primary keys Used keys
L03200050CW20070001

[ %ey Taformation 3 9)
SN: |OPCUO01W20010001 @ Modules [

OPCU001 W20010001 % VFC T Server soant -
O SECEIGEM
Machine# Combine Keys
Exit
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F.2.2 Combine Dongle Key

) Run the utility program, then scan the current primary key and the upgrade key. After checking all the key
information, click @ “Combine Keys” to perform the combined action. When finished, @click the
primary key to display the combined information in the area of € “Key Information”.

() After the keys being combined, the upgrade key would change to be used key@ as well as being
displayed in the @ key information.

[ ) A system restart is not required to use DIALink services with the updated device number and functions.

o' DIALink Dongle Combiner — O X

Primary keys Upgrade keys Used keys

L03200050C W20070001 OPCUO01 W20010001 '

Key Information

SN: |OPCU001W20010001 Modules
T OFC UA Server Sl
OPCUI001 W20010001 [] SECSISEM

Machine#
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! DIALink Dongle Combiner — O
Upgrade keys Used keys
OFCU001 W20010001
ey Information @)
SN: |L02200050C W20070001 =/ Modules
000000500000-2000-10 B4 OFC T4 Server soan Bongleexs
B [] SECSIGEM
Machine# %II:{‘CSDD Combine Keys
SECSIGEM:0
Exit

g DIALink Dongle Combiner — |

Primary keys Upgrade keys

1.03200050C W20070001

Key Information 9

SN: OPCUO01W20010001 \.) Modules

*¥L.03200050C W20070001 O ORC A Server seanD -
[l SECEIGEM
- Combine Keys
Exit
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G.1 Structure Overview

The main function of DIALINK SECS/GEM module is to send device data of old equipment, which is not compliant with
GEM/SECS, to hosts so that equipment can be monitored and controlled by hosts. The communication framework of
DIALink SECS/GEM module is shown below. The DIALINK SECS/GEM module is able to communicate with

Non-SECS equipment via PLCs so as to send all kinds of device data, such as information of commands and Recipe,

to SECS/GEM compliant hosts, which hosts could be Manufacturing Execution System (MES).

DIALINK SECS/GEM+

S

G.2 Installation and Setup

Once the version 1.4 or above of DIALink software is installed, the SECS/GEM module would be installed in the

system either choosing “Full install” or “DIALink only”. However, only users who have purchased SECS/GEM module

for DIALink can add new SECS/GEM capable devices

SECS/GEM module would be added during installation which the profile and the program file would be stored in the
folder named DIASECS-GEM RunTime for DIALink in local disk C.

| |i1 = | Local Disk (C3)

Home Share View

« ~ 4 & » ThisPC » Local Disk(C:) »
Mame

s Quick access

DIALink
@ OneDrive DIASECS-GEM RunTime for DIALINK
s [ This PC GEMRunTimelog
o Intel
¥ Network PerfLogs

Program Files
Programn Files (x86)
temp

ToolsApp

Users

Windows

<

Mitems 1 itemn selected

v O Search Local Disk (C:)

Date moedified

Type

File folder
File folder
File folder
File folder
File felder
File folder
File folder
File felder
File folder
File folder

File folder
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® Follow below procedures to start with SECS features:

Add/Choose SECS eqp * Set PLC Model and connect mode

Fill in /O Mapping Function Block according to requirement

Execute SECS/GEM 1/O Mapping Template Export *
Execute SECS/GEM Runtime - Enable SECS/GEM Module

From Event  Information * Recipe * Operation to check eqp’s
parameter

Step 1: [Overview] : Add new SECS equipment > [PLC Connection Parameters Configuration] : Select the target

PLC model and set the IP address as well as the port.

Step 2: [1/0 Mapping Function Block] : Set the type and address of registers for each function accordingly which

should be corresponded to the actual communication between devices, or the data would be disorganized.

Step 3: [SECS/GEM Application] : Execute SECS/GEM I/O Mapping Template Export and SECS/GEM Runtime (the

main program).
Step 4: After connected, you can view device parameters via Events, Information, Recipe and Operation.

G.3 Description of SECS/GEM Setting
G.3.1 Add SECS/GEM Equipment

) Add a new device

After logging in DIALIink, go to @ [ Overview] on the left side of the page > ® [ Add a new device ], or directly click the

add button at the upper-right corner.

A NELTA Overview

DIALink-01

DIALink

overview (@) @

Add a new device

Schedules
Events
Queries
Alarms

Monitoring

Settings

v 1.1.11.7321 Dev
© 2017 Delta Electronics, Inc.
All Rights Reserved
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Add Device

I

Name™

Type*
SECS v

Communication module : DIASECS-GEM RunTime

Comment

~

Save changes Cancel

Note: Only authorized SECS equipment can be added, which the desired device quantity must not exceed the number

of autherization.

Note: Different from other equipment, SECS devices cannot directly communicate with other devices, such as CNC
and PLC devices, via DIALink. Instead, an intermidiate SECS/ GEM Runtime would be required for SECS/GEM
communication with HOSTs as well as equipment via PLCs. Hence, devices on the page would not be connected and
acquire tags automatically after SECS equipment being added, even though the parameters for connection ae correct.

Which in turn, you would need to manually enable SECS/GEM Runtime for equipment-to-host data communications.

G.3.2 SECS/GEM Configuration

G.3.2.1 SECS/GEM Application

SECS/GEM Config

SECS/GEM Application PLC Connection parameters Configuration 1/0 Mapping Function Block Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V Setting ‘Command Parameter Remote Comm:

3

SECS/GEM Application

Execute SECS/GEM /O Mapping Template Export Execute SECS/GEM Runtime

Go Back

) Execute SECS/GEM /0 Mapping Template Export: After performing add, delete, edit action on pages
including I/O Mapping Function Block, Alarm Manager, Event Manager, SV DATA, DV DATA, EC DATA, Link V
Setting, Command Parameter, Remote Command, Spool Allow, Parameter Manager, PPID Mapping Manager,
Formatted Process Parameter, Formatted Command Code, and Unformatted Process Parameter, click on
“Execute SECS/GEM I/O Mapping Template Export” to ensure the configuration has been written to the Config

file.

° Execute SECS/GEM Runtime: After executing Runtime, devices would be connected. Please refer to chapter

G.3.3 Connect for more details.
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Note: Since it may take approximately 10 to 50 seconds for executing Export or Runtime according to different
settings and system resources, please wait patiently after clicking the execution button. A green dialog box
would be displayed after executed successfully. If the execution failed, the message would be displayed in a
red dialog box, which the display would return to the original page and show “TimeOut” if the wait time exceeds

50 seconds.

Note: If you press F5 to refresh the current wait page and re-execute Runtime during Runtime execution, system

errors would be caused and an error message would pop up. To restore, go back to “Overview” page;

meanwhile, the SECS devices may be successfully connected. If not, execute Runtime again to reconnect.

G.3.2.2 PLC Connection Parameters Configuration

SECS/GEM Config

SECS/GEM Application PLC Connection parameters Configuration 170 Mapping Function Block Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V

»

PLC Connection parameters Configuration

Model Delta_AS_Series_PLC_TCP(Standard_Modbus) ~
Connect Mode TCP
Delay 0
Retry 3
Timeout 1000
TCP Config
IE2 192.168.1.6
Port 502
Serial Config
Baud Rate 9600 L
Com Port 1
Parity None v
DataBits 8 v
StopBits 1 ~
PortType RS232 v
FlowControl NO ~

Update PLC connection profile

° PLC Connection Parameters Configuration: Choose the desired model (mandatory) and input other fields

based on your needs.

[ TCP Config: Set the IP and the port (mandatory).
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) Serial Config: Input related fields based on your needs.

Note: If one of the mandatory fields is not configured, Runtime would not be able to execute successfully and an error

message showing “PLC driver initial failure” would be displayed.

G.3.2.3 I/0 Mapping Function Block

SECSIGEM Config

SECS/GEM Application  PLC Connection parameters Configuration /O Mapping Function Block ~ Alarm Manager  EventManager ~ SVDATA  DVDATA  ECDATA  LinkVSetng  Command Parameter  Remote Command  SpoolAlow  Paran

v
1 Block = 1 Word

This page delete function is to clear your settings. not to delete the data

/0 Function Name: Block Length Remaining Length Device Code Start Address End Address Slave ID FileNo  BaseNo SlotNo  Bank No Action

EqpPLCAlive 1 T 55 55 Ba
SECSGEMAlive 1 T 54 54 a8
AlarmReportSend 64 b 0 63 EE
EventReportSend 32 D 20000 20031 EE
ProcessProgramStateChange 43 T 0 42 EE
ProcessStateChange 3 T 3 45 Bea
ProcessProgramCurrently Selected 2 T 5 a7 Ba
EQCurrentinfo 6 T 48 53 Ba
UpdateSV 200 D 0 199 Ba
UpdateDV/ 200 D 200 399 Ba
UpdateEC 100 D 400 199 Ba
NewEqpConstantDovmload 2 D 500 519 Ba
TerminalDisplay 85 D 520 604 EE
DateTimeSyncCommand 9 D 820 628 EE
RemoteCommand 30 D 630 659 [c] ]
ProcessProgramRequestUnformatted 50 SR 0 49 EE
ProcessProgramRequestFomatted 100 SR 200 2% Ba
ProcessProgramSendUnformatted 10 SR 400 409 Ba
ProcessProgramSendFomatied 20 SR 600 619 Ba
ProcessProgramVerificationSend 50 SR 800 849 Ba
ProcessProgramUploadRequestUnformatted 20 SR 900 919 Ba
ProcessProgramUploadRequestFormatted 2 SR 1100 1119 Ba
ProcessProgramDownloadUnformatted 2 SR 1300 1319 Ba
ProcessProgramDownloadF ormatted 20 SR 1500 1519 (] a]
ProcessProgramDelste 35 SR 1700 1734 Eﬂ

GoBack

Only WORD registers can be used by I/O Mapping Function Block. Others such as Bit and Double word registers are
incompatible with SECS. Different PLCs have different ranges and characteristics of registers, which you should refer
to documents and manuals of corresponding PLC brand. For example, Delta DVP series PLCs only support T, C and D

type registers, while Delta AS series PLCs use X, Y, D, SR, E, T and C type registers. Register ranges cannot be

exceeded while configuring Address.

In addition, all the available registers of the PLC you are currently using would be listed when setting Device Code.
Start Address represents the start point of the segment and the End address should be configured based on the
default Block (Word) setting of the segment. For example, if the start address is set to 0 and the default Block (Word)
setting is 200, the addresses to be used would be DO ~ D199. Please pay particular attention that device code (Range)
is determined by the selected PLC device. In case that the address exceeds the limit, you can re-define the block

length and set the start address again.
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Functions can be divided into two categories according to whether the block length can be modified or not. If not, the
remaining length would be shown as 0. On the other hand, for functions which allow you to modify the block length, the
available and remaining numbers of blocks would be shown for remaining length. If the amount of equipment usage
data exceeds the default value of Length, the block length can be modified. Since certain functions may retain some

blocks for system, it's normal if the block amount of Remaining length is less than the calculated number

Note: Before performing add, delete and edit action to features such as Alarm Manager, Event Manager, SV DATA,
DV DATA, EC DATA, Remote Command, PPID Mapping Manager, Formatted Command Code and Unformatted
Process Parameter, you must complete the relative configuration on 1/O Mapping Function Block page, which you
would also be reminded of the required configurations on each feature’s page. For example, if selecting Alarm

Manager, a popup message would remind you to configure “l/O Mapping Function Block: AlarmReportSend” first.

G.3.2.4 Alarm Manager

SECS/GEM Config

SECS/GEM Application PLC Connection parameters Configuration 1/0 Mapping Function Block Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V Se

»
Action + O

Bit No AlarmID AlarmName AlarmEnable AlarmText Action

No Results
Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the

file for you to add, delete or edit.

Note: Please configure the settings of device code and start address on the /O Mapping Function Block page before

enabling the function of this page.

o Add new Alarm Manager

Click the add button + , then the add new window would pop up for you to configure the input values and characters of
the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New x

BitNo™
AlarmID*
AlarmName*
AlarmEnable*

True v

AlarmText*
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G.3.2.5 Event Manager

SECS/GEM Config

SECS/GEM Application PLC Connection parameters Configuration 1/0 Mapping Function Block Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V

»

Action:  + @&

CEID Name Remark DataType Action

1 Equipment_Off_Line ON-LINE->OFF-LINE System B
2 Control_State_Local REMOTE->LOCAL or OFF-LINE-*LOCAL System Eﬂ
3 Control_State_Remote LOCAL->REMOTE or OFF-LINE->REMOTE System ﬁ
4 Processing_State_Change Any processing state transition(Send by AP) System ﬁ
B Alarmn_Detected ALARM CLEAR->ALARM SET System ﬁ
6 Alarmn_Cleared ALARM SET->ALARM CLEAR System Eﬁ
7 Operator_Equipment_Constant_Change Operator activity changed equipment constant System Eﬂ
8 Process_Program_Change Operator activity creation\modification'deletion of ... System ﬁ
9 Process_Program_Selected Operator/Host activity Selected Process Program System ﬁ
10 Spooling_Activated SPOOL INACTIVE->SPOOL ACTIVE System E ﬁ
il Spooling_Deactivated SPOOL OUTPUT->SPOOL INACTIVE System ﬁ
12 Spool_Transmit_Failure TRANSMIT SPOOL->NO SPOOL OUTPUT System E ﬁ
13 Message_Recognition Indicating the operator has viewed the text of a h. System ﬂ

Go Back

Event Manager is categorized into System and Eqp. The former is read from files and only CEID fields can be modified,

while the action delete is not allowed. The latter allows users to add, delete and edit data.

Note: Please configure the settings of device code and start address on the 1/0 Mapping Function Block page before

enabling the function of this page.

® Add new Event Manager

Click the add button + , then the add new window would pop up for you to configure the input values and characters of
the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New ®

CEID*
Name™

Remark*
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G.3.2.6 SV DATA

SECS/GEM Config

Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPI

4 »

Action: + G

SVID Name Format Length Unit Remark DataType Action

1 SYS_LICENSE_CODE ASCII License code System (o[ &]
2 SYS_LICENSE_STATUS UINT_1 License status System Eﬁ
3 SYS_CLOCK ASCII System Clock System Eﬁ
4 SYS_SECS_COMM_MODE UINT_1 SECS Communication Mode(.. System Eﬁ
5 SYS_PREVIOUS_CONTROL... UINT_1 1:EquipmentOffLine; 2:Attemp...  System ﬁ
6 SYS_CONTROL_STATE UINT_1 1:EquipmentOffLine; 2:Attemp_..  System Eﬁ
7 SYS_PREVIOUS_PROCESS... UINT_1 Previous process state(Set by... System Eﬁ
8 SYS_PROCESS_STATE UINT_1 Process state(Set by AP) System Eﬁ
9 SYS_MDLN ASCII Equipment Model Type (Setb...  System Eﬁ
10 SYS_SOFTREV ASCII Equipment Software Revision...  System Eﬁ
" SYS_ALARN_ENABLED LIST Current Enable Alarms System Eﬁ
12 SYS_ALARM_SET LIST Current Set Alarms System Eﬁ
13 SYS_EVENT_ENABLED LIST Current Enable Events System Eﬁ
14 SYS_PP_EXEC_NAME ASCII Currently selected process pr...  System Eﬁ
15 SYS_PP_FORMAT UINT_1 1:Unformatted process progra...  System Eﬂ
16 SYS_SPOOL_STATE UINT_1 1:Inactive; 2:Active System Eﬁ
17 SYS_SPOOL_LOAD_SUBST. UINT_1 0:Not Full; 1:Full System ﬁ
18 SYS_SPOOL_UNLOAD_SUB... UINT_1 0:No Spool Out; 1:transmit; 2:...  System Eﬁ
19 SYS_SPOOL_START_TIME ASCII 16 Spooling Start Time System Eﬁ
20 SYS_SPOOL_FULL_TIME ASCII 16 Spooling Each Full Time System B0
21 SYS_SPOOL_COUNT_ACTU UINT_4 Spooling Current Actual Mess. System Bﬁ
22 SYS_SPOOL_COUNT_TOTAL UINT_4 Spooling accumulation messa... System Eﬁ
23 SYS_MAX_SPOOL_SIZE UINT_4 Spooling Max Message Count System Eﬁ
24 SYS_SOFTWARE_REVISION ASCII DIAGEM Software Revision System Eﬁ

Go Back

SV DATA is categorized into System and Eqp. The former is read from files and the SVID field can only be modified,
while the action delete is not allowed. The latter allows users to add, delete and edit data. In addition, the setting of
SVID cannot be duplicated with DVID and ECID, or the new setting would not be successfully added and the execution

of Runtime would fail as well.

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before

enabling the function of this page.

° Add new SV DATA

Click the add button * , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)
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Add New b

SVID*
SV Name*
Format*

BOOLEAN v

Length*

1

Unit

Remark*

G.3.2.7 DV DATA

SECS/GEM Config
Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPI
4 »
Action: + @
DVID Name Format Length Unit Remark DataType Action
41 SYS_PP_CHANGE_NAME ASCII The PPID which was affected System ﬂ
42 SYS_PP_CHANGE_STATUS UINT_1 The Process Program take ac System ﬂ
43 SYS_UNFORMATTED_PP__ BINARY Unformatted PPChange Cont System ﬂ
44 SYS_FORMATTED_PP_CHA... LIST Formatted PPChange Conten...  System Eﬂ
45 8YS_PP_ERROR ASCII 256 Information about a failure to .. System ﬁ
46 SYS_ALARM_ID UINT_4 The current setting/clearing al...  System ﬁ
47 8YS_ECID_CHANGED UINT_4 Latest operator changed equi System ﬁ
43 8YS_PREVIOUS_EC_VALUE ASCII Previous operator changed e System ﬁ
49 SYS_EC_VALUE_CHANGED ASCII Latest operator changed equi System ﬁ
Go Back

DV DATA is categorized into System and Eqp. The former is read from files and the DVID field can only be modified,
while the action delete is not allowed. The latter allows users to add, delete and edit data. In addition, the setting of
DVID cannot be duplicated with SVID and ECID, or the new setting would not be successfully added and the execution

of Runtime would fail as well.

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before

enabling the function of this page.
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®  Add new DV DATA

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

DV Name™

Format®

BOOLEAN v

Length
1

Unit

Remark™

G.3.2.8 EC DATA

SECS/GEM Config

Alarm Manager ~ Event Manager SV DATA DV DATA EC DATA Link V Setting Command Parameter ~ Remote Command Spoal Allow Parameter Manager PI

4 »

Action: | + | @&

ECID Name Format MinValue MaxValue DefaultValue Length Unit Remark DataType CanUpdate Action

71 SYS_INIT_CO... UINT_1 0 1 0 Initial Communi...  System 1 ﬁ
72 SYS_INIT_CO...  UINT_1 1 7 1 Initial Control S...  System 1 B0
73 SYS_ESTAB_. UINT_2 1 10000 5 Sec Interval betwee . System 1 ﬁ
74 SYS_OFF_LIN... UINT_1 1 3 1 The default entr_..  System 1 ﬂ
75 SYS_ON_LINE... UINT_1 1 3 1 The default offli...  System 1 B0
76 SYS_ON_LINE... UINT_1 4 5 4 The default entr...  System 1 ﬁ
7 SYS_CONFIG... BOOLEAN False True False Spool function ... System 1 ﬁ
78 SYS_MAX_SP...  UINT_4 0 10000 100 The maximum t. System 1 ﬁ
79 SYS_OVER_W... BOOLEAN False True False Indicate to the ... System 1 ﬂ
50 SYS_TIME_FO... UINT_1 0 3 1 (SV)Clock For System 1 B0
81 SYS_ONE_HA... UINT_1 5) 20 10 SECSGEM On...  System 1 ﬁ
82 SYS_ONE_HA..  UINT_1 5 20 5 SECSGEM On...  System 1 B0
83 SYS_LOG_LE... UINT_1 0 4 2 Debug Out Log...  System 1 ﬁ

Go Back
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EC DATA is categorized into System and Eqp. The former is read from files and the ECID field can only be modified,
while the action delete is not allowed. The latter allows users to add, delete and edit data. In addition, the setting of
ECID cannot be duplicated with SVID and DVID, or the new setting would not be successfully added and the execution

of Runtime would fail as well. Furthermore, the DefaultValue of EC Data must be set between MaxValue and MinValue.

Note: Please configure the settings of device code and start address on the /O Mapping Function Block page before

enabling the function of this page.

° Add new EC DATA

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New ®

ECID*
EC Name*

Format™

BOOLEAN v

MaxValue

True v

MinValue

False v

DefaultValue

True v

Length*

(!

Unit
Remark™

Can Update by host

Yes v
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G.3.2.9 Link V Setting

SECS/GEM Config

Alarm Manager Event Manager SV DATA DV DATA EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPID v

4 »
Action: + | @&

SourceVID Name Type TargetVIDs Action

No Results

Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the
file for you to add, delete or edit. This page is for grouping SV, DV and EC type VIDs and binding them to a source VID,
which the format of SV and DV type VID should be set to Link so it can be the source to bind with other data. If the
bound SV, DV or EC type VIDs have been edited or deleted, the binding group would no longer exist, which you will

need to rebind the target VIDs and do the add action again.

Note: VIDs cannot be bound by each other (e.g. source A binds with target B while source B binding with target A.), or
an error would be reported while executing Export and Runtime.

° Add new Link V Setting

Click the add button + , then the add new window would pop up for you to choose the source VID as well as the target

VIDs to bind. Finally click “Finish” to complete. (Up to 200 VIDs can be bound with a source VID.)

Add New %

Please choose Source VID.

[VID]:333, [ Name ] : 333, [ Type ]JEquipment, DV v

Please choose Target VID.

VvID Name Format DataType Type
1 SYS_LICENSE_G. . ASCIl System sV
) SYS_LICENSE_S . UINT_1 System sV
3 SYS_CLOCK ASCIl System sv
4 SYS_SECS_COM... UINT 1 System sV
5 SYS_PREVIOUS_ . UINT_1 System sV
6 SYS_CONTROL_ UINT_1 System sV
7 SYS_PREVIOUS_... UINT_1 System sv
8 SYS_PROCESS_ UINT_1 System sv
9 SYS_MDLN ASCIl System sV
10 SYS_SOFTREV ASCIl System sV
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G.3.2.10 Command Parameter

SECS/GEM Config

EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted

4 »
Action:  + @

D Name Format Length Comment Action

No Results

Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the

file for you to add, delete or edit.

) Add new Command Parameter

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New b

Name™

Format*

BOOLEAN b

Length*

1

Comment*
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G.3.2.11 Remote Command

SECS/GEM Config

EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted (
4 »
Action: + @
Remote Command Name Remote Command Comment Bind Command Parameters Action

No Results

Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the
file for you to add, delete or edit. If the name of a bind command parameter has been changed, the binding record

would be removed, which you would need to rebind the target parameters and do the add action again.

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before
enabling the function of this page.

) Add new Remote Command

Click the add button + , then the add new window would pop up for you to configure the input values and characters of
the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

(Multiple command parameters can be bound together.)

Note: Command parameters need to be added first so you would be able to select the target Bind Command

Parameters while adding new Remote Commands.

Add New b 4

Remote Command Name*

Remote Command Comment*

Select Bind Command Parameters

Command Name Format Length Comment

No Results
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G.3.2.12 Spool Allow

SECS/GEM Config

EC DATA Link V Setting Command Parameter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatt
4 - b
Stream Function Caption
1 1 Are You There Request
1 13 Establish Communications Request (E to H)
2 17 Date and Time Request
B 1 Alarm Report Send
6 1 Trace Data Send
6 5 Multiblock Data Send Inquire
6 11 Event Report Send
T 1 Process Program Load Inquire
7 2 Process Program Send
7 23 Formatted Process Program Send
7 25 Formatted Process Program Request
T 27 Process Program Verification Send
7 29 Process Program Verification Inquire
9 1 Unrecognized Device ID
9 3 Unrecognized Stream Type
9 5 Unrecognized Function Type
9 7 lllegal Data
9 9 Transaction Timer Timeout
9 " Data Too Long
9 13 Conversation Timeout
10 1 Terminal Request
10 i Multiblock Not Allowed

Update Config

Go Back

The back end of the webpage would read the file for the front end to configure. Click “Update Config” after selecting

the target configurations and the results would be saved in the file. (Spoon Allow setting is optional.)
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G.3.2.13 Parameter Manager

SECS/GEM Config

ter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted Command Code Unformatted Process Paramete
4 4
GEM Message Scenario Config
Support Process Program Load Inquire (S7TF1) No v

Support Process Program Load Inquire (S7F29) No v

GEM Item Format Config

ALID UINT_4 v
CEID UINT 4 v

DATAID UINT_4 v
DATALENGTH UINT_4 v
ECID UINT_4 v
LENGTH UINT 4 v
REPGSZ UINT_4 v
RPTID UINT_4 v
SMPLN UINT_4 v

sVID UINT 4 v

TRID UINT_4 v
TOTSMP UINT_4 v
vID UINT 4 v

Update Config

Go Back

The back end of the webpage would read the file for the front end to configure. Click “Update Config” after the
modification and the configuration results would be saved in the file. Different GEM Item Format Configs would be
given according to the max. ID value set in Alarm, Event, SV DATA, DV DATA and EC DATA. SVID on the current

config page represents SVID and DVID setting, which the rules of ID card numbers are listed as follows:
L UINT_1: Card ID number range 1~255

° UINT_2: Card ID number range 1~65535

o UINT_4: Card ID number range 1~4294967295

° UINT_8: Card ID number range 1~18446744073709551615
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For example, in case that ALID is set to UINT_2, Alarm ID could only be set between 1~65535 while adding or editing
data on Alarm Manager page. If set ALID to UINT_1, Alarm ID could only be set between 1~255. When SVID is set to
UINT_2, ID number for adding or editing data on SV DATA and DV DATA page would be allowed to be in the range of
1~ 65535.

Furthermore, ID card rules for VID setting are listed as follows:

The minimum range setting for VID must be greater than the range settings for SVID and ECID.
Example 1: SVID (UINT_1), ECID (UINT_2), VID can only be set to UINT_2, UINT_4 and UINT_8.
Example 2: SVID (UINT_1), ECID (UINT_4), VID can only be set to UINT_4 and UINT_8.

Example 3: SVID (UINT_8), ECID (UINT_4), VID can only be set to UINT_8.

G.3.2.14 PPID Mapping Manager

SECS/GEM Config

ter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted Command Code Unformatted Process Paramete

4 »

Bit No PPID

There are special rules for PPID to be read by Runtime. A total number of data must be 512 stored in the file, which the
unused fields can be left blank. The back end of the webpage would read the file for users to configure. After modifying

the configuration, the results would be saved in the file.

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before

enabling the function of this page.

) Modify PPID Mapping Manager

Directly click on the desired PPID to modify, then the edit window would pop up for you to configure the input values

and characters of the related fields.
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Modify ®

BitNo™

0

PPID

G.3.2.15 Formatted Process Parameter

SECS/GEM Config

Command Parameter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted Command Code Unformatte

4 »
Action:  + @&

Name Format Length Comment Action

No Results
Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the

file for you to add, delete or edit.

® Add new Formatted Process Parameter

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New x

Name*

Length*

1

Comment®

Format*®

BINARY(0 ~ 255) v
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G.3.2.16 Formatted Command Code

SECS/GEM Config

Command Parameter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted Command Code Unformatte
4 »
Action:  + @

CCODE CCODE Name CCODE Comment Formatted Process Parameter Name Action

E No Results

Go Back

The back end of the webpage would read the file for the front end to configure, which the results would be saved in the
file for you to add, delete or edit. If the name of a bind Formatted Process Parameter has been changed, the binding

record would be removed, which you would need to rebind the target parameters and do the add action again.

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before

enabling the function of this page.

) Add new Formatted Command Code

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Note: Formatted Process Parameters need to be added first so you would be able to select the target Bind Formatted

Process Parameters on the add new window.

Add New x

CCODE*
CCODE Name*
CCODE Comment*

Select Bind Formatted Process Parameter

Command Name Format Length Comment

No Results

G-20
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G.3.2.17 Unformatted Process Parameter

SECS/GEME27E

ter Remote Command Spool Allow Parameter Manager PPID Mapping Manager Formatted Process Parameter Formatted Command Code Unformatted Process Parameter

q

Unformatted PPBody Format*

BINARY(0 ~ 255) ~

E. + | G

Name Format Length Comment EfE

EEER

[z

(=i
The back end of the webpage would read the file for the front end to configure, which the results would be saved in the
file for you to add, delete or edit. Unformatted PPBody Format is configurable to regulate the format for transmitting
SECS-II Item (PPBODY). (Used for check the SECS-II ltem: 1. Whether HOST Download and the configuration are

consistent. 2. Whether the format of PLC data uploaded by Eqp is consistent with the format setting.)

Note: Please configure the settings of device code and start address on the I/O Mapping Function Block page before

enabling the function of this page.

) Add new Unformatted Process Parameter

Click the add button + , then the add new window would pop up for you to configure the input values and characters of

the related fields. (All the required fields must not be blank or the new setting would not be successfully added.)

Add New b 4

Name*

Format*

BOOLEAN v

Length*

1

Comment®
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G.3.3 Connect

Click to enable “Execute SECS/GEM Runtime” on “SECS/GEM Application” page, then the following page would be

displayed.
Device: SECS
Connect Event Infomation Recipe Operation

SECS/GEM Runtime

Stop SECS/GEM Runtime

Device connection and setting

. SECS Driver : DisConnection Driver Start Driver Stop

. Sobamaion e Uisats Co Enable Communication Disble Communication

. SecsDeviceWidget ControlMode - OFF-LINE O R On Offiine
. GECENot bonnect PLC Driver Start PLC Driver Stop

) SECS/GEM Runtime: To disconnect Runtime, click “Stop SECS/GEM Runtime”.

® Device connection and setting: Start SECS driver first. Communication could be enabled after the driver

connection is created, then select the desired Control mode. For PLC, it can be activated independently.

Note: You would be allowed to enable Communication only after SECS Driver is connected (light green). Once SECS
driver stopped, Communication would be disconnected as well, which Control Mode can only be switched freely from
one to another after Communication being enabled. In addition, suppose that Control Mode is set to Remote or Local,
it would not change to Offline and still can switch between Remote and Local mode after you disable Communication.

Only if you switch the mode to Offline (light red), Control mode would not be able to switch back to Remote and Local.

Note: After executing PLC Driver Stop, you would need to wait until the reminder window disappear before execute
PLC Driver Start. So as to avoid errors being caused when equipment being re-activated before it has not yet been

completely shut off.
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Connection parameters Configuration

SECS Mode HSMS v

HSMS Connection parameters

Connect Mode Passive *
P 127.0.0.1
Port 7000
Device 1D 0
Link Test Period 60
Max Message Len(MB) 10
T3 45
T5 10
T6 5
T7 10
T8 5

SECS | Connection parameters

Rale Equipment v
Baud Rate 9600 b
RTY 3
Com Port 1
Device ID 0
T 05
12 10
12 45
T4 45

Update Host settings

L SECS connection parameters configuration: Configure the related settings based on your needs. If there’re two
or more SECS devices, please note that the port settings cannot be duplicated, or you may not be able to
execute Runtime. SECS mode: need to be same as the setting for Host. Connect mode: need to be the opposite

status of Host. (For example, if Host is set to Passive, Connect Mode should be set to Active.)

Note: You would not be able to configure SECS connection parameters when Driver is connected. To configure,

Diver needs to be stopped.
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PLC Connection parameters Configuration

Delay 0
Retry 3
Timeout 1000
TCP Config
P 192.168.1.6
Port 502
Serial Config
Baud Rate 9600 v
Com Port 1
Parity None v
DataBits 8 v
StopBits 1 v
PortType RS232 ~
FlowControl NO v

Update PLC settings

) PLC connection parameters configuration: Configure the related settings based on your needs.

Note: You would not be able to configure PLC connection parameters when the PLC is connected. To configure,

you'll have to disconnect the PLC.

G.3.4 Event

Events can be categorized into four event types: System, DIAGEM Lib, DIASECS Lib and SECS SML. Up to a
maximum of 50 most recent events, created while executing RunTime, would be displayed according to the chosen

event type.
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Device: SEC2

Infomation Recipe

Connect Event Operation

Please select event type

System v

DIAGEM Lib

DIASECGS Lib

SECS SML

Message

2021/02/09 14:20:15:341

2021/02/09 14:20:15:438 :

2021/02/09 14:20:15:450

2021/02/09 14:20:15:463

[RunTimeHandler ] [UI_SECSDriverStart() ] [202102091420153232] Msg=> SECS driver(

[RunTimeHandler ] [UI_SECSDriverStart() ] [202102091420154259] Msg=> SECS driver(...

: [RunTimeHandler ] [RecoverTaskProc() ] [202102091420154389] Msg=> Recover SECS _

[RunTimeHandler ] [MQTT_SysInfoSecsStateCmdSettingReq() ] [202102091420154538]...

4 2021/02/09 14:20:16:524 : [RunTimeHandler ] [Ul_EnableComm() ] [202102091420164661] Msg=> EnableComm Fi...
5 2021/02/09 14:20:16:560 : [RunTimeHandler ] [RecoverTaskProc() ] [202102091420165280] Msg=> EnableComm F...
6 2021/02/09 14:20:16:655 : [RunTimeHandler | [GemControler_InitialCompleted() ] [202102091420166247] Msg=> (fi.
7 2021/02/09 14:20:16:685 : [RunTimeHandler ] [GemControler_InitialCompleted() ] [202102091420166676] Msg=> (fi.
8 2021/02/09 14:20:16:705 : [RunTimeHandler ] [GemControler_InitialCompleted() ] [202102091420166875] Msg=> (fi.
9 2021/02/09 14:20:16:725 : [RunTimeHandler | [GemControler_InitialCompleted() ] [202102091420167085] Msg=> (fi...
10 2021/02/09 14:20:16:747 : [RunTimeHandler | [GemControler_InitialCompleted() ] [202102091420167264] Msg=> (fi.

G.3.5 Information

With three types of information: Status Variable Information, Data Variable Information and Equipment Constant
Information, you can configure the information types in the profile and store the settings in the PLC. To view the
desired information records, the PLC needs to be connected first. Before verifying values in Value column, you’ll have
to check whether the addresses in Address column are correct. For SV and Data Variable information, when the data
format of SV DATA and DV DATA is set to Link with no binding to others, the information shown in Format column
would be LIST and Length is 0. If binding with one VID, the format and the length of the bound data would be displayed
in Format and Length column accordingly. With two or more bound VIDs, Format would display as LIST, while the

number of the bound VIDs would be shown in Length.

Device: SEC2

Connect Event Infomation Recipe Operation
Please select information type
Status Variable Information v
Status Variable Information Name Format Length Address Value
Data Variable Information 51 LIST 0
Equipment Constant Information names1 UINT_1 1 D123 0
2 Eil 91 name UINT_8 1 D124 0
3! 3 31 word BOOLEAN 1 D128 False
4 103 103 LIST 0
o) 333 333 BOOLEAN 1 D129 False
6 750 101 LIST 0
7 31 041 BOOLEAN 1 D130 False
8 411 041 042 UINT_1 1 D131 0
9 511 511 FT 4 1 D132 0
10 121 121 UINT_8 1 D134 0
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G.3.6 Recipe

Recipe can be categorized into three types: PPIDMapping, UnformattedPP and FormattedPP, which recipe data can
be viewed on this page after you configured the profile and the devices have been connected. Of these, if selecting
FormattedPP recipe type, the display would show the information of individual FormattedPP according to the bind

setting of Formatted Command Code.

Device: SEC2

Connect Event Infomation Recipe Operation
Please select Recipe type : | PPIDMapping
PPIDMapping
Bit No PPID
uUnformattedPP
0 04
1 FormattedPP TEST
2 22
4 PPID_4
5 PPID 5
6 12345678901234567890123456789012345678901234567890123456789012345678901234567890
74
8
9
10

G.3.7 Operation

On this page, you can find features such as sending messages, time synchronization and System EC.

Device: SEC2

Connect Event Infomation Recipe Operation

Command and Message

Terminal Message WEEGURYEEEEGS Clock

System EC

ECID Name Format Length Current Value Min Value Max Value Default Value Remark

Al SYS_INIT_COMM_S... UINT_1 1 0 0 1 0 Initial Communicatio...
72 SYS_INIT_CONTRO... UINT_1 1 1 1 2! 1 Initial Control State (...
3 SYS_ESTAB_COM. UINT_2 1 5 1 10000 5 Interval between atte..
74 SYS_OFF_LINE_SU UINT_1 1 1 1 £} 1 The default entry of o.
75 SYS_ON_LINE_FAIL... UINT_1 1 1 1 3 1 The default offline su...
76 SYS_ON_LINE_SUB... UINT_1 1 4 4 5 4 The default entry of o...
77 SYS_CONFIG_SPOOL BOOLEAN 1 False False True False Spool function switch..

° Send Message: The command of sending Terminal Message is given by Host, which the message can be

viewed at HOST.

G-26



Appendix G SECS/GEM User Guide

° Time Sync: Click “Time Sync” to change the system time of PC with Runtime installed to the correct time sent

from HOST.
L SystemEC: Display the information of EC configured in the system.

Note: Clocks on the HOST and the PC with DIALink installed must match, or effectiveness of tokens might be

affected.

G.3.8 Modify Advanced Setting of LOG

We suggest you use the default configuration. But if you need to change the storage period of LOG file, please modify
the following parts from the C:\DIASECS-GEM RunTime from DIALINK\Config\GemRunTimeConfig.xml file (must act
as administrator):

<item LogFileToZipDate="10" />

<item LogDeleteDate="20" />

If a log file is older than the specified period (LogFileToZipDate), the file would be compressed into a ZIP file.
LogDeleteDate is set to delete log file older than a specified period.

Moreover, users who are capable of debugging are allowed to change log levels by modifying C:\DIASECS-GEM
RunTime for DIALINK\DIASECS-GEM RunTimeForDIALINK.exe.config (must act as administrator). You can add more
detailed information of logs, such as Info and Trace. Please be noticed that the occupied disk space would be larger as

the information being more detailed and specific. We suggest you change it back to the default settings after finish

debugging.

<rules>
<logger name="System” levels="Error,Warn" writeTo="WriteTo" />
<logger name="System” levels="" writeTo="WriteToInfo" final="true" />
<logger nams="DIAGEM Lib" levels="Error,Warn" writeTo="WriteToGEM Lib" />
<logger nams="DIAGEM Lib" levels="" writeTo="WriteToInfoGEM Lib" final="true" />
<logger nams="DIASECS Lib" levels="Error,Warn" writeTo="WriteTo" />
<logger nams="DIASECS Lib" levels="" writeTo="WriteTolnfo" final="true" />
<logger nams="SECS SML" levels="Error,Warn" writeTo="WriteTo" />
<logger nams="SECS SML" levels="" writeTo="WriteTolInfo" final="true" />
<logger nams="CommonPLC Lib" levels="Error,Warn" writeTo="WriteTo" />
<logger nams="CommonPLC Lib" levels="" writeTo="WriteTolInfo" final="true" />
<logger nams="MQTT Lib" levels="Error,Warn" writeTo="WriteTo" />
<logger nams="MQTT Lib" levels="" writeTo="WriteTolInfo" final="true" />

</rules>

G-27




DIALink User Manual

G.4 Trouble Shooting

ltem Symptom Corrective action

Error's, such as T|meout'or unab!e to activate Click Overview and enter the desired configuration page to

1 Runtime, may occur if pressing F5 key
. . resume normal.

during operations on webpage.

If set to SECS-I mode without physical

connection, commuqlcatlon CITors  May | please check the connection settings if Driver turns out to be
2 occur when connecting to HOST, which disconnected after beina connected

SECS Driver would be disconnected after 9 )

being connected.

A message §howmg Failed to inspect The symptom shows that authentication does not exist.

authorization, incapable to apply the current : :
3 8 . Please check if the authorized Dongle key has been

data or features.” pops up during the . . .

) removed and insert again to resume normal operation.

operation.

After remove Dongle key while staying on

“Connect”, “Event”, “Information” or “Recipe”

page with SECS equipment being
4 connected, the connection status would still | Please insert Dongle key again to resume normal operation

be shown as connected on Connect page. | of SECS equipment.

For Event, Information, Recipe and

Operation page, there will be no results to be

displayed.

. Before the installation starts, it may take 30 to 120 seconds

The software cannot be installed on the o . : ' ;
5 s waiting for closing services and file checks. Please wait

personal computer after 30 seconds waiting. .

patiently.

Could t find LOG fi ¢ SECS/GEM A zipped collection of daily log data within any 10-day period

6 oula not in fes o would be stored in: (Default) C : \GEMRunTimeLog, which

module.

files would be deleted 20 days after.
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H.1 Setup Description

Intranet application environment is mainly used in our DIALink system. If choosing to run the system in internet
environment, you must consider of problems of data encryption. Both “Global Authentication” and “HTTPS” can

be enabled and configured on DIALink user interface.

® Global Authentication: You would need an account and password for authorization before accessing all web

APlIs provided by DIALink.

) Manual configuration of HTTPS: Enable HTTPS protocol and use legal digital certificates issued by CAs.

H.1.1 Enable Global Authentication

Step 1: After logging in DIALink, enable “Global authentication via user setting on “Settings” page and then click “Save

Changes”.

Modbus Slave Setting

Enabled

DIALink Port

-: Overview

Schedules

OPCUA Server Setting

Username

Events Password

Queries Port

Alarms
User Setting

Monitoring
Glebal Authnetication

SEttings Username

Change Password

Confirm Password

v 1.4.0.0 BETAS
® 2017 Delta Elecironics, Inc.
All Rights Reserved

Step 2: Open Web API Swagger and use a GET type web API ( /api/v1/devices/{devicelDs}) to test if the
authentication proceeds successfully by calling authentication. Hit “Try it out” after entering a device ID of an

existing device in DIALink system.

Step 3: Confirm [ Global Authorization] is enabled: If Response code is displayed to be 401 as shown below, the

authentication mechanism is confirmed to be enabled.
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Parameters
Parameter o)\lalue Description Parameter Type Data Type
deviceIDs 360 Device IDs (split by comma path string
W)
Hide Response
Curl

curl -X GET --header 'Accept: application/jsen’ 'http://127.8.9.1:580@/api/vl/devices/360"

Request URL

http://127.0.9.1:5009/api/vl/devices/360

Request Headers

"Accept”: "application/json”

Response Body

no content

Response Code

491

Response Headers

E "content-length": "@",
"date”: "Mon, 96 Dec 2821 83:20:58 GMT",
"server”: "Kestrel”,
"wii-suthenticate”: "Bearer”,
"content-type”: null

Step 4: Disable [ Global Authorization] and click “Save Changes”. Use the GET type web API (
/api/v1/devices/{devicelDs}) to test again. Enter a device ID of an existing device in DIALink system and hit “Try it out”.
With authentication mechanism being disabled, the web API can be called directly to get detailed information of the

target device.

{1 swagger hittp://127 0.0 1:5000/swagger/v1/swagger json Authorize DIALink WebAPI v1 v
DIALink WebAPI v1
Activation
Alarms
Auth
Devices Show/Hide | List Operations | Expand Operations
E [apiivi/devices Get all devices list
vl /apiivi/devices Add a new device *
[lapiivi/devices/{devicelDs} g) Delefe cne or multiple devices *
[apiivi/devices/{devicelDs} Get one or multiple device data

Response Class (Status 200)
Success

Example Value

i
“deviceld": @,
"guid”: "string",
"did": o,

"name": "string",
“interfaceld": "string”,
"ip": "string",

"port”: @, -
"station": "string®,

BN

Response Content Type | textiplain o

Parameters
Parameter Value e) Description Parameter Type Data Type
deviceIDs 360 Device IDs (split by comma path string

W)
@Fpomss

H-3



DIALink User Manual

Try it outt
Curl

curl -X GET --header ‘'Accept: application/json® 'http://127.8.8.1:500@/api/vl/devices/360"

Request URL

http://127.0.0.1:5009/api/vl/devices/36@

Request Headers
"Accept”: "application/json”
Response Body

[
{

"deviceId": 368,
"guid”: "cbbe747010094804877c923735906836",
"did": 11,

"name": "DVP",
"interfaceld": ",
"ip": "192.168.1.66",
"port"™: 5@82,
"station": 1,
"discoveryURL": null,
"serverName”: null,
"comPort”: null,
"baudRate": null,
"dataBits": null,
"parity™: null,
"stopBits": null,
"mode”: null,
"commType"™: @,

Response Code

208

H.1.2 Enable HTTPS

Step 1: Open the file appsettings.json in config file folder under the installation path (Default: C:\DIALink) with text

editor (require administrative privileges).

[lC: DiALink\confic

ORI =

evelop £J appsettings.json

LT extraParamType.json
£J modelListjson
I8} modelList_develop.json

Step 2: Change the value of EnableHttps to TRUE in the field of WebAPI and modify the value “http” of ApiUri to
“https”.

Step 3: Configure the file path of CA files (legal digital certificates signed by CAs) required for modifying Https:
Configure Path (File path for certificates) and password (certificate password) in the field of SSLCertificate. The

password would be stored in an encrypted format after rebooting DIALink services.
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appsettingsjson & X

{
"GlobalAuthorize™:
"EnableHttps":
“ApiUri®:

Urls™: http://”
"Port": 5Seee,
"SSLCertificate™:

"path":

"Pass

"

"SaLCertificate": |
"Path": "C:\\DIALink\\Web\\CA\\web\\DIALink.pfx",
"Password": "sPapvNQStORBikNERCwWOBwW=="
}f

Step 4: MQTT Web Socket setup:

Open the file mosquitto.conf in config file folder under the installation path (Default: C:\DIALink) with text editor (require

administrative privileges).

0! Liniconic

2z

£J appsettingsjson
Delta Electronics, Inc T extraParamType,json
T modelListjson
T modellist_develop.json
| mosquitto.conf

£T plcAddressTypelistjson

Step 5: Enable and modify the file path for certificates.
Cafile: CAfiles
Certfile: Server certificates

Keyfile: Server key files

# wss: Web Socket with TLS
# =]

wss listener port-number [ip address/host name]
# CA certificate
cafile C:/DIALink/Web/CA/mgtt/DIALink CA.crt

# Path to the PEM encoded server certificate.
certfile C:/DIALink/Web/CA/mgtt/DIALink.crt

# Path to the PEM encoded keyfile.
keyfile C:/DIALink/Web/CA/mgtt/DIALink.key
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Step 6: Open the file config.json in web\wwwroot\config file folder under the installation path (Default: C:\DIALink) with

text editor (require administrative privileges).

1 ‘ CADIALInk\Web\wwwroot\confi

A oz

£J configjson

Step 7: Change the value of webSocketEncrypt to TRUE.

"apiUri™: "fapi/vl/",
"mgttHost™: null,
"mgttPort™: "8081",
"webSocketEncrypt": true

Step 8: Restart DIALink services.

4, Services — O *
File Action View Help

e | T Ec=z H= »eaun

., Services (Local) . Services (Local)
DIALInk Service MName . Description Status Startup Type Log *
. -,Q;Contact Data_cbbaa Indexes con... Running  Manual Loci
Stop the service 4 ] . .
Restart the service &l CoreMessaging Manages co... Running  Automatic Loci
5 Credential Manager Provides se.. Running  Manual Loci
-{.:2;CredentiaIEnroIImentMana... Credential E... Manual Loci
-.Q;Cr}rptographic Services Providesthr... Running  Autematic Meb
-Sé;Data Sharing Service Provides da... Manual (Trig... Loc
-S}Data Usage MNetwork da..  Running  Autematic Loci

Automatic

ALink Service Running

5 Delivery Optimization Performs co... Running  Autematic (..  Neb
Q;Device Accociation Service Enables pair... Manual (Trig... Loc
-.‘.;')_;Device Install Service Enables a c... Manual (Trig.. Loci
Q;Device Management Enroll...  Performs D... Manual Loci
-.‘.;')_;Device Management Wirele... Routes Wire.. Running  Manual (Trig.. Leoci
Q;Device Setup Manager Enablesthe.. Running Manual (Trig.. Loc
-Sé;DeviceAssociationBroker_c... Enables app... Manual Loci
-Sé;DevicePicker_cbbaa This user ser... Manual Loci
L o WS o R ) L) [ P, L - [ | J—

You can check if the website supports HTTPS protocol via https://127.0.0.1:Port.

(The default setting of this port is 5000)

Note 1: If using a self-signed certificate (e.g. Test CA files under the default file path), the following inquiry page would
be displayed and the normal operation of the system will be affected, such as MQTT Web Socket communication and
web APIs called by third parties. Please choose “Continue to the site” after choosing “Advanced”, then you'll be

allowed to use DIALink with the browser.
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Your connection isn’t private

Your connection is not private. Attackers might be trying to steal your informatian from demain.com
[for example, passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

A Notsecure | Beps//127.00.1:5000 i 1= i

Your connection isn't private

Attackers might be trying to steal your infermation from 127.0.0.1 (for example, passwords,

messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

This server couldn’t prove that it's 127.0.0.1; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue to 127.0.0.1 {unsafe)

A Notsecure | bitps://127.0.0.1:5000/login % i s -

DIALiInk

Username

Password
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