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@ Overview
Johnson Controls has confirmed an information exposure vulnerability with all versions of exacqVision
Web Service.

Impact
The vulnerability could allow an unauthenticated attacker to view system-level information about the exacqVision
Web Service and the operating system.

Affected Versions
All supported versions of exacqVision Web Service up to and including v20.12.2.0

Mitigation
Upgrade all versions of exacqVision Web Service to v21.03.3 or later. Web Service 21.03.3 or later will only provide
a full response to health.web info when authorized.

Users can obtain the software update by downloading the update found here:
https://exacg.com/support/downloads.php.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-27656 - NIST National Vulnerability Database (NVD) and MITRE CVE® List
ICSA-21-077-01 - CISA ICS-CERT Advisories
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https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-27656
https://www.us-cert.gov/ics/advisories

