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Introduction

This document describes  installation and use of Tenable Nework Security 6 $NessusClient 4.
Please shar e your comments and suggestions with us by emailing them to
support@tenablesecurity.com

The NessusClient is a GUI interface to the Nessus vulnerability scanner . To use the client,
you must have an opera  tional Nessus scanner deploye  d and be familiar with its use.

Standards and Conventions

Throughout the documentation, filenames, daemons and e xecutables are indicated with a
courier bold fontsuchas gunzip , httpd and /etc/passwd

Command line options an  d keywords will also be printed with the  courier bold font .
Command line options may or may not include the command line prompt and output text

from the results of the command . Often, the command being run will be boldfaced to
indicate what the user typed . Below is an example running of the Unix pwd command.
# pwd

/opt/sc3/daemons

#

/'\ Important notes and considerations are highlighted with this symbol and grey text
. boxes.

NessusClient Overview
Description

NessusClient is a commercial product developed and maintained by Tenable Network

Security to provide an optimized Graphical User Interface (GUI) to the Nessus scanner . The
client may be used from any system on the network to interface with deployed Nessus

scanners . NessusClientis based on a clean code base that is specifically designed for the

latest Nessus features without containing unnecessary legacy code . This makes

NessusClient faster and more efficient t han previous Nessus clients . As of Nessus 4, all
platforms draw from the same code base eliminating most platform specific bugs and

allowing for faster deployment of new features. The primary features are:

1 Generates .nessus files that Tenable products wil | use as the standard for
vulnerability data  and scan policy

1 A policy session, list of targets and the results of several scans can all be stored in a
single .nessus file, that can be exported easily . Please refer to the Nessus File
Format guide for more  details.

1 The GUI displays scan results in real -time so you do not have to wait for a scan to
complete to view results.
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1 Provides unified interface to the Nessus scanner regardless of base platform . The
same functionalities exist on Mac OS X, Windows and Lin ux.

Supported Platforms

NessusClientis available and supported for a variety of operating systems and platforms

1 RedHatES4 (i386) and ES 5 (i386 and x86 -64)
1 FedoraCore 10 (i386andx86 -64) and 11l (i586 and x86 -64)
1 Debian 5 (i386,x86 -64)
1 Ubuntu804 and8.10 (i386, amd 64)
1 MacOS X10.4/10.5 (bundled with Nessus server)
1 WindowsXP, Server 2003, Server 2008 and Vista (i386, x86 -64) (bundled with
Nessus server)
Installation

/'\ You must have X Window System  (a.k.a X or X11) installed on the system in order
. to run the NessusClient.

Unix /Linux Platform

Download the latest version of Nessus from http://www.nessus.org/download/ or through
the Tenable Support Portal

/i\UnIess otherwise noted, all commands must b
* user.

The following table provides installation instructions for Nessus Client on all su pported Unix
platforms:

\ Platform Installation Instructions

Red Hat ES 4 (32 bit only), ES 5 (32 and 64 bit)

Install Command Use one of the appropriate command s below that correspondto the
version of of Red Hat you are running:

# rpm Tivh Nessus Client -4.x.x -es4.i386.rpm
# rpm Tivh Nessus Client -4.x.x -es5.i386.rpm
# rpm Tivh Nessus Client -4.xx -es5.x86_64 .rpm

Fedora Core 10 and 11 (32 and 64 bit)

Install Command Use one of the appropriate command s below that correspond to the
version of Fedora Core you are running:

# rpm Tivh Nessus Client -4.x.x -fcl0 .i386.rpm
# rpm Tivh Nessus Client -4.xx -fcl0 . x86_64 .rpm
# rpm Tivh Nessus Client -4.xx -fcl11.i5 86.rpm

Copyright 2004 -200 9, Tenable Network Security, Inc. 4
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# rpm Tivh Nessus Client -4.xx -fcll . x86_64 .rpm

SUSE 9.3, 10

Install Command Use one of the appropriate comm ands below that correspond to the
version of SuSE you are running:

# rpm Tivh Nessus Client -4.xx -suse9.3.i5 86.rpm
# rpm iTivh Nessus Client -4.xx -susel0.0.5 86.rpm

Debian 5 (32 and 64 bit)

Install Command Use one of the appropriate command s below thatcor respondto the
version of Debian you are running:

# dpkg -iNessus Client -4.x.x 1debian 5 i386.deb
# dpkg -iNessus Client -4.x.x 7idebian 5 _amd64.deb

Ubuntu 8.04 and 8.10

Install Command Use one of the appropriate commands below that correspond to the
versio n of Ubuntu you are running:

# dpkg -iNessus Client -4.x.x 1ubuntu804_i386.deb
# dpkg -iNessus Client -4.x.x 1ubuntu804_amd64.deb
# dpkg -iNessus Client -4.x.x 7ubuntu810_i386.deb
# dpkg -iNessus Client -4.x.x 7ubuntu810_amd64.deb

Once installed, the Nessus Client software will reside in the /opt/nessus  directory with the
following sub -directory structure

# Is -|/opt/nessus

total 32

drwxr - xr - X 2 root root 4096 Feb 26 14:18 bin

drwxr - xr - X 2 root root 4096 Feb 26 14:18 lib

drwxr - xr - X 3 root root 4096 Feb 26 14:18 plugins
drwxr - xr - x 3 root root 4096 Feb 26 14:18 var

Upgrading the NessusClient Package

To upgrade to a new version of the NessusClient software, obtain the new version and make
sure you have exited from the GUI . Run the appropriate command for your platform . For
example, on a Red Hat system the command would be similar to the following:

\ Platform Upgrade Instructions

Red Hat ES 4 (32 bit only), ES 5 (32 and 64 bit)

Upgrade Command Use one of the appropriate command s below that correspond to
the version of of Red Hat you are running:

Copyright 2004 -200 9, Tenable Network Security, Inc. 5



# rpm T Uvh Nessus Client -4.x.x -es4.i386.rpm
# rpm T Uvh Nessus Client -4.x.x -esb5.i386.rpm
# rpm T Uvh Nessus Client -4.x.x -es5.x86_64 .rpm

Upgrade Command Use one of the appropria te command s below that correspond to
the version of Fedora Core you are running:

# rpm T Wh Nessus Client -4.xx -fcl0 .i386.rpm

# rpm T Wh Nessus Client -4.xx -fcl0 . x86_64 .rpm
# rpm T Uvh Nessus Client -4.xx -fcll.i5 86.rpm
# rpm T Uvh Nessus Client -4.xx -fcll . x86_6 4.rpm

Upgrade Command Use one of the appropriate command s below that correspond to
the version of SuSE you are running:

# rpm T UWh Nessus Client -4.xx -suse9.3.i5 86.rpm
# rpm T Wh Nessus Client -4.xx -susel0.0.i5 86.rpm

Upgrade Command Use one of the appropriate command s below that correspond to
the version of Debian you are running:

# dpkg -iNessus Client -4x.x 7idebian 5_i386.deb
# dpkg -iNessus Client -4x.x 1idebian 5 _amd64.deb

Upgrade Command Use one of the appropriate commands below that correspond to
the version of  Ubuntu you are running:

# dpkg -iNessus Client -4.x.x 71 ubuntu804_i386.deb
# dpkg -iNessus Client -4.x.x 1ubuntu804_amd64.deb
# dpkg -iNessus Client -4x.x 1 ubuntu810_i386.deb
# dpkg -i NessusClient -4x.x i ubuntu810_amd64.deb

Removing

To remove NessusClient , you must first determine what package name the NessusClient is
regi stered as within t.Thsnamesitl ronbé the sdnze tasathe dilsname
used for installation

Remove Instructions
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Remove Command Determine the package name
# rpm 71qa| grep Nessus

Use the output from the above command to remove the package

# rpm - e <Package Name>

Sample Output

Remove Command Determine the package name
# dpkg il|grep T i nessus
Use the output from the above ¢ ommand to remove the package:

# dpkg -r<package name>

Sample Output

Remove Command Determine the package name
# dpkg il|g rep 7iinessus

Use the output from the above command to remove the package:

# dpkg -r<package name>

Sample Output

This will not remove the configuration files o r files that were not part of the original
installation . Files that were part of the original package but have changed since installation
will not be removed as well . To completely remove the remaining files use the following
command:

# rm - rf Jopt/nessus

Copyright 2004 -200 9, Tenable Network Security, Inc.
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/'\ Do not remove /opt/nessus if you are running the Nessus server on the same
u system!

Windows Platform

NessusClient for Windows is bundled with Nessus Windows . Ifyou are upgrading from a
previous version of Nessus Windows, there is no need to remove th e package . You can
select to either install the NessusClient, Nessus Server or both . There are detailed

i nstall ati on i nstr ucdOilonnsst ailnl atthi éocafedatusi sdueso

http://www.tena____ blesecurity.com/documentation/

Integrating with Older Nessus Windows

If you are running a version of N essus Windows that is older than 3.2, itis recommended
that you upgrade to the newer version that supports the .nessus file format.

The Import feat  ure is designed to take older scan policies and scan results that were

generated using the older Nessus Windows application and convert them into a new

.nessus file, which can then be used in the new Nessus Client . From the NessusClient

window, clickonth e #AFil edo tab in the upper | eft hand corner of
Al mpaomMhe Al mportod | ink i s onlolerscangadlidy flds brolder sfcant her e ar e
result files present in the Tenable directory on the local machine . On Windows, the locatio n

of these files is C:\ Documents and Settings \ <username >\ Tenable \ Nessus \ config

and C:\ Documents and Settings \ <username >\ Tenable \ Nessus \ reports . If these

older files are not present on the local machine in the proper directories, the flmport 0 link

will be g rayed out in the NessusClient GUI.

To open the file, goto File -> Open inthe Nessus Client GUI and select the .nessus file you

wish to open . Once the new window opens, you should be able to see all of the old scan
policies in the fiSelect a scan policy 0 window, and all of the old scan results should appear
on the Report tab under the Report drop -down menu.

After initially connecting to the local Nessus server after an upgrade, you may receive a
message indicating the SSL certificate has changed along with a warning. This is expected
after the upgrade, but should not appear more than one time.

Copyright 2004 -200 9, Tenable Network Security, Inc. 8
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Scan ] Report]

Metwork(s) ko scan Select a scan policy :

ET Certificate has changed E

WARMING: The SSL certificate of the remate Messus server has changed. This may
“"\r” indicate a man-in-the-middle attack attempt, Do wou want ko continue to log in 7

Certificate Fingerprint : 06F9el6aZaSbfedassisbThoddzad8dz

Yes Mo

= edt | ] | | =
Scan Mo
Conneck, .
Removing
To remove Nessus, under the Control Panel 0 p e rAddfor Remove Programs 0. Select
fiNessus 0 and t hen c IChange/Remove t hoe bfiu t This will open the
InstallShield Wizard . This will remove both the NessusClient and the Nessus Windows
server . Follow the directions in this wizard to completely remove Nessus . You will be
prompted to decide if you want to remove the entire Nessus folder .Reply #fAYefsyou onl y i
do not want to retain any scan results or polici es that you may have generated.

Mac OS X Platform

NessusClient for Mac OS X is bundled with Nessus for Mac OS X . Download the latest
package of Nessus for mMac OS X to your system . Double click on the file to mount it on
the desktop . Double click onthe  Nessus - 4.x.x.dmg file, which will mount the disk image

and make it appear  on the desktop.  Then, follow the steps of the installer . Once the volume

ANessus 40 appears on -clickeonidte sHedinangtallationo u You ean select to

either install the NessusClient, Nessus server or both by selecting the ACustomi ze
the installer when you r each .Byhdefauli, bathsmbodulesla@t i on Ty peo s
installed on the system . If you are also installing the Nessus server, there are detailed

installation instructions i n fobakeddi Nessus I nstallati on

http://www.tenablesecurity.com/documentation/

Removing

Toremove N essus, stop the Nessus service and delete the following directories:

[Library/Nessus

Copyright 2004 -200 9, Tenable Network Security, Inc. 9
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/Application s/Nessus
/Library/Receipts/Nessus*

/'\ If you are unfamiliar with Unix command line usage on a Mac OS X system, please
. contact Tenable Support for assistance.

There are freeware tools such as fDeslnstaller.appo
( http://www.macupdate.com/info.php/id/7511 ) and ACI eanAppo

(http://www.macupdate. com/info.php/id/21453/cleanapp ) that can also be used to remove

the NessusClient and Nessus Server packages. Tenable has no affiliation with these tools

and they have not been tested for removing Nessus.

Operation

Overview

NessusClient provides a simple, yet powerful interface for managing vulnerability scanning
activity.

.nessus File Format

NessusClient uses a specific file format ( .nessus ) for scan export and import. Th is form at
has the following advantages

1 XML based, for easy forward and backward co mpatibility and easy implementation

1 Self-sufficient: asingle  .nessus file contains the list of targets, the policies defined
by the user, as well as the scan results themselves

1 Secure: Passwords are not saved in the file. Instead a reference to a passwo rd
stored in a secure location on the local host is used

The process to create a  .nessus file that contains the targets, policies and scan results is to

first generate the policy and save it . Next, generate the list of target addresses and finally,

runa scan. Once the scan is complete, all the information can be saved in a .nessus file by

using the ASave Aso6 option from the AFiled menu. 1 f vyo
.nessus file, the information is appended to the appropriate section of tha tfile. You can

also generate a .nessus file that contains the target addresses and/or policies but no
results by saving the information before running a scan. If you run a scan at a later time,
the information wil/ be added t.oessush dile. RiGasemsaerthe s 0 secti on
AfNessusClient File Format o dowmassue files. f or more details o

Launch NessusClient

To launch the NessusClient GUI, perform the following:

f Windows -click on the fiNessus Cliento iconcaobhe t he des
found via Start  ->Programs -> Tenable Network Security ->Nessus -> Nessus
Client

1 Unix - either click on the desktop icon or enter the following command:

# /opt/nessus/bin/NessusClient

Copyright 2004 -200 9, Tenable Network Security, Inc. 10
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T MacOSX T doubl e click on the fnkthed ssuktgp . Bliernativiely, id

can be found via Applications -> Nessus -> Nessus Client.

A window will

be displayed as follows:

% Nessus : Untitled

File Help

e

LSSIVS:

Scan l Repart ]

Metwork(s) ko scan Select a scan policy :
| - Edi.. | +| - | Edit...
Scar Mo

Connect...

Connection Manager

To begin scanning, click the

Nessus Servers :

Copyright 2004 -200 9, Tenable Network Security, Inc.

fiC o n n e cda bétton at the bottom to establish a connection to
a Nessus Server. Th is will bring up the Connection Manager window that displays configured

11

con



% Connection Manager EE

Select a Messus Server:

localhost
rabid. guineapig.org
Production 1

ﬂJ Edit... Close ‘ Connect |

After the initial installation , the Connection Manager will list a single Nessus Server

(localhost or fiLoc al Ser v e r)d cannectkda c ThOWiInd¥ws versio n of the

NessusClient is pre -configured with the local Nessus Server login and password. For Linux

(X Window System) versions of the NessusClient that also have the Nessus server on the

local host, you will need to add the Nessus login and password informa tion that was

generated by running the /opt/nessus/shin/nessus -adduser command during the server

install ati on. [eéssua 4. InstatlagionGhide @ for more information. C
t heBdiio button i f you need to edit tHamethedNessustodini on i nf or |
or password. C3avedk ban ttome tfo save the conSelectnga on confi g
server and clicking the 6Connectd button will establis

Nessus Server.

To add a new connection, click the ( #i 0 )button. The fiEdit Connection o window will
prompt you for the Connection name , Host name, port  and authentication credentials:

2 Edit Connection EE

Connaction narme: |New connectinn|

Haost name: |

Port: |1241

Login: |

Password: |

35L Setup... Cancel | Save |

Copyright 2004 -200 9, Tenable Network Security, Inc. 12



The fiConnection name 0 only reflects how the entry will be displayed in the Connection
Manager list. The fiHost name 0 can be a host name or IP address. The Login and Password
should be the credentials for the remote Nessus Server, not a user account on the machine.

An alternative to credential based authentication is the use of a SSL certificate. This can be
configured b yclickingthe AS SL S e t abpt®dn and providing the paths to the relevant
files:

£ ssLSetup HE

[ duthenticate using S5L certificate

| Path ko CA...

| Path bo Kew...

| Path to Cert. ..

FiE

Zancel Save

For more detailed information on initial SSL Certificate setup refer to the Nessus 4.0
Installation guide s ect i on Qonfigurirg &SL Cértificates in Linux/Unix 0 and
fiConfiguring SSL Certificates in Windows 0.

Save the configuration and click on the displayed scanner name to select it, then click on
fiConnect 6. A window will appear displaying the connecti on

= Logging into the remote scanner,... E|E|

Policy Overview

A Nessus fip asltsiofconfiguratianropions related to performing a vulnerability
scan. These options include, but are not limited to:

1 Parameters that control technical aspects of the scan such as timeouts, number of
hosts, type of port scanner and more

1 Credentials fo rlocal scans (Windows, SSH, more), authenticated Oracle Database

scans, HTTP, FTP, POP, IMAP or Kerberos based authentication

Granular plugin based scan specification S.

Database compliance policy checks, report verbosity, service detection scan settings,

Unix compliance checks and more.

= =4
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Creating a Policy

Once you have connected to a Nessus server, you can create a custom policy by clicking on
t hetoA ( Add Policy) button under Seléceasdampolicywi t d Theh e

fEdit Policy 0 wi n d o le digplayet as follows:

‘ 3 Edit Policy 2] x|
| Falicy ] Options ] Credentials ] Plugin Selection ] Metwork ] Advanced]
Policy name:; |New policy
[ Share this palicy across multiple sessions
(+ Save credentials
(™ Save credentials as clear text in policy
(™ Da not save credentials
Cornrments:
Cancel | Save |
Note that there are six configuration tabs: Policy , Options , Credentials , Plugin
Selection , Network and Advanced . For mostenvironments, the default settings do not
need to be modified, but they provide more granular control o ver the Nessus scanner

operation . These tabs are described below.

TheSafe 0 butt on EdinPoltcyhe® fMwi ndow will not save
.nessus file . If the policy is not saved to a file, it will not be available after you
close the current sessio  n of the NessusClient . See t he s ectGemmtng i t |
and Using .nessusFiles 6 | ater in this document for mo
Policy
The Policy tab enables you to name the policy and determine how the policy i s saved.

Copyright 2004 -200 9, Tenable Network Security, Inc. 14
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‘ I3 Edit Policy 2] x|

| Palicy ] Cptions ] Credentials ] Plugin Selection ] Metwork ] Advanced]

Policy name: |New policy

[~ share this policy across multiple sessions
| {+ Save credentials
" Save credentials as clear text in policy

" Do not save credentials

Comments:

Cancel | Save |

Use tHoleyname o0 fi el d to set t h edsplagetein theiNassusGlienitd b e
identify the policy.

The c¢heck b oShareothpstpoliey acrofs multiple sessions 0 refers only to Ne
sessions on the local workstation, and only for the currentuser . Using this option means

that this policy will be displayed as one of the default policies listed whenever the

NessusClient is startNewSassionwbeopvieontihe &elected from
menu . In order for this setting to t ake effect , a policy must be saved from the main

NessusClient window, via the main menu t(ha tfFkirl €éidSav e 0
option).

Pl ease see the Geaaadtingand Using.ndssegFiled 0 fnwore information on
saving policies using this feature

By default, all passwords associated with the policy are encrypted . If the policy is saved to a
.nessus file and that .nessus file is then copied to a different NessusClient, all passwords in
the po licy will be unusable by the second Nessus scanner as it will be unable to decrypt

them.

To resol ve t hiSaveicedentials as tlehraextin policy 0 option is provide
When selected, if the policy is saved to a .nessus file, all passwords will  be saved to the file

in clear text . The policy may then be copied to a second NessusClient and then re-saved

wi t h $aleecredentials 0O option, thus encrypting them again.

Copyright 2004 -200 9, Tenable Network Security, Inc. 15



If the policy should not store credentials in any manner,

credentialls 0 opti on.
T h eCofmments 06 box ¢
policy.

Options

The Options tab
plugins being run by Nessus.

an be

allows you to set global parameters

used

select t h eDo fiot save

to put any

related to Nessus behaviour and

Palicy Options

3afe checks

Fort scanners to uze:

[] Designate hosts by their DNS name
[] consider unscanned parts as closed
[[] save knowledge base on disk

[] Log details of the scan on the server

Messus SKMP Scanner

[] Messus 5¥N scanner

Messus TCP scanner

[[] Messus UDP scanner

nekstat portscanner (SSH)
netstat porkscanner (WHMI)
Ping the remate host

[] scan For LaBrea tarpitted hosts

Credentials Plugin Selection Metwark, Advanced
Murnber of hosts in parallel @ |40
Mumber of checks in parallel ;|5
Port scanner range | | default
Cancel l [ Save

The followi ng table describes the available options:

\ Option

Number of hosts in
parallel

\ Description

simultaneously

Sets the maximum number of hosts that will be scanned

personal

the

comment

Number of checks in
parallel

Sets the maximum number of plugins that will be run on
each host simultaneously

. Nessus can run at very high
. Due to network limitations,

speeds performing scans

particularly over WANSs, you may need to slow the scans

Copyright 2004
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to optimize Nessus performance and avoid adverse
impact to your network.

Port scanner range

Specifies w hich ports to scan. This option is useful to scan
for particular vulnerabilities on specific ports. The default
port range is to scan TCP ports defined inthe nessus -

services file.You can use a r angle3 9souc

and separate in dividual ports or rang  es with a comma
fi137-139,445,80 0 leaving out the quotes on each
example . Speci fy-686§36d will scan

a

Safe checks

Specifies that devices  that have been identified to be
adversely affected by scanning are not scanned . For
example, ascanofa  printer may resultin the printer
needing to be restarted . Using the Safe Checks option
would prevent a device detected as a printer from being
scanned.

Designate hosts by their
DNS name

Enables the ability to specify a list of DNS named assets
as your fiNetwork(s) to scan 0 on the Scan tab rather than
a single IP address or IP address ranges.

Consider unscanned ports
as closed

When scanning for vulnerabilities on particular ports , this
option tell s the Nessus scanner that all other ports are

closed . This prevents plugins that are targeted at ports

outside your designated range from triggering . For
example, if the port scanner range is set to -ia240
using this option would prevent a ny plugins that check

port 8080 fromlaunching . Otherwise a pluginthatc  hecks

this port will cause Nessus to scan it if itis open.

Save knowledge base on
disk

This option tellsthe  Nessus scanner to save the scan
information to the Nessus server knowledge base for later
use.

Log details of the scan on
the server

Saves the d etails of the scan on the Nessus server . The
resulting file can be checked to confirm that particular
plugins were used and hosts were scanned.

Port scanners to use:

This section of options allows you to choose the way you
wish to query your scan targets for open ports

Nessus SNMP scanner

This option will scan targets looking for a SNMP response
Nessus will attempt to guess the settings during a scan

the setting is known and configured under the Advanced
Tabbés SNMP sett i n thiswilhiain litateipltiginsn
that search for known SNMP vulnerabilities and produce

more detailed audit results . For example, there are many
Cisco router checks  that determine the vulnerabilities
present by examining the version of the returned SNMP

string . This inform ation is necessary for these audits.

f
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Nessus SYN Scanner

This option engages Nessusd bu
identify open ports on the targets. SYN scans are a

popular method for conducting port scans and generally
considered to be a bit less intrusive th an TCP scans. The
scanner sends a SYN packet to the port, waits for ACK

reply and determines port state based on a reply, or lack

of reply.

Nessus TCP Scanner

Thisoptionengage sNessusdé built i n TCH
identify open  TCP ports on the targets . This scanneris
optimized and has some self tuning features . Further

configuration for this scanner can be set under the
Advanced Tabés Nessus TCP scan

Nessus UDP Scanner

This option engaged Nessusd bu
identify open UDP port s on the targets.

& UDP i s a n prbtacolaneaniagsthiat

communication is not done with hand -shake
dialogues. UDP based communication is not
always reliable, and because of the nature of
UDP services and screening devices, they are
not always remot ely detectable.

Netstat portscanner (SSH)

This option uses netstat to check for open ports from the
local machine . It relies on the netstat command being
available via a SSH connection to the target . This scan

type isintended for  Unix -based systems.

Ne tstat portscanner(WMI)

This option uses netstat to check for open ports from the
local machine . It relies on the netstat command being
available via a WMI connection to the target. This scan

type isintended for Windows  -based systems.

Ping the remote host

This option enables the pinging of remote hosts on
multiple ports to determine if they are alive.

Scan for LaBrea tarpitted
hosts

LaBrea tarpits are a form of a honeypot . They are
typically deployed to slow scanners down and present

false hosts . With thi s feature enabled Nessus will attempt
to identify such systems within certain parameters and
not scan them.

Credentials

Server Message Block (SMB) is a file sharing protocol that allows computers to share
information transparently across the network. The fiwindows credentials 0 d rdovm
menu item has settings to provide Nessus with information such as SMB account name,

password and domain name. Providing this information to Nessus will allow it to find local
information from a remote Windows host. For exam ple, using credentials enables Nessus to
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determine if important security patches have been applied. Only expert security personnel
should modify other SMB parameters from de fault settings.

2 Edit Policy,

Palicy Ciptions Credentials Plugin Selection Metwork, | Advanced

SMBE account ;

SME password ;

SME domain (optional)

SMB password bype @ |Passward w

Additional SME account {17 :

Additional SMBE password (1) :

Additional SMB account (2} :

Additional SMBE password (2) :

Additional SME domain {opkional) {2) :

additional SMEB account (3

Additional SME password (3 :

|
|
|
|
|
|
Additional SME domain {optional) {1 : |
|
|
|
|
|
|

Additional SME domain (optional) {3) :

Mever send SME credentials in clear bext

[] only use WTLMwZ

Zancel ] I Save l

If a maintenance SMB account is created with limited administra tor privileges, Nessus can
easily and securely scan multiple domains . Detailed configuration instructions are available
at:

http://mwww.nessus.org/documentation/nessus_domain whitepaper.pdf

Tenable recommends that network administrators consider creating specific domain

accounts to facilitate testing . Nessus includes a variety of security checks for Windows NT,

2000, Server 2003 and XP that are more accurate if a domain acco unt is provided . Nessus
does attempt to try several checks in most cases if no account is provided.

& The Windows Remote Registry service allows remote computers with credentials to

access the registry of the computer being audited. If the service is not running,
reading keys and values from the registry w ill not be possible, even with full

credentials. Pl ease see t he Ten ab |DgnaniiclRengte Remistty t i t |
Auditing - Now you see it, mofwry omordeo niériflor mat i on

User s canSSHesdttiagst 0Af r om t -W@vn chenwand enter credentials for
scanning Unix systems . These credentials are used to obtain local informa tion from remote
Unix systems for patch auditing or compliance checks . There is a field for entering the SSH
user name for the account that will perform the checks on the target Unix system, along
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with either the SSH password or the SSH public key and priv ate key pair . Thereis also a
field for entering the Passphrase for the SSH key, if itis required.

/'\ Nessus 4 supports blowfish  -cbc, aes -cbc and aes -ctr cipher algorithms.

The most effective credentialed scans are those when the supplied credentials ha vefir oot O

privileges . Since many sites do not permit a remote login as root, Nessus users can invoke

Asud or Asudoo with af srepamr aacec gpuarsts wtolradt has been set
isudo o pr.iTousd tresdeatare, the user account to be used for scanning must have

SSHkeys established to be used in conjunction with the

If an SSH known_hosts file is available and provided as part of the scan policy, Nessus will

only attempt to log into hosts in this file . This can ensure that the same username and

password you are using to audit your known SSH servers is not used to attempt a login to a

system that may not be under your control. Finally, the APredaebeseetal SSH port
direct Nessus to connectto SSH if it S running on a port other than 22.

An example screen capture of usi 8H kéysfaldws 0. Farthisconj unct i
example, the user account is fAaudi fetdsudoavh i clilkonthes been a
system to be scanned . Thepasswordprovi ded i s the password for the fAaudi

the root password . The SSHkeys correspond with keys generiated for
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E2 Edit Policy x|

Policy ] Options Credentials ] Flugin Selection ] Mebwork ] F\dvanced]

|55H settings |

55H user name |audit

55H password {unsafe!) | senenene

55H public key ko use ; ksITenahIeINessustub.kev Select,..
55H private key o use | Files,l'TenabIeINessustriv.kE' Select,..

Passphrase for 55H key | fEREEENRERRRRRRRR RS

Elevate privileges with |sudo j

sufsudo password ¢ |uuuu

55H known_hosts File | Select...

Preferred SSH part |22

Cancel | Save |

The Credentials tab also provides an option in the drop -down menu for oadd i guri ng

settings 0, as webpt s nkefberas coffiguration 0.
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Edit Policy

Palicy Options Credentials Plugin Selection | MWetwork | Advanced

Oracle 51D : |

[ Test default accounts (slow)

Cancel ] I Save l

2 Edit Policy

Palicy Options Credentials Plugin Selection " Metwork, " Adwvanced

Kerberos Key Distribution Center (KDC) ¢ | |

Kerberos KDC Pork : |88 |

Kerberos KDC Transport : |udp v|

Kerberos Realm (S5H onlyv | |

Cancel ] I Save
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Finally, if a secure method of performing credentialed checks is not available, users can
force Nessus to try to perform checks overCledartexs ecure pr

protocol settings 0 d rdovin m enuitem . The cleartext protocols supported for this option
are telnet , rsh and rexec
¥ Edit Policy

Palicy Cptions Credentials Plugin Selection Metwork, Advanced

User name : | |

Password (unsafe!) | |

[T Trv to perform patch level checks over telnet
[ Trw to perform patch level checks over rsh

[1 Trw te perfarm patch level checks over rexec

Cancel ] I Save

Plugin Selection

The Plugin Selection tab enables the user to choose specific security checks by fifamily o or
individual checks.
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5| Edit Policy

Palicy Options Credentials Plugin Selection Metwark, Advanced

iALn Local Security Checks s
Backdoors

a1 abuses

Gl abuses : ®55

CISCO

CentDS Local Security Checks

Databases

Debian Local Security Checks

Default Unix Accounts

Denial of Service

FTP

Fedora Local Securiby Checks

Finger abuses

Firewsalls

FreeBsD Local Security Checks

=ain a shell remokely

3ain roak remaokely

General

Gentoo Local Security Checks

HP-Lx Local Security Checks w

8 ot B O B = B O B o = O

IHEERFERREREREEREEREE

Enable dependencies at runtime Show all

silent dependencies

[ Disable all ] [ Enable all ]

’ Cancel l I Save I
When selecting specific plugins, Nessus will display a menu list of all available families and
the individual plugins that comprise that family . Click on the Plus fi+ 0 sign to expand the

plugin family and view its plugins . Click on the Minus s itogailapse the plugin family
and hid e the plugins from view.

There is a box next to each plugin family toindicate how that plugin family is used by

Nessus . For e xample, if the box beside the plugin family item shows a check then the family
and all its plugins are enabled completely . As new p lugins for that family are received via

the feed, they will automatically be enabled . If the box is empty, then that family , as well as
all of the plugins within that family , is disabled.

If the box nextto the plugin family shows a square inside the box, then some of the plugins
are enabled while others are not . If new plugins are received via the feed, they will not be
enabled by default . Please note that even if all plugins are checked and the plugin family

shows the square, new plugins will NOT be enab led when received . In order to use these

new plugins you will have to manually edit the p olicy and check these plugins.

The fiDenial of Service 0 family contains some plugins that could cause outages on a
corporate network if ~ the i &fe Checks 0 option is n ot enabled, but does contain

some useful checks that will not cause any harm . The fiDenial of Service 0 family
can be used in conjunction with fiSafe Checks 0 to ensure that any potentially
dangerous plugins are not run . However, it is recommended that the fiDe nial of

Service 0 family not be used on a production network.
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Below the window showing the plugins you will find 4 buttons  and 2 checkboxes that will

assist you in selecting plugins.

| Option

Disable all

| Description

Un-checks and disables all plugins and their families
Running a scan with all plugins disabled will not produce
any results.

Enable all

an easy way to create a scan that will check for all

further configuration options.

Checks and enable s all plugins and their families . Thisis

possible vulnerabilities . Note that some plug ins require

Find

This feature enables you to find plugins by ID, family or
plugin name . For example, if you want to check all forms

the list of selected plugins to those with
title.

of Windows Vulnerabilitimseoyo
and i n the t eXMndow® x0, This willnarrovi

n

Show All

Selecting this option will negate any plugins you have
sel ect ed Hinda buttom,endfieturn your view to

show all plugins in an unselected state . This is bas ically
an Aundoo for the AFindo featu

Enable dependencies at
runtime

By default, if a script has dependencies, that script will

not be run unless the listed dependencies have been
completed . This option overrides this behavior and will
cause the scanne rto load and execute any of the scripts
that are required for the plugins you have selected

output is determined by which tests are run, and the
plugin list is actually built at runtime . Obviously, the

output of the scan.

construction of the plugin list will dramaticall y affect the

Silent dependencies

If this option is checked, the list of dependencies is not
included in the report . If you want to include the list of
dependencies in the report, uncheck the box.

Network

The Network tab is very usefu | to help tweak

network interference . By default Nessus will use whatever processing and networking power
the hardware will provide to it . This can sometimes cause  system overload and slow

response times . These

settings help to fine tune Nessus to maximize efficiency.
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3 Edit Policy

[] reduce the number of connections in parallel on congestion
[[] Use the kernel congestion detection (Linu only)

[[] stop scanning hasts kurned off during the audit

Max simultaneous TCP sessions per scan @

Max simulkaneous TCP sessions per host

Mebwork receive timeout (in seconds) . |5

Policy COptions Credentials Plugin Selection Tetwork Advanced

Px

Cancel ] [

Save

The table below describes the Network tuning settings:

- Option | Description

Reduce the number of
connections in parallel on

pipe again.

Used when Nessus is sending too many packets at a time
Checking this box enables Nessus to detect when the
congestion network pipe is approaching capacity and throttle back
the scan to accommodate and alleviate the congestion
Once the congestion is past, Nessus will automatically

attempt to use the available space within the network

Use the kernel congestion
detection ( Linuxonly )

available . This feature is on
Nessus Scanners

Enables Nessus to monitor the CPU and other internal
workings for congestion and scale back accordingly

Nessus will always attempt to use as much as is
ly available for Linux based

Stop scanning hosts
turned off during the audit

Used to detect when a live host has become
unresponsive . This can occur if users turn off their PCs
during a scan or a host has stopped responding after a
denial of service plugin . Continuing scans on these
machines will send unnecessary traffic across the network
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and delay the scan . Check this box to enable Nessus to
detect when these systems become unresponsive and
discontinue scanning these hosts.

sessions per scan

Max simultan  eous TCP

Limits the number of TCP packets that are sent from the
scanner at the same time for the entire scan . Setting this
to a lower setting may improve results, especially when

rate limiting network gear may be interfering with the

scan.

Max simultaneous TCP
sessions per host

Same as above except the TCP packets are limited per
host . This can improve results from specific hosts and can
prevent the target from dropping packets due to

limitations on the host and the speed of incoming

pac kets.

Network receive timeout Set to 5 seconds by default . This is the time that Nessus
(in seconds) will wait for a response from a host unless otherwise
specified within a plugin . If you are scanning over a slow
connection you may wish to set this to a higher number
of seconds.
Advanced Tab
The advanced tab includes means for granular control over scan settings . Selecting an item

from the drop -down menu will display further configuration items for the selected category
Note that this is a dynamic list
feed, audit policies and additional functionality that the connected Nessus scanner has

access to . A scanner with a

configuration options availabl
also change as plugins are added or modified.

- Option

Database Compliance
Checks (Professional
Users )

Feed

of configuration options that is dependent on the plugins

ProfessionalF eed may have more available advanced
e than a scanner configured with the

| Description

Allows you to specify database compliance audit files to
be used for credent ialed scans.

HomeF eed. This list may

Database Settings

Manage settings related to database auditing.

Login The username for the database.
Password The password for the supplied username.
DB Type Oracle, SQL Server, MySQL, DB2, Informix/DRDA and

PostgreSQL are supported.

Data base SID

Database system ID to audit.

Oracle auth type

NORMAL, SYSOPER and SYSDBA are supported.
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SQL Server auth type

Windows or SQL are supported.

Do not scan fragile
devices

Scan Network Printers, Scan Novell Netware hosts

Global variable settings

Use the following items in this drop down -menu item to

set Global variables for your scan.

Probe services on every
port

Attempts to map each open port with the service that is
running on that port. Note that in some rare cases, this
might disrupt some servi  ces and cause unforeseen side
effects.

Do not log in with user
accounts not specified in
the policy

Used to prevent account lockouts if your password policy
is set to lock out accounts after several invalid attempts.

Enable CGI scanning

Activates CGI che cking. Disabling this option will
tremendously speed up the audit of a local network.

Network type

Allows you to specify if you are using public routable IPs,
private non -internet routablel ps or a mix of these. Select
AMi xedo i f you ar e dressesiagdhRE C
multiple routers within your network.

1

Enable experimental
scripts

Causes plugins that are considered experimental to be
used in the scan. This setting should be not enabled while
scanning a production network.

Thorough tests (slow)

Causes various NASL
example, when looking through SMB file shares, a NASL

can analyze 3 levels deep instead of 1. This could cause
much more network traffic and analysis in some cases.

Also note that by being more thorough, the sc an will be
more intrusive and is more likely to disrupt the network.

scripts to A

Report verbosity

A higher setting will provide more information in the
report.

Report paranoia

In some cases, Nessus cannot remotely determine

whether a flaw is present or not. If the r eport paranoiais
set Ramnod 6 then a flaw wil!/|
there is a doubt about the remote host being affected.

be

Conversely, a par aAvoiifale afaent t iOn g
will cause Nessus to not report any flaw whenever there
is a hint of un certainty about the remote host. The default
opti dNermd fido) wi | | be a middle gr
two settings.
Log verbosity A higher setting will cause more detailed information to

be provided in the scan log.
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Debug level Set this opt i cabedebugginglt@assistowithe
troubleshooting a Nessus scan.
HTTP User -Agent Specifies which type of web browser Nessus will

impersonate while scanning.

SSL certificate to use

Allows Nessus to use a client side SSL certificate for
communicating withar  emote host.

SSL CA to trust

Speficies a Certificate Authority (CA) that Nessus will
trust.

SSL key to use

Specifies a local SSL key to use for communicating with
the remote host.

SSL password for SSL key

The password for managing the SSL key specified.

HTTP login page Settings to control authenticated testing of a web -based
application.

Login page The base URL to the login page of the application.

Login form The fAa cparanwterdor the form method. For
example, t helogin form for  <form method="POST "
name="auth_form" action="/login.php"> would be

fVlogin.php 0.

Login form fields

Authentication parameters
login=%USER%&password=%PASS%

ICCP/COTP TSAP
Addressing

This drop -down menu item deals specifically with SCADA
checks. It determines a Connection O riented Transport
Protocol (COTP) Transport Service Access Points (TSAP)
value on an ICCP server by trying possible values. The
start and stop values are

set

Login configurations

In this drop -down menu item you can configure login
infor mation for the following protocols: HTTP, NNTP, FTP,
POP2, POP3 and IMAP.

Modbus/TCP Cail Access
(Professional Feed Users )

This drop -down menu item is dynamically generated by

the SCADA plugins available with the Professional Feed.
Modbus uses a functonco de of 1 to read
Modbus slave. Coils represent binary output settings and

are typically mapped to actuators. The ability to read coils

may help an attacker profile a system and identify ranges

of registers to alter vi éea
defaults for this are A00 fo
End reg.

f

n w
r

Nessus SYN Scan ner

A SYN scan permits Nessus to gather information about
open ports without completing the TCP handshake. This
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option allows you to set the number of packets to send
per second.

Nessus TCP Scanner

In this drop -down menu item, you can configure options
for the Nessus TCFcaBRogsimer .
Random Order 0 checkbox is used to circumvent some
older IDS Systems . The fFirewall detection 0 menu
provides settings to sc  an networks that may have
firewalls. To select an option, click on it until it appears in
the field and

t h ®ame oc | biuct kt oonn.

Th

t h

Automatic (normal)

This option can help identify if a firewall is located
between the scanner and the target ( default ).

Disabled (softer)

Disables the Firewall detection feature.

Do not detect RST rate
limitation

Disables the ability to monitor how often resets are set
and to determine if there is a limitation configured by a
downstream network device.

Ignore closed po rts
(aggressive)

Will attempt to run plugins even if the port appears to be
closed. It is recommended that this option not be used on
a production network.

News Server (NNTP)
Information Disclosure

This drop -down menu item can be used to determine if
ther e are news servers that are able to relay spam
Nessus will attempt to post a news message to a NNTP
(Network News Transport Protocol) server(s), and can
testif it is possible to post a message to
servers as well.

upstream news

From address

The addresst hat Nessus will use as it attempts to post a
message to the news server(s). This message will delete
itself automatically after a short period of time.

Test group name regex

The name of the news group(s) that will receive a test
message from the specified address. The name can be
specified as a regular expression (regex) so that the
message can be posted to multiple news groups
simultaneously . For exampl e,

z] \ .tests? 0O will broadcast a mail message to all news
groups withnamesthatb egin with any
fifzd) and end with A.testso
matched the string). The question mark acts as an
optional wild character.

the flalef au

| et
(or

M ax crosspost

The maximum number of news servers that will receive

the test posting, regardless of the number of name
mat ches. For example, i f7d&,h
test message will only be sent to seven news servers,

even if there are 2000 news servers that match the regex

in this field.

et h\wH
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Local distribution

If this option is selected, Ness  us will only attempt to post
a message to the local news server(s). Otherwise, an
attempt will be made to forward the message upstream.

No archive

If this option is selected, Nessus will request to not
archive the test message being sent to the news

serve r(s). Otherwise, the message will be archived like
any other posting.

PCI DSS Compliance

Compare scan results to the PCI -DSS compliance
standards.

Ping the remote host

Nessus can verify if target remote hosts are alive using
ARP ping, TCP ping, ICMP ping  or applicative UDP ping.

TCP ping destination
port(s)

Specifies the list of ports that will be checked via TCP
Ping. If you are not sure leave this setting to the default
of ABuwiol.t

Number of Retries
(ICMP) o

Allows you to specify the number of attem pts to try to
ping the remote host. The default is set to 6.

Make the dead hosts
appear in the report

If this option  is selected, hosts that did not reply to the
ping request will be included in the security report as
dead hosts.

Log live hosts in the
re port

Select this option to specifically report on the ability to
successfully ping a remote host.

Test the local Nessus host

This option allows you to include or exclude the local
Nessus host from the scan. This is used when the Nessus
host falls withint  he target network range for the scan.

Fast network discovery

By default, when altemmtelland feqeivas g s
a reply, it performs ex  tra checks to make sure that it i S
not a transparen t proxy or a load balancer that would

return noise but no resul  t(some devices answer  to every
port 1 -65535 but therei s no service behind). Such checks

can take some time, especially if the rem ote host is
firewalled. I f the Af aogiétnisnet wo
enabled, Nessus will not perform these checks.

Port Scanne r Settings

Options that affect port scan behavior.

Check open TCP ports
found by local port
enumerators

If a local port enumerator (e.g. WMI, netstat) finds a
port, should Nessus verify it is open remotely.

Only run network port
scanners if local port
en umeration failed

Otherwise, rely on local port enumeration first.
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SMB Registry: Start the
Registry Service during
the scan

For machines that may not have the SMB Registry
running all the time, this will enable it to facilitate some
of the scanning require  ments.

SMB Scope

o

If the option fRequest information about the domain
is set, then domain users will be queried instead of local
users.

SMB use domain SID to
enumerate users

Specifies the SID range to use to perform areverse
lookup on usernames  onthe d omain. The default setting
is recommended.

SMB use host SID to
enumerate local users

Specifies the SID range to use to perform areverse
lookup on local usernames . The default setting is
recommended.

SMTP settings

The SMTP (Simple Mail Transport Protocol ) tests will run
on all devices within the scanned domain that are running
SMTP services . Nessus will attempt to relay messages
through the devi ce Thirdpattyhe s p
domain 6. The message Thidpatty t o t
domain 6 shoul d be r e pderess specifida in
t heTodddress 0 field. This will ing
attempt failed. If the message is accepted, then the SMTP

server was successfully used to relay spam.

ec
he
t h

Third party domain

Nessus will attempt to send spam through each SMTP
device to the address listed in this field. This third party
domain address must be outside the range of the site
being scanned or the site performing the scan. Otherwise,
the test might be aborted by the SMTP server.

From address

The test messages sent to the SMT P server(s) will appear
as if they originated from the address specified in this
field.

To address

Nessus will attempt to send messages addressed to the

mail recipient listed in this field. The postmaster  address
is the default value since itis a valid a ddress on most
mail servers.

SNMP settings

Itis recommended that the SNMP (Simple Network
Management Protocol) community string be configured if

itis known. If Nessus can guess it during a scan, it will be
applied to subsequent checks, but if it can be pre -
configured, a very detailed audit can be performed. For
example, there are a number of Cisco router checks that
determine the vulnerabilities present by examining the

version string returned via SNMP. Without the SNMP
community string, these audits co uld not occur. The
iUDPport 6 opti on all ows you to di
different port should SNMP be running on a port other
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than 161.

Service Detection This menu provides options for service detection.
Test SSL based services Determines if SSL based serv  ices are to be tested on
known SSL ports (e.g. 443), All ports, or None. C hecking
SSL on every open port can be disruptive for the tested
network .
Unix Compliance Checks This drop -down menu item prov ides the option to select 5
(Professional Feed Users ) Unix audit files to assign to the policy. Next to each item
i s Sglecido button that will open
can browse to and select the audit file to use with this
policy.
Web Application Tests This option tests  the arguments of the remote C Gls
Settings (Common Gateway Interface) discovered in the web

mirroring process by attempting to pass common CGlI
programming errors  such as cross -site scripting, remote

file inclusion, command execution, traversal attacks or
SQL injection. Enable this option by sel ecting the
web appl i cat checkbex .tTlesettests are

dependentu pon the following NASL plugins:

11139 1 SQL Injection (CGI abuses)
39465 i Command Execution (CGI abuses)
39466 i Cross- Site Scripting (CGI abuses: XSS)

HTTP Header Injection  (CGI abuses: XSS)
Remote File Inclusion  (CGI abuses)

i
.
i

39467 i Directory Tra versal (CGI abuses)
i
i

39469

Maximum run time (min) This option manages the amount of time in minutes  spent
performing web application tests. This option defaults to

60 minutes and applies to all ports and CGls for a g iven
web site. Scanning the local network for web sites with

small applications will typically complete in under an

hour, however web sites with large applications may

require a higher value.

Send POST requests iPSTrequestso tests are webfard f d
testing. By default, the web application tests will only use

GET requests, unless  this option is enabled . Generally,
more complex applications use the POST method when a
user submits data to the application. This testing is
recommended to be thoro  ugh, but may considerably
increase the time required.

Combinations of This option manages the combination of argument values
arguments values usedinthe HTTP requests. This dropdown has three
options:
one value - This will test one parameter at a time w ith
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an attack string, without trying finon - attack o variations for

additional parameters. For example, Nessus would

attempt fltest.php?argl=XSS&b=1&c=1 0 where
fi c alow other values, without testing each combination.
This is the quickest method of te sting with the smallest
result set generated.

All pairs (slower but efficient) - This form of testing

i b

is

slightly slower, but, more eff

test . While testing multiple parameters, it will test an

attack string, variations for a sin gle variable and then use
the first value for all other variables. For example, Nessus
would attempt  fitest.php?a=XSS&b=1&c=1&d=1 0o and
then cycle through the variables so that one is given the

attack string, one is cycled through all possible values (as
discovered during the mirror process) and any other

variables are given the first value. In this case, Nessus

would never test for  Atest.php?a=XSS&b=3&c=3&d=3 0
whenthef i r st value of each wvari

All combinations (extremely slow) - This method of
testing will do a fully exhaustive test of all possible
combinations of attack strings with valid inpu tto

vari abl es . -pvaie restiogséekslto create a
smallerdat a set as a tradeoff for

ab

q

c ombi n a tniakesro dompromise on time and uses a

complete data set of tests. This testing method may take
a long time to complete.

HTTP Parameter Pollution

When performing web application tests, attempt to

bypass any filtering mechanisms by injecting content into
a variable while supplying the sa me variable with valid
content as well. For example, a normal SQL injection test

may | o o kitarget.cgiza='&b=2 0. With HTT

Parameter Pollution (HPP) enabled, the request may look
| i k/targeficgi?a='&a=1&b=2 0.

Stop at first flaw

This option determin  es when a new flaw should be
targeted. The dropdown has three options:

Perport : Assoonasaflawisf ound onaweb server by a
script, Nessus stops and switches to another web server

on a different port. This applies at the script level; finding

an XSS flaw will no t disable search ing for SQL injection or
header injection, but you will have at most one report for

each type on a given port.

Per CGI : Assoon as a flaw is found on a CGlI by a script,
Nessus switches to the next known CGI on the same
server, or if there is no other CGl,tothe nex t
port/server.
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Look for all flaws . Perform extensive tests regardless of
flaws found . This option can take a long time and is not
recommend in most cases.

Test Embedded web
servers

Embedded web servers are often sta tic and contain no
customizable CGlI scripts. In addition, embedded web

servers may be prone to crash or become non -responsive
when scanned. Tenable recommends scanning embedded

web servers separately from other web servers using this

option.

Web Mirroring

If the information in this drop -down menu is provided,
Nessus will mirror web pages and then test for

vulnerabilities. Nessus will mirror pages in sequential

or der . Statpege io i s t he URL of th
will be tested . If multiple pages arer  equired, use a colon

delimiter to separate them (e.g. Al :/ phpd: /Hheas
user can al so s pNumbefofpagebte t ot a
mirror 0Oifdesired . | f Folllmedynémic pages 0

option is selected, Nessus will follow dynamic links and
may exceed the param  eters set above. fiExcluded items
regex 0 enables exclusion of portions of the web site from

being crawled. For example, to exclude the "/manual"
directory and all Perl CGl, set this field to:
(®manual)|( \.pl( \ 2.%)?3%). Finally, AMaximum

depth 0 imiits the nu mber of link s Nessus will follow for
each start page.

Windows Compliance
Checks (Professional Feed
Users )

This drop -down menu item provides the option to select 5
Windows audit files to assign to the policy. Next to each

i t em iSeectab fibut t on adpénawindow Where
you can browse to and select the audit file to use with

this policy.

Windows File Content
Compliance Checks
(Professional Feed Users )

This drop -down menu item provides the option to select 5

Windows File Content audit files to assign t o the policy.
Next to eachsSele¢t®dm biug taoanfi t hat w
window where you can browse to and select the audit file

to use with this policy.

Creating a Scan Target List

To create a scan target addressobi bugnteotheboxkited n t he Pl
fiNetworks to Scan 0. Th eEdifiTarget 06 menu wi | | appear prompting for
scan target . There are four options to choose from to enter the scan target:
1 Single host 1 The host can be identified as either a host name or an IP address in
CIDR format . Ifan IP address is used, it must be entered in dotted decimal format
(e.g. 192.168.10.10 instead of 1921681010) . Ifa hostnameis useditmustbea
valid entry that is resolvable on the server or use a fully qualified domain na  me such

as nessus.tenable.com.
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1 [P Range 1 Arange of IPs can be entered . Enter the start address and the end
address in the appropriate fields.

1 Subnet 1 The IP address can be entered with a network mask following the address.

1 Hostsinfile i Aflewith a | i st of hosts can b &elegtdile dé dioy
browse for the file . Selectthefile and <c| i @Qpen ®n A

/'\ The host file must be formatted as ASCII text with one host per line and no extra
. spaces or lines. Unicode/lUTF -8 encoding is not sup  ported.

Example host file formats:
Individual hosts:

172.20.15.1

172.20.15.2

172.20.15.3
Host range:

172.20.15.1 -172.20.15.3
Host CIDR block:

172.20.15.1/24

After you have entereBaveathh.e host click on i

For example, to scan the machine running Nessus, choose the fiSingle host 0 option and
enter the internal IP address 127.0.0.1.

You may enter multiple scan targets in the address list and selectively check off the ones
you want to use for each scan.

Generating and Using .nessus Files

Once you ha ve created a policy and list of scan target addresses, you can save the
configuration in the .nessus file format from the main NessusClient window by select ing
fiFile 6 a theh iSaveAs é 0 from the main menu.

To access the saved .nessus fileonfuturesessi ons, si mplFle 6g ca nOpenid On
Windows systems, the saved .nessus files are storedin  C:\ Documents and

Settings \ <username> \ My Documents \ Tenable \ Nessus Client . On Linux systems,
thesaved .nessus fil es are stored under theg,userds home
/root/my_policy.nessus ).

& If youcopya .nessus file from a system that had Professional Feed service and

used it with a Nessus server that has the Home Feed service, you will not have
access to the compliance checks , which are only available through t he
Professional Feed.
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Sharing .nessus filesis useful if you require the same policy on dif ferent Nessus scanners.

Note thata policy that h a s tShare this policy across multiple sessions 0O option

selected cannot be saved to a .nessus file. Using this option means that the policy is to

become one of the default policies displayed whenever the NessusClient is started or

whenever the fANew Sessiono option is selected from the
On c e tShaee this policy across multiple sessions O opti on [sedesteditime n

policy must still be saved following the instructions above (to a .nessus file), but the policy

will not be written to the .nessus file. Instead the policy is saved to the Policies.xml file,

which contains the default settings of the NessusC lientinstallation . On Windows systems the

Policies.xml file is storedin  C:\ Documents and Settings \ <username> \ Local

Settings \ Application Data \ Tenable \ Nessus Client \. On Linux Systems, the

Policies.xml file is stor edessus -dlidgne direcery, 0 whi ch is in the user

home directory.
Launching a Scan

To launch a scan, simply select the policy and network targets that you wish to use from the

mai n page and ckcanNdw @onbt hElai AReporto window will be di
the messapgei AiSpaogresséo at the bottom of the window w
indicating that it is working . As results become available, they will be can be displayed by

clicking+onbtkxendédxt to the target | P address as shown
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f__-"" Nessus : C:/Messus_Scans/MyServer.nessus
File Help

Scan Repark |

Report: 09/04/08 10:45:30 PM - MyScanPolicy Delete | Export... |

B

H- 192.168.1.66

Filker,. . Skylesheet: ISort Bt ZYE LI Wiew template. .. |
Lisconmeck | o+ SEanin progress... Pause I Sktop I

4
Reports
Part of the changes introduced with the .nessus file formatis that reports are now saved
along with the scan configuration in a .nessus file. To access reports generated using a
specific policy that is containedina .nessus file, first load the file from the main Nessus

wi ndow by sElkecti®Wpemdiand sel ect t hnessuspfle.dheri at e
archived reports will be loaded along with the policies and scan targets associated with the
reports:
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¥ Nessus : Untitled I ] 3
Open n E

Lok, i I@ Mezsus Client ﬂ (€] _? % [ i

ﬂ LinuxServers.nessus

ﬂ MyServer. nessus

ﬁl osCommerce-PCLLnessus
ﬁ WinxPScan.nessus

5
ty Compuiter
by File name: || j ﬂl
Files of tppe: | Messusz [*.nessus] LI ﬂl
F

= T I et |
SCar Mo |

Connect, .. |

&

Oncethe .nessus f il e i s | oade dRepod loi d.kdlbaf the repbres stdted in the
file will be available  in the drop down menu

Copyright 2004 -200 9, Tenable Network Security, Inc.

39



Report Filters

Once a report is loaded, a fiFilter... o button

window . Clicking on th is button will present the use

create a simple or complex filter statement

is available in the lower left hand side of the
r with a dialog box that can be used to

. This box is shown below:
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